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Executive summary
The collection of data within the smart city raises a certain number of questions. These questions are, first
of all, of a legal nature: the collection and storage of data within the datalake raises questions concerning
privacy, protection of personal data, data governance and data control. The objective of the deliverable is to
provide a global comprehension of the legal matter at stake. Indeed, the implementation of a datalake must
be made considering regional and global personal data protection laws, such as the General Data Protection
Regulation (GDPR). Therefore, one of the main objectives of the deliverable D3.2 RESPONSE Data Governance
and CIP Operational Framework is to identify privacy issues that data controllers have to face.
To do so, the deliverable examines several flows of data that may occur in the datalake: data processing,
data storage, and data exchange are indeed several key elements that are mentioned and studied. This
methodology allows for a better understanding of the legal aspects and helps determining the rights and
obligations of data controllers and individuals: information that must be delivered, the need to receive consent
from individuals, and the need to minimize the data that is processed. Several key solutions allowing for safer
data processing are mentioned and detailed. Mostly based on the informational-self determination principle,
those solutions rely on several tools that ensure data is collected following the regulation: risk assessment,
ethics, and differential privacy appear – in addition to cyber hygiene and cyber security - to be adequate
solutions to protect the rights of individuals.
In direct relation to privacy, elements related to data transfer help to understand situations in which there
could be a conflict between different operators. A comprehensive study of the legal regime related to open
data, in addition to the use of public contracts, helps clarify aspects related to data ownership. Even if the legal
regime still raises some questions on this topic, the identification of particular contract provisions helps
prevent contractual conflicts.
Finally, we describe the evolution of the existing City Information Platforms (CIP) in the two Light House
Cities of Turku and Dijon Metropolis into Interconnected and Integrated City Ecosystems. The services
expected for both the collectivity and inhabitants will be provided thanks to City APIs which enable the
interconnection of data providers, data storage, computation and data usage. In Turku, the Smart Knowledge
Graph acts as the common language and protocol to interconnect the infrastructure and usage of the different
actors. In Dijon Metropolis, a Shared datalake managed by the city intermediates the exchanges between
partners.
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1. Foreword
The deliverable D3.2 RESPONSE Data Governance and CIP Operational Framework, within the task T3.2
Data Governance and RESPONSE Integrated and Interconnected City Ecosystem mandating cross-platform
collaboration of the WP3 of the RESPONSE project aims to identify and analyze legal and technical aspects
related to data governance in the implementation of the datalake. Several questions related to data control
and manipulation shall be asked to study and help determine the role and rights of every party involved.
Although the deliverable makes several recommendations, one of its main objectives is to help identify
ex-ante issues that a city will have to face when implementing smart city solutions, whether those issues are
related to privacy, data control, and ownership, or interoperability. Among those problems, data governance
occupies a central spot: the city and its partners (public or private) shall consider at all-time matters related
to data control and data property, data sharing, and personal data protection. Those considerations are also
crucial in understanding what can be done to facilitate interoperability in using City APIs.
Chapter 1 deals with the identification of the data that will be processed in the datalake. The protection
allowed by GDPR is deeply rooted in the notion of personal data. A precise definition is provided, helping
understand which information should be protected and under which conditions.
Chapter 2 explains the legal regime dedicated to personal data protection. It helps understand what the
objectives of the legislation are and ensure that personal data are processed following the legislation. Several
tools – useful in the context of the datalake - are also mentioned: evaluation, ethics, and differential privacy
appear as legal and technical tools reinforcing the rights of individuals.
Chapter 3 focuses on data governance and data ownership. It helps understand the scope of an
administrative document. The right to communication associated with this notion relies on a free use principle
that aims to encourage reutilization. Emerging aspects, related to data of general interests, are also mentioned
to determine which information can be disclosed.
Chapter 4 related to public contracts explains why they are an essential aspect of data governance in smart
cities. Although it appears to be a relatively new subject when related to smart cities, provisions that can be
found in public contracts seems particularly relevant to data ownership.
Chapter 5 related to Cyber hygiene explains wich cybersecurity best practices an organization's security
practitioners and users can undertake. CH indeed plays a pivotal role in providing a basis for protecting the
infrastructure and customer data. Therefore in the RESPONSE project, this chapter defines good cybersecurity
hygiene by all stakeholders involved in smart cities as imperative.
Chapter 6 related to cybersecurity explains how cybersecurity measures are a key part of the sustainable
implementation of the solutions proposed. In this chapter, some indications are given on how RESPONSE can
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manage to overcome a variety of threats considering current related knowledge on cyber-security and privacy
in Smart Cities.
Chapter 7 presents the operational framework for the demonstrations of the Interconnected and
Integrated City Information Platforms (CIP) planned in both Light House Cities Dijon Metropolis and Turku:
those solutions help understand the use of APIs and its use in facilitating interoperability.

2. Introduction
1.1 Overview
As it is stated by CNIL, “in the first versions of smart city 1.0, individuals are a problem to solve, or at best,
for some that promote a participative and inclusive approach, a walking smartphone providing data that
will help the city to function”1. According to this point of view, the subject of privacy or personal data
protection can be seen as a rite of passage. Nevertheless, it remains an essential topic, intensified by the
smart city approach: an important number of data is processed and is sometimes related to individuals.

Six main issues related to privacy in smart cities have already been identified2:
➢ Intensification of datafication: the devices used in the implementation of smart cities allow for an
exponential collection of more and more precise data. This information can be exchanged between
several entities. This data mobility, which can benefit users, is also a source of risks.
➢ Risks related to the development of predictive models: the number and volume of data processed in
smart cities can lead to the implementation of predictive models. The use of data can help determine
the affiliation to specific social groups, political or religious beliefs, or information related to health.
➢ Anonymization and reidentification: GDPR now promotes the use of anonymization and
pseudonymization techniques, although confusion still exists between those tools. Pseudonymization
still allows for reidentification, and anonymization still presents several limits.
➢ Opacity and automatization of systems, resulting in loss of control over data: as it is stated by CNIL,
“the number of systems, mechanisms, operators (public or private) and the number of data exchange
between them has a profound effect on consent, control, and data security”. The idea that true control
could be done is an illusion, given the number of data processed in cities.

1

CNIL, “La plateforme d’une ville. Les données personnelles au coeur de la fabrique de la Smart City”, Cahier Innovation
& Prospective, n°5, septembre 2017.
2
Rob Kitchin, “The ethics of smart cities and urban science”, Phil. Trans. R. Soc. A.374.
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➢ Use of data for unexpected purposes: one of the main problems associated with personal data
protection resides in the possibility to determine in advance what the data will be used for.
➢ Limits related to the mechanism of information and consent: despite a new legal regime related to
consent, its effectivity is still a problem. The number of data processing makes it quite difficult to
precisely determine which will be the use of data. Moreover, the information still sometimes appears
incomplete and therefore, can’t guarantee efficient transparency to citizens.
Last but not least, cybersecurity shall also be carefully examined in smart cities. Because of their scope,
cities seem to appear as an ideal target for the cyber menace3. Integrated systems are vulnerable to a lot of
different attacks which can weaken all of the structure. Amongst those risks, DDoS attacks, blackouts or false
alerts shall be precisely identified4.
The concentration of information within the data lake reinforces these different risks and makes it
necessary to adopt reinforced protection measures. In this context, the hypothesis of a cyber certification of
the data reactor, in collaboration with the ANSSI5 at the level of Dijon Metropole, would allow an upstream
control of the risks related to cybersecurity, as well as an analysis of the risks likely to weigh on the datalake.

1.2 Presentation of the shared datalake
The shared datalake stores heterogeneous data dynamically and constantly updated by heterogeneous
providers, respecting the volume, variety, and velocity requirements of Big Data. This datalake will aggregate
spatial data (maps, raster) and semantic data (such as labels added on curves, and concepts of the city explicitly
formulated into ontologies) and will be used as the interface among the partners of the consortium; thus,
guaranteeing access of partners to the data. Therefore, we have to refer to the state of the art on information
structuration (Fig. 1).

3

CNIL, op. cit., p. 15.
Ibid.
5
Agence Nationale pour la sécurité des systèmes d’information
4
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Figure 1 – State of the art of information structuration (©2021 Groupe CGI inc.)

With 19 local partners working on the local experimentation in the PEB, the local infrastructure needs to
organize and rationalize the several flows of data transiting between each one (Fig. 2). Some partners have no
architecture to store historical measurement data, provide API to request data, or the capacity to apply a
model on these data, insert them in time series, or spatial localization.
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Figure 2 - Combined stakes ©2021 Groupe CGI inc.

The shared datalake aims to offer to the local partners a repository to store historical and collected data,
apply on them an ontology provided by the CIAD laboratory, contextualize them on a spatial and temporal
environment. For data consumers, it offers the opportunity to access heterogeneous data provided by
different partners through a unique generic API provided by only one platform: the shared datalake (Fig. 3).

Figure 3 - Logical architecture components and features © 2021 Groupe CGI inc.
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Another aspect that will be studied during the project is the capacity to integrate into the share datalake
computing environment for partners that need to perform code execution (such as linear regression model…).
One of the goals of the actual prospective study by Dijon Métropole is to identify the right architecture to
meet the objectives, using the right components among this landscape of solutions. In the RESPONSE project,
Dijon metropole will offer a shared data lake to facilitate the storage of historical and measured data,
modelisation using ontologies, insertions in time and spatial context, and accessibility to the partners. These
transitions of data raise the question of data property, granularity, maintainability. One of the functions the
datalake could assume is to provide some local computing environment for partners who do have not the
capacity to deploy such an infrastructure. In this case, the questions about the intellectual property of the
algorithms provided in the environments need to be explored as well.
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Chapter 1
Legal qualification of data
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Chapter 1 – Data qualification
1. Technical and personal data
The first step in the development of the report will be to legally qualify the data that will be used to feed
the data lake. This qualification exercise will make it possible to make an initial sorting between two major
categories of data, personal data subject to a specific legal regime on the one hand and quantification data
(i.e., technical data) on the other hand (energy consumption, air quality, etc.). This preliminary step is
necessary because it gives first indications of the different legal regimes related to the collected and processed
data.
The implementation of a data datalake is based on the aggregation and the linking of data of various
natures, from different sensors and different sources. The datalake is thus at the heart of a complex
ecosystem, based on the correlation of information of different natures and produced by different
contributors.
The collected data, material representation of the information collected by the different measuring
instruments, may in some cases be related to the environment (air quality or temperature for example). In
other cases, they will be related to personal energy consumption (case of collective self-consumption). In this
respect, the information collected and pooled within the datalake is likely to reveal information related to the
private life of individuals: it can reveal their identity, their location, or the presence of people in the home.
The interconnection of data within the datalake, made possible by the enhanced cross-referencing
capabilities of the data, is also able to bring an additional degree of precision to the information collected. The
challenge relating to the deployment of the data lake is therefore to be able to determine with precision what
legal qualification to give to the operations carried out and the information processed. It is thus necessary,
despite the multiplication of processing operations carried out by the various systems, to succeed in legally
characterizing the data collected. This work of definition is essential because it helps to determine the
spectrum of information that is collected and to define the degree of protection to be given to it, a task made
complex by the apparent diversity of the sources of supply of the lake.
Two categories of data, each subject to distinct legal regimes, must therefore be distinguished. On the one
hand, data collected by various connected devices and relating to the measurement of technical elements; on
the other hand, data from sensors allow for the collection of information relating to the private life of
individuals.
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1.1 Qualification of personal data
1.1.1 Definition
The current legal definition of personal data is based on the one resulting from the Data Protection Act as
amended by the transposition of Directive 95/46/EC of the European Parliament and of the Council. Using the
same terms, the European General Regulation (GDPR) adopted on April 27, 2016, proposes an extensive
conception of personal information that is intended to be protected; the interest of this definition is that,
following the principle of technological neutrality, it is not limited by new technological advances or by the
technical tools used to collect it.
Article 2 of the French Data Protection Act indicates, by reference to the GDPR, the elements that allow
the qualification of personal data. Thus, according to article 4 of the GDPR, personal data means:
« Any information relating to an identified or identifiable natural person ('data subject'); an identifiable
natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier
such as a name, an identification number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural
person”
Firstly, regarding the subject of the information, it must relate to a physical person, which implies the
exclusion of legal persons, as the latter cannot claim a right to the protection of their personal data. Secondly,
regarding the quality of the information, it must allow the identification of the natural person; as the various
texts indicate, this identification can be carried out in two ways: directly and indirectly. Thus, the regulations
indicate that "to determine whether a person is identifiable, it is necessary to consider all the means of
identification available to or accessible by the data controller or any other person".
Therefore, the mere possibility of distinguishing a person is not sufficient to consider that the person is
identifiable; the identification must be made with certainty. Recital 26 of the GDPR specifies this requirement
by referring to the means "reasonably" likely to be used to identify the person.
In addition to information that directly identifies an individual, the concept of personal data also includes
information that indirectly identifies the individual: the broad nature of the concept of personal data thus
makes it possible to include indirectly nominative elements, and this broad vision of personal data makes it
possible to cover a large number of situations: the concept of indirect identification then plays the role of a
corrective in the event that direct identification of the individual is impossible.
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1.1.2 Profiling
Article 4 of GDPR gives a broad definition of profiling and indicates that it “means any form of automated
processing of personal data consisting of the use of personal data to evaluate certain personal aspects relating
to a natural person, in particular, to analyze or predict aspects concerning that natural person's performance
at work, economic situation, health, personal preferences, interests, reliability, behavior, location or
movements”.
GDPR states that "the data subject shall have the right not to be subject to a decision based solely on
automated processing, including profiling." However, several exceptions are provided. Such a provision does
not apply when the decision is "necessary for the conclusion or performance of a contract between the data
subject and a controller" or when it is "authorized by Union law or the law of the Member State to which the
controller is subject, and which also provides for appropriate measures to safeguard the rights and freedoms
and legitimate interests of the data subject". Finally, this exception may also be "based on the explicit consent
of the data subject".

1.1.3 Cross-referencing of information
In addition to information that allows for indirect identification of the individual and information that
allows for profiling, the case of situations where information is cross-referenced to extract identifying data
also deserves to be mentioned. Data must objectively make it possible to identify an individual. However,
there are frequent situations in which it is by cross-referencing information that it will be possible to make
such an identification.
Given the inclusive nature of the current definition of personal data, few data are likely to escape this
qualification. The increasingly broad character of the established identification criteria makes it difficult to
apprehend non-identifying data; there are thus fewer and fewer data which, by their very nature, do not allow
the identification of an individual to be revealed and which cannot, therefore, be linked, directly or indirectly,
to a natural person. For example, data relating to the time of day does not make it possible to identify the
individual. However, it will be possible, in certain cases, to establish a link with the person when this data is
linked to other information. Data interconnection mechanisms, such as those that could be deployed within
the framework of the data reactor, therefore also influence the understanding of the notion of personal data,
as defined by the law. A data, integrated into the data reactor, is likely, by crossing or correlation, to lead to
the identification of the person.
These three figures (Fig. 4, Fig. 5 and Fig. 6) help understand the extent of the successive transfers of data
between the different operators called upon to transfer information within the Datalake. Although the data
collected upstream is not necessarily intended to contain identifying information, the processing chains
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implemented may ultimately contribute to revealing personal data. The hypothesis of a transformation of
technical data into personal data must be envisaged as soon as a processing operation is implemented, in
order to be able, if necessary, to obtain the consent of the individuals who are likely to be concerned by such
processing or to consider the legitimate interests of the various data controllers.

Figure 4 – Flow of Data in Dijon (Temperature Maps & Indicators)

Figure 5 - Flow of Data (Computation of Air Quality Maps & Indicators)
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Figure 6 - Flow of Data in Dijon (Energy and GHG Indicators)

1.1.3.1 Regarding anonymization
The spectrum of non-identifying data may seem residual in relation to all the information processed.
However, the various legal texts have progressively identified a category of data that may be exempted from
the application of the regulation. Recital 26 of the GDPR thus states “the principles of data protection should
therefore not apply to anonymous information, namely information which does not relate to an identified or
identifiable natural person or to personal data rendered anonymous in such a manner that the data subject is
not or no longer identifiable. This Regulation does not, therefore, concern the processing of such anonymous
information, including for statistical or research purposes”.
The logic behind this provision is easy to understand as it allows the application of the regulation to be
set aside when data that could be directly or indirectly identifying are anonymized. Thus, after a technical
operation allowing for anonymization, it will be possible to consider that the data are no longer identifying
and therefore that the application of the regulation can be set aside; the data will lose their status of personal
data and the anonymization operation requires that identification - direct or indirect - be made impossible.
The fact that the data subject is not or no longer identifiable, due to the anonymization of his or her
information, brings the data in question outside the scope of the regulation. Anonymization, which irreversibly
prevents identification, is therefore not a technical measure for the protection of personal data: its purpose is
to depersonalize such information. An anonymization process is, in itself, processing of personal data since
the data are at the origin of the process. The G29 has identified three criteria for assessing its relevance.
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Three elements must thus be studied, relating firstly to individualization (is it always possible to isolate
an individual?), secondly to correlation (is it possible to link together distinct sets of data concerning the same
individual?) and thirdly to inference (can we deduce information about an individual?)6.
The CNIL and the Conseil d'Etat ensure the robustness of the anonymization processes implemented, as
evidenced by a ruling issued on February 8, 20177. In this case, a company had filed an application for
authorization with the CNIL in order to install counting boxes on street furniture. These were to collect the
identifiers (MAC address for Media Access Control) of mobile devices in order to measure the rate of traffic.
The company was then to proceed to the anonymization of the collected information. However, for the CNIL8,
the measures implemented did not allow to proceed to the anonymization because the company was still able
to replay the encryption process. The Council of State, confirming the decision of the CNIL, also indicated that
the process used did not constitute a measure of anonymization because it left "the manager of the treatment
in a position to proceed to the identification of the persons concerned"9.
The ruling made by the Conseil d’Etat raises the distinction between anonymization and
pseudonymization, which "consists in replacing one attribute by another in a record" and which therefore
implies, without recourse to additional information, that the person is "still likely to be identified indirectly"10.
Indeed, pseudonymization may involve the use of encryption, but it does not allow for complete
anonymization of the data processed. However, the GDPR explicitly mentions pseudonymization as a technical
and organizational element that allows for enhanced protection of personal data and increased security of
processing. Indeed, pseudonymization can still "reduce the risks for data subjects and help controllers and
processors to fulfill their data protection obligations"11. Pseudonymization, therefore, helps to achieve the
permanent compliance required by the new European framework and weighing on data controllers. This
measure also allows for the respect of the principle of data minimization, which implies that only the data
necessary for the achievement of the determined purpose are collected.
Anonymization and pseudonymization can, in certain cases, be an effective response to the informational
risk to the individual. However, the technical limitations of these different processes are a hindrance to their
automatic deployment.

6

G29, Opinion 05/2014 on Anonymization Techniques, WP 216, adopted April 10, 2014, p. 13.
CE, 8 février 2017, n° 393714, Mentionné dans les tables du recueil Lebon.
8
Deliberation No. 2015-255 of July 16, 2015 refusing the implementation by JCDecaux of automated processing of
personal data for the purpose of testing a methodology for the quantitative estimation of pedestrian flows on the La
Défense slab (request for authorization No. 1833589).
9
CE, 8 février 2017, n° 393714, Mentionné dans les tables du recueil Lebon.
10
G29, op. cit., p. 22.
11
Recital 28, GDPR (UE) 2016/679.
7
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Pseudonymization does not change the nature of the data processed: they remain identifiable and reidentification by the data controller, or a third party remains possible12.
The same applies to anonymization, which does not allow for infallible security of the data collected when
processing is carried out13. Indeed, despite the evolution of technical processes allowing anonymization, the
mass of information now publicly available for each individual makes it easier to correlate and identify.
1.1.3.2 The case of data-crossing
The objective definition of personal data allows for the inclusion of a large amount of information. But
the means of collection used, and the circumstances of collection sometimes favor the qualification of
personal data, because of the exponential crossing of data and the development of digital traces.
The identification of the individual is theoretically done by means of specific information; identifiers that
present a privileged and close relationship with the physical person concerned. However, "the particular
context and circumstances of a specific case are decisive in this analysis"14. Therefore, in order to know
whether information can truly relate to an individual, it is essential to study the circumstances in which the
information is collected.
The CNIL, in a deliberation dated January 3, 201415, confirmed this hypothesis. It considers that "the
accumulation of data that this company [the Google company] holds on one and the same person allows it to
single out that person on the basis of one or more elements that are specific to that person." Thus, as noted,
"the European and French legislators have established a broad concept of the notion of personal data, which
may be directly or indirectly identifying. The possibility of identifying a specific person, based on specific
identifiers or one or more elements that are unique to that person, therefore leads to "considering them as
personal data". This case, through its specificities, leads to consider that the mass of data collected by the
different services of the same entity favors the qualification of data as personal data.
1.1.3.3 The development of digital traces
The nanotechnologies that are used for the deployment of connected objects allow the transition from a
problem of files to a problem of traces. It is indeed possible to distinguish between information that is

12

Florence Raynal, « De nouvelles dispositions pour protéger les données personnelles », Documentaliste-Sciences de
l’Information, vol. 51, n°3, 2014.
13
Arvind Narayanan, Edward W. Felten, «No silver bullet: De-identification still doesn’t work », White Paper, 2014, p. 2
14
G29, Avis 4/2007 sur le concept de données à caractère personnel, p. 14.
15
Délibération n°2013-420 de la formation restreinte prononçant une sanction pécuniaire à l’encontre de la société X.
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voluntarily and consciously disclosed by the individual - through the prism of a connected object or an
application - and information that is involuntarily disclosed as part of the technical needs of the service.
The individual will therefore not always be aware of the mass of data that is generated by the service he
uses and that he transmits afterward16. Among the data collected, we find those that are deliberately
transmitted by the user, and also so-called "passive" data that are collected automatically17, such as metadata.
Metadata can include time, date, place, event, or even elements related to the identification of the person.
The technologies that generate traces, particularly those used by connected objects and online services,
show that the new computer memories no longer necessarily record identities, but rather electronic traces,
which can be indirectly nominative and bear witness to the actions of each individual. Digital traces, conscious
and unconscious, raise the question of the legal nature of metadata: theoretically, they are not intended to
reveal information related to the private life of individuals. However, some of them can be considered as
personal data when they are likely to allow identification. The e-privacy directive18 intends to clarify the legal
definition of the notion of metadata and allows it to give a definition. Broadly understood, the definition refers
in particular to "data processed in an electronic communications network for the purpose of the transmission,
distribution or exchange of electronic communications content".
In some cases, the metadata are present in sufficient numbers to "allow very precise conclusions to be
drawn about the private lives of individuals, such as the habits of their daily lives”19. However, this metadata,
associated with the data directly provided by the user, is part of a larger set called algorithmic projection,
made possible by the use of automated calculation suites.
This algorithmic projection, "the result of the correlation capacities of the statistical analysis processes"
made possible by digital tools, brings "into the space of personal data a set of fragmented data, seemingly
anodyne, which were previously excluded"20 : the capacities of correlation and cross-referencing, therefore,
make it necessary to grasp these traces in their entirety.

16

Juliette Sénéchal, « La fourniture de données personnelles par le client via Internet, un objet contractuel ? », AJ Contrats
d’affaires, Concurrence, Distribution, 2015, p. 212.
17
Thierry Berthier, « Projections algorithmiques et cyberespace », Revue internationale d'intelligence économique, 5.2,
2013, p. 179 à 195.
18
Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of
personal data and the protection of privacy in the electronic communications sector (Directive on privacy and electronic
communications).
19
Sylvie Perrou, « La Cour de justice, garante du droit « constitutionnel » à la protection des données à caractère
personnel », RTD Eur., janvier-mars 2015, p.117.
20
Jean-Marc Deltorn, « La protection des données personnelles face aux algorithmes prédictifs », RDLF, 2017, chron.
n°12.
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1.1.3.4 The use of algorithms
The correlation capacities of the algorithms make it possible "to extend the notion of personal data
beyond the identifiers traditionally associated, in a univocal way, with the physical person (family name,
username) towards new entities"21. These will be, first of all, collections of elementary traces, individually
incapable of identifying an individual, but which, once grouped, create a unique imprint, characteristic of an
individual. They will also be derived constructions, profiles obtained from these traces which, although
individually anonymous, will allow by aggregation and cross-checking to reach an identification. It is therefore
today essentially from raw data that information relating to individuals is constructed, indirectly.
The use of algorithms, especially predictive ones, therefore allows, in fine, a better knowledge of
individuals. This raises the question of the legal qualification to be given to the algorithmic phenomenon as
well as to the resulting projections, in order to be able to apply a system that guarantees the transparent and
non-discriminatory nature of algorithms. The legal regime of algorithms must be brought closer to that of
profiling: it is indeed considered as one of the technical means allowing the establishment of an individual's
profile.
According to CNIL, "an algorithm is the description of a finite and unambiguous sequence of steps (or
instructions) to obtain a result from elements provided as input”22. Therefore, these algorithms make it
possible to combine information of various natures and sources to produce different results. Expressed in a
"computer language, transcribed into a program (a kind of text composed of written commands, also called
"source code"), this program can then be executed in software or compiled in the form of an application"23.
Already identified and defined by national jurisprudence24, these algorithms pursue different goals, such
as "producing knowledge; matching a demand and an offer; recommending a product or an offer in a
personalized way; helping decision making; predicting, anticipating"25.
Algorithms thus appear to be the preferred tool for giving meaning to all the data collected in the context
of Big Data. This hypothesis is particularly true in the field of prediction: algorithms allow to refine the results
proposed upstream to individuals. Indeed, the data useful to predictive algorithms are disparate, evolving and
without intrinsic value, and moreover appear subjective, behavioral, and decontextualized. The regulations
21
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CNIL, Comment permettre à l’homme de garder la main ?, Les enjeux éthiques des algorithmes et de l’intelligence
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relating to the protection of personal data would therefore not be able to effectively deal with the processing
mechanisms implemented by the algorithms, given that these are likely to lead to a modification of the nature
of the information processed.
As the notion of processing is understood as "any operation or set of operations carried out or not by
means of automated processes"26, the calculation methods implemented by algorithms fall within the scope
of the LIL and the GDPR. But such operations must involve personal data. Although this definition is
understood broadly, the system implemented is likely to exclude from protection certain operations carried
out on non-identifying data that are just as revealing of the intimacy of individuals. It is therefore in the
ultimate objective of the processing of information from raw data, and not in the trace itself, that we must
find a basis for interpretation: as soon as the information has the function of allowing the identification of an
individual, it makes him identifiable, and therefore enters, as such, into the definition of article 4 §1 to become
personal data27.

1.2 Sensible data qualification
The data collected by objects and applications, which are intended to be inserted into the datalake, could
push back the limits of existing categories because of their ambiguity. Data that is not sensitive (for example,
revealing health status) could, because of the particularly intimate nature of the information involved, or the
mass of data collected, reveal sensitive information requiring enhanced protection.

1.2.1 An extensive definition
According to article 9 of GDPR, “processing of personal data revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic
data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or
data concerning a natural person’s sex life or sexual orientation shall be prohibited”.

The ability to cross-reference the data collected is likely to raise new questions about the qualification of
the personal data that comes from it. Connected objects and applications can take different types of
measurements that can, in the age of Big Data, be crossed with data from other sources and multiply the
information collected.

26
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GDPR, article 4.
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The constitution and exploitation of large masses of data with the aim of transforming them into
information refers here to the set of technologies and methods consisting in analyzing, generally for predictive
purposes, the flow of data produced by companies, organizations, and individuals, but also objects if they are
connected, in unprecedented volumes and at unprecedented speed. However, as data correlations are made,
the qualification applied to data will be likely to evolve in one or the other direction, thus varying the intensity
of the protection granted to such information.
The multiplication of the masses of data produced thanks to technical progress and the development of
new uses constitutes the first difficulty. A second difficulty also arises, linked to the development of processing
capacities that enable the collection and exploitation of masses of data in near-real time. It is therefore the
correlation capabilities that are likely to reveal data that theoretically fall within the scope of sensitive data.
The capacities for cross-referencing and interconnecting data that data controllers currently have, combined
with the predictive capacities of algorithms, mean that all identifying data from different sensors are likely to
lead to the creation of sensitive information as defined by the GDPR.
If the data, collected at the time of their initial processing, are subject to the legal regime of common law
for personal data, the risk is that the nature of the data may be modified a posteriori, because of the amount
of information collected and what can be deduced from it. The G29, in the particular case of health data, had
the opportunity to make certain clarifications: it is not only the raw data that must be treated as health data,
but also the conclusion is drawn about the state of health, regardless of whether this is correct or relevant28.

1.2.2 A reinforced protection
The processing of sensitive data is in principle prohibited by the regulation. This prohibition, mentioned
in article 9 of the GDPR, must however be tempered. The text provides for a limited list of exceptions allowing
the processing of sensitive data. The limited possibility to process such data is based on a precision of the
conditions of lawfulness of such processing and supposes, in certain cases, that additional formalities are
carried out.
The prohibition stated by article 9 of GDPR shall not apply if:
“The data subject has given explicit consent to the processing of those personal data for one or more
specified purposes, except where Union or Member State law provide that the prohibition referred to in
paragraph 1 may not be lifted by the data subject”
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Consent thus has a renewed role with respect to special categories of data. Consent, which is required
under Article 9 of the GDPR, to which the LIL also refers, must be explicit and given for one or more specific
purposes. The term explicit refers here to the way in which consent is expressed by the data subject: required
for the processing of sensitive data, it must be of a reinforced intensity, justified by the particular nature of
the data collected. Thus, the written request for explicit consent should include all the information necessary
for the data subject to understand the issues involved in processing his or her sensitive personal data.

2. The extensive conception of the notion of treatment
In order to survive the rapid pace of technological change, data protection regulations have had to adopt
a broad framework. This has resulted in the adoption of extensive and flexible definitions, such as the evolving
definition associated with the notion of personal data. This extensive approach of the regulation allows for
the consideration of a certain number of operations carried out within the framework of the datalake. The
regulations and case law have had the opportunity to clarify the notion of automated data processing and,
above all, to adopt a broad definition in order to facilitate the application of the regulations.

2.1 A broad legal definition
The legal definition retained by the Data Protection Act allows for a broad understanding of the notion of
data processing, the aim being to be able to include any operation carried out on personal data.
Article 4 of GDPR defines data processing as” any operation or set of operations which are performed on
personal data or sets of personal data, whether or not by automated means, such as collection, recording,
organization, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available, alignment or combination, restriction,
erasure or destruction”.
The definition given has thus integrated new processes linked to technological developments, allowing
the spectrum of the processing operation to be broadened. Thus, "communication by transmission",
"consultation" and "dissemination" of personal data have been taken into consideration 29. Moreover, the
reference to the automated nature of the processing has disappeared to include in the notion of processing
not only the automated processing of data but also the manual processing provided that these are integrated
into files.
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Article 4 of GDPR defines filing system as ”any structured set of personal data which are accessible
according to specific criteria, whether centralized, decentralized or dispersed on a functional or
geographical basis”
The adoption of a broad definition of this act allows the regulation to be applied regardless of the tool or
device used to manipulate personal data. The multiplication of objects equipped with sensors of different
nature indeed leads to an increase in the number of processing operations carried out. The broad terms of the
regulation, therefore, make it possible to take them into account, regardless of the object used to carry them
out.
Thus, the broad nature of the definitions proposed by the texts has allowed the integration of many
operations. However, their formulation has posed certain problems of interpretation to which case law has
had to provide answers.

2.2 Case law clarification
According to Article 2 of the 1978 Personal Data Protection Act30, as amended and still in force, the
provisions relating to non-automated processing apply only if the data to which the processing relates are
"contained in or intended to be contained in files". Consequently, it is only in the case of non-automated
processing that one must refer to the notion of file, an element on which the judge has had occasion to
exercise control.
However, the criteria for qualifying the notion of a file have changed as a result of the implementation of
the new European data protection framework. The GDPR has in fact abandoned the criterion relating to the
stability of the file by mentioning in Article 4, 6° that it is constituted by "any structured set of personal data
accessible according to specific criteria" and specifying that this set may be "centralized, decentralized or
distributed in a functional or geographical manner".
The file in which the data collected in a non-automated way will be transcribed will have to present this
criterion relating to the structure so that the protective rules of the GDPR and the Data Protection Act apply.
Thus, when a measurement is carried out manually, the file used to record the information collected must
have a certain structure. A certain organization will have to be put in place in the retranscription of the
collected information so that the qualification of file, at the origin of the triggering of the protection, can be
applied. Understood broadly, the notion of processing of personal data thus makes it possible to encompass
a large number of situations in which an operation is carried out on data. This broad definition therefore
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facilitates the application of the protective principles contained in the regulations, which help to take into
account the path taken by the data.
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Chapter 2
Legal regime and protection measures

32

D3.2

RESPONSE Data Governance and CIP Operational Framework

Chapter 2 – Legal regime and protection measures
First, regarding the personal data that would be collected, the question of ownership of such data must
be set aside; without rewriting the GDPR, the report will have to recommend a certain number of
recommendations regarding the processing of personal data and compliance.
The protective principles of the European legal framework will thus have to be adapted to the reality of
the processing carried out for the needs of the data reactor. The new compliance tools should be fully
mobilized, whether it be privacy by design, privacy by using, binding corporate rules, privacy impact
assessment, or minimization of collection.

1. Informational self-determination
All the rules relating to the protection of personal data are not intended to prohibit all possible processing
of data: a framework for such processing is provided to guarantee certain rights to individuals. The challenge
of the right to protection of personal data is to allow individuals to control the information they disclose,
according to the principle of informational self-determination. This principle, which first appeared in Germany
in a praetorian manner, reflects "the ability of the individual to decide on the communication and use of his
or her personal data"31. Informational self-determination, considered as the possibility for the individual to
control the extent of the data he or she discloses as well as the modalities according to which these data are
reused, is now implicitly included in Article 1, paragraph 2 of the French data protection law:
"The rights of individuals to decide and control the uses made of their personal data and the obligations
of those who process such data shall be exercised within the framework of Regulation (EU) 2016/679 of
the European Parliament and of the Council of 27 April 2016, Directive (EU) 2016/680 of the European
Parliament and of the Council of 27 April 2016 and this Act."
The right to informational self-determination is in principle opposed to the establishment of a property
right that would be recognized on the personal data of individuals. This patrimonialization, which would make
it possible to obtain remuneration in exchange for the provision of personal data, would thus aim to reduce
the structural imbalance between data controllers and data subjects. However, despite arguments that may
seem attractive in principle, several jurisdictions have recalled that there is no such thing as an individual's
property right over his or her personal data.
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Thus, the protection of personal data, as envisaged by the various national and European instruments, is
not based on a patrimonial logic but on a logic of rights attached to the person. The introduction of a property
right would therefore be able to call into question the established public regulation, since "the logic of
commodification is opposed to that of a right of the personality placed on the ground of human dignity"32.
Since the boundary between personal and non-personal data is very fine, particularly given the "real risks
of re-identification", the broad nature of the definition of personal data would make the establishment of a
property right complex to implement. Indeed, to do so would mean giving individuals a right of ownership
over personal data, but also over data that is theoretically non-identifying and therefore potentially over any
type of data.
The doctrine generally considers that the recognition of a property right on personal data is not likely to
give the individual control over his information. On the contrary, such recognition "would have the
consequence of moving from a regime of regulated freedom to process data to a regime of absolute
freedom"33. The exclusion of considerations relating to the establishment of a right of ownership of individuals
over their data must contribute to guaranteeing certain informational self-determination to users of digital
services.
The implementation of a data platform, as soon as it is intended to be supplied with personal data,
naturally adds to the legal arsenal relating to the protection of this information. Free in principle, the
collection, and processing of such data require the implementation of a set of rules to ensure the protection
of the individual. These rules, which preside over the implementation of a processing, are intended to govern
not only how these data are collected but also the rights that are conferred to the individual: a positive
obligation to organize control of the use of personal data is therefore implemented and protective principles,
supposed to confer to the individual rights allowing him to act on the processing of which he is the subject,
are set up by the regulation. Initially limited, these rights have been progressively reinforced, going hand in
hand with the establishment of a principle of a free circulation of personal data and with the development of
a logic of informational self-determination.
The latter, to be guaranteed, is based on the respect of certain obligations for data controllers.
Individuals, on the other hand, are endowed with a certain number of rights that they must be able to exercise
freely.
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1.1 The obligations of the data controller
The European General Regulation that came into force on May 25, 2018, makes several changes to the
previously applicable regulations. The new measures implemented thus aim to renew the role of data
controllers in terms of personal data protection. The numerous prior formalities with the CNIL were intended
to disappear and this change had as a counterpart necessary accountability of digital actors.
Several major protective principles can be drawn from the European text. These principles are innovative
and make the data controller a full-fledged player in the application of protective measures. Indeed, data
controllers are now obliged to comply with the regulations (accountability principle), and this is coupled with
a reinforced transparency obligation.
1.1.1.1 The implementation of accountability
Protective principles, which are supposed to give the individual rights enabling him to act on the
processing to which he is subjected, are set up by the regulations. Initially limited, these rights have been
progressively reinforced, going hand in hand with the establishment of a principle of a free circulation of
personal data.
The French Data Protection Act and the GDPR aim to give individuals a certain amount of control over the
use that can be made of their personal data. To achieve this, these texts require that the data processing
implemented respects certain principles aimed at limiting the scope of the collection and at controlling the
possible subsequent uses. These principles are mentioned in article 5 of the GDPR.
GDPR, Art. 5: Personal data shall be
1.

processed lawfully, fairly and transparently in relation to the data subject (‘lawfulness,
fairness and transparency’);

2.

collected for specified, explicit, and legitimate purposes and not further processed in a
manner that is incompatible with those purposes; further processing for archiving purposes
in the public interest, scientific or historical research purposes, or statistical purposes shall,
in accordance with Article 89 (1), not be considered to be incompatible with the initial
purposes (‘purpose limitation’);

3.

adequate, relevant, and limited to what is necessary for relation to the purposes for which
they are processed (‘data minimisation’);
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4.

accurate and, where necessary, kept up to date; every reasonable step must be taken to
ensure that personal data that are inaccurate, having regard to the purposes for which they
are processed, are erased, or rectified without delay (‘accuracy’);

5.

kept in a form which permits identification of data subjects for no longer than is necessary
for the purposes for which the personal data are processed; personal data may be stored for
longer periods insofar as the personal data will be processed solely for archiving purposes in
the public interest, scientific or historical research purposes or statistical purposes in
accordance with Article 89 (1) subject to implementation of the appropriate technical and
organisational measures required by this Regulation in order to safeguard the rights and
freedoms of the data subject (‘storage limitation’);

6.

processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorized or unlawful processing and against accidental loss,
destruction, or damage, using appropriate technical or organizational measures (‘integrity
and confidentiality’).

The legal regime implemented by the GDPR is based on the idea that data controllers must be able to
prove, at any time, that they are acting in compliance with the regulation. This obligation, which can be likened
to a delegation of control to the companies themselves, allows us to grasp the problems relating to the data
processing chains that could be implemented in the context of the datalake.
Several new procedures are implemented by the GDPR, which makes the data controller the main actor
of data protection. In order to respond to the increasing development of data collection and analysis
operations, the implementation of binding corporate rules is encouraged.
The case of binding corporate rules represents in this sense a significant contribution of the European
Regulation since it allows companies to adopt a set of mandatory rules, a code of conduct that defines the
terms and conditions of personal data transfers carried out by a company. The use of this mechanism seems
limited in the context of the datalake, in the absence of international data transfers.
But this mechanism is complemented by a principle of accountability, which aims to oblige companies to
establish internal procedures to demonstrate compliance with the rules on the protection of personal data.
According to the CNIL, accountability refers to "the obligation for companies to implement internal
mechanisms and procedures to demonstrate compliance with data protection rules"34. This principle requires
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the data controller to be able to prove, at any time, that it complies with all the protection rules. Article 24,
paragraph 2 of GDPR states that "where proportionate to the processing activities, the measures [...] shall
include the implementation of appropriate data protection policies by the controller". In addition to the
regulatory framework in place, data controllers are thus encouraged to directly implement measures that
protect the data for which they are responsible.
1.1.1.2 The designation of a data protection officer
The application of the accountability principle is accompanied by the publication of compliance packs by
national protection authorities for data controllers. an additional relay is provided within companies
themselves by the appointment of a personal data protection officer. Thus, GDPR requires data controllers,
both public and private operators, to appoint a personal data protection officer when "the core activities of
the controller or processor consist of processing operations which, by their nature, scope and/or purposes,
require regular and systematic large-scale monitoring of the data subjects"35.
Given the absence of a definition of "regular" processing, it is possible to consider that a connected object
or an application that carries out measurements at regular or even constant intervals undoubtedly
corresponds to regular processing of data justifying the appointment of a personal data protection officer.
1.1.1.3 Personal data impact analysis
Article 35 of GDPR introduces an impact assessment for the protection of personal data into the
regulation. This analysis, carried out by the data controller before the processing operation is implemented,
aims to measure the consequences of the processing operation when it is "likely to result in a high risk to the
rights and freedoms of natural persons, taking into account its nature, scope, context, and purposes". These
analyses are also an "important tool in relation to the principle of accountability, given their usefulness for
data controllers not only in meeting the requirements of the GDPR but also in demonstrating that appropriate
measures have been taken to ensure compliance with the Regulation36. The impact assessment is not required
to assess all types of risks to the rights and freedoms of natural persons, but only for processing operations
that are likely to result in a "high" risk. Three types of processing likely to present such a risk are thus presented
in Article 35 of the text, although this list cannot be considered exhaustive.
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Several application criteria are retained to consider that a data processing operation must be subject to
an impact assessment: this applies in particular to processing operations likely to involve "evaluation or rating"
of data subjects, those relating to "systematic surveillance" or those relating to "sensitive data or data of a
highly personal nature". These criteria apply to the data processed, whether they are "processed on a large
scale" or whether they are "cross-referenced or combined".
The implementation of an impact analysis, regarding the criteria mentioned above, aims to guarantee
individuals control over the risks likely to occur when a processing operation is carried out. This analysis is a
tool for making data controllers accountable and is part of a compliance approach, since it must contain,
according to Article 35 of the Regulation, "the measures envisaged addressing the risks, including safeguards,
measures, and security mechanisms to ensure the protection of personal data and to provide evidence of
compliance with this Regulation. More than simple identification of risks, this must lead to the implementation
of a concrete risk control system. The description of the processing carried out, particularly about the purpose,
necessity, and proportionality of the operations carried out, must make it possible to determine upstream the
responses to be provided by the data controller to act in compliance with the protective rules of the GDPR.
1.1.1.4 Data breach notification
The GDPR modifies the notification regime in place by generalizing the obligation to notify a personal
data breach to all data controllers. The notification deadline has been revised, as it must take place "as soon
as possible and, if possible, no later than 72 hours after becoming aware of it". An exception is introduced by
the text, which considers the fact that "the violation in question is not likely to result in a risk to the rights and
freedoms of natural persons". The controller must unless it has implemented appropriate technical and
organizational protection measures or the risk is no longer likely to materialize, notify the individual of the
personal data breach. Another exception is that the data controller is exempt from the obligation to notify if
notification would entail disproportionate efforts. Notification does not preclude possible sanctions against
the controller, especially when it appears that the measures necessary to ensure the security of the processing
have not been implemented.
The main innovation of the text, however, is to ensure that these breaches are monitored throughout the
entire processing chain. According to Article 35.2 of the Regulation, the "processor" shall notify the controller
of any personal data breach as soon as possible after becoming aware of it. This provision ensures greater
transparency, considering all the actors called upon to process personal data. Such a measure does not,
therefore, make it possible to work directly for the control of information risk, but it contributes, by
generalizing the notifications to be made, to limiting its effects in the event of a data breach.
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1.1.1.5 Integration of upstream protection standards
GDPR aims to promote upstream protection of personal data, even before the collection processes are
implemented. This upstream protection aims to limit the amount of information processed thanks to the
principle of minimization of collection. The issue of privacy is therefore directly integrated into the data
collection processes. Thus, the technologies used, according to the idea that the code is the law, make it
possible to technically guarantee the respect of the processed information.
1.1.1.5.1

Privacy by Design

Privacy by design implies the implementation of technical and organizational measures from the
development of personal data processing systems.
This principle, made to ensure compliance with the regulation, is explicitly established by GDPR, which
devotes article 25 to it. Supplemented by a principle of data protection by default, it must allow "to meet the
requirements of this Regulation and to protect the rights of the data subject". It thus requires "the designer
of the technology to take into account the risks of personal data infringement upstream of the project and to
provide for all necessary measures to protect them"37.
Privacy by Design, quickly identified by the European authorities as a solution to guarantee the protection
of data from the Internet of Things (IoT)38, "intends to overcome the limits encountered by regulations to
protect personal data in the context of these new uses”. As a technical relay of the regulatory framework, "this
methodology allows us to overcome the limits that regulatory authorities encounter in their power to
intervene"39.
More than a simple precautionary principle applied directly to the process of collecting and processing
personal data, protection by design implies that the technology is directly used to protect the data. Without
designating specific techniques, this protection is understood as a methodology to be deployed by the data
controller to achieve compliance with the processing carried out.
The incorporation of pseudonymization processes, already mentioned within the IoT, can therefore fall
within the framework of Privacy by design, although they are not exclusive of the implementation of other
technical or organizational protective mechanisms, showing the freedom of data controllers as to the solutions
to be provided.
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A principle of proportionality is also established by the GDPR, as the implementation of protection
mechanisms by design is subject to the assessment of the risk for the rights and freedoms of natural persons
generated by the processing, with regard to the cost of these different measures, the scope, the context, and
the purposes of the processing.
1.1.1.5.2

Privacy by default

The principle of protection by design is complemented by a principle of protection by default of the data
processed. Also based on the implementation of appropriate technical and organizational measures, this
principle refers to a minimal collection of processed data, since only those that are necessary "with regard to
each specific purpose of the processing" are processed40. This principle of protection by default implies that
the confidentiality of the information is ensured and that the data is not made available "to an indeterminate
number of natural persons without the intervention of the natural person concerned"41.
1.1.1.5.3

Ethics, security, interoperability by design

Privacy by design, under a general name, can include other principles aiming at the integration of
protection standards upstream. These elements of protection, relating to ethics, security, or interoperability,
can thus be considered from the design of the datalake. Some work on the ethical development of artificial
intelligence is along these lines: an opinion by the French Economic, Social and Environmental Council (CESE) 42
recommends, for example, that these issues be considered when developing services, particularly those based
on the Internet of Things.
The ANSSI, in its 2019 annual report, reminded us that security issues are still too often considered
downstream of design, implying "more than ever, to promote security by design"43. Thus, issues related to the
security of devices should be integrated from the implementation of services and applications. The adoption
of the Cybersecurity Act in 2019 should help reinforce the principles of security by design. Recital 13 of
Regulation (EU) 2019/881 further clarifies this requirement for security by default, stating that businesses,
organizations, and the public sector should configure their services to ensure a higher level of security, which
would allow the first user to receive a default configuration with the most secure settings possible.
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1.2 Rights of individuals
1.2.1.1.1

Information and consent

The public nature of the data controller allows for an easier way to collect and process personal data.
Indeed, the public interest mission is one of the six legal bases provided for by the GDPR, authorizing the
implementation of personal data processing. Article 6 of GDPR states that processing shall be lawful if it “is
necessary for the performance of a task carried out in the public interest or in the exercise of official authority
vested in the controller”44. The mission of public interest primarily concerns processing operations related to
the users or the public of the organizations. The processing must allow for the relevant and appropriate
exercise of the task entrusted to the public authority. It must not have any other purpose that is unrelated or
too far removed from the specificities of the public interest task in question. These considerations should not
obscure the issues relating to the consent of individuals, which are examined below.
The obligation to obtain the consent of the person is renewed by GDPR. For the first time, it gives a precise
definition of consent45, which is provided based on prior information of the data subject. As a condition for
the lawfulness of the implementation of a processing operation, this obligation to inform therefore plays a
double role:
1). According to article 13 of GDPR, the information provided at the time of collection of the data must
allow the individual to know the identity of the data controller, the purpose of such processing, or the
recipients or categories of recipients of the data collected. The information provided to the person concerned
by the processing must therefore enable him or her to give informed consent, within the meaning of Article
4, 11°, the procedures for obtaining which are specified in Article 7.
2). In addition to its function relating to informed consent, the right to information, which is included in
Chapter III on the rights of the data subject, also appears to be "the basis of the system put in place, since it
constitutes the necessary prerequisite for the exercise of other rights", given that it is "not possible to oppose
a processing operation or to have access to it if one does not know of its existence"46. The obligation to inform
the data subject, therefore, allows the individual to give informed consent to data processing, but it also
appears to be the cursor whose scope will allow him to exercise all the rights conferred by the regulation.
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Consent, according to GDPR, means a free expression of will that implies real choice and control for data
subjects and theoretically precludes consent from being presented as a non-negotiable part of the terms and
conditions. The GDPR specifies that where processing has multiple purposes, consent should be given for all
of them, with consent presumed not to have been freely given if separate consent cannot be given to different
data processing operations47.

GDPR, art. 7: « Conditions related to consent :
1. Where the processing is based on consent, the controller shall be able to demonstrate
that the data subject has consented to the processing of his or her data.
2. If the data subject’s consent is given in the context of a written declaration which also
concerns other matters, the request for consent shall be presented in a manner which
is clearly distinguishable from the other matters, in an intelligible and easily accessible
form, using clear and plain language. 2Any part of such a declaration that constitutes
an infringement of this Regulation shall not be binding.
3. The data subject shall have the right to withdraw his or her consent at any time. The
withdrawal of consent shall not affect the lawfulness of processing based on consent
before its withdrawal. Before giving consent, the data subject shall be informed
thereof. It shall be as easy to withdraw as to give consent.
4. When assessing whether consent is freely given, utmost account shall be taken of
whether, inter alia, the performance of a contract, including the provision of a service,
is conditional on consent to the processing of personal data that is not necessary for
the performance of that contract”.

1.2.1.1.2

Access right

The individual, when subject to processing of personal data, must be able to access the data collected
about him. Article 15 of GDPR states that "the data subject shall have the right to obtain from the controller
confirmation as to whether or not personal data relating to him or her are being processed and, where such
data are processed, access to such personal data".
This right of access thus appears to be a means of informing the individual a posteriori. The individual must
be able to obtain confirmation from the data controller that personal data concerning him or her have been
collected and thus have a certain number of details, in particular concerning the purposes of the processing,
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the categories of personal data concerned, and the recipients of such data. This right of access, as the CNIL
has already had to point out, has certain limits, particularly when the request is unfounded or excessive48.

1.2.1.1.3

Right to withdraw consent

The consent of the individual, which is a necessary prerequisite to the collection operation, must also be
maintained throughout the processing operation that is implemented. Consent, therefore, appears to be a
necessary element for the implementation of data processing, but also its continuation.
Article 7 of the GDPR, on the conditions applicable to consent, states that "the data subject shall have
the right to withdraw consent at any time".

According to CNIL, the right to withdraw consent must be made through a simple procedure equivalent
to that used to obtain consent. Therefore, a principle of equivalence of the modalities for formulating and
withdrawing consent should apply. However, as the GDPR indicates, "when the processing has several
purposes, consent should be given for all of them"49.
Thus, in the case of an application or a connected device intended to carry out the processing for different
purposes, the user must be able to consent to each of the purposes and must also be able to withdraw his or
her consent, independently, for each of the purposes expressed. Recital 42 of the GDPR further states that
"consent should not be considered to have been freely given if the data subject does not have a genuine choice
or is not able to refuse or withdraw consent without prejudice”. According to the parallelism of forms that
must be followed in withdrawing consent, consent would not be freely withdrawn if a total deprivation of the
application's services results.
Withdrawal of consent is not intended to undermine "the lawfulness of processing based on consent
carried out before such withdrawal"50. It only prevents the continuation of the processing for the future.
Consequently, this right to withdrawal does not imply the erasure of data already collected and processed by
the controller. As it only allows limited control over the operations carried out on the data after their
collection, the right to withdraw consent is supplemented by the introduction of a right to erasure, commonly
known as the right to be forgotten.
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1.2.1.1.4

Right to be forgotten

GDPR, article 17, establishes a right to erasure for the person concerned by data processing. Several
conditions are required by the text: the data collected must no longer be necessary to achieve the purpose of
the processing, the processing was unlawful, the person has withdrawn his or her consent, or has objected to
the processing. These relatively strict conditions considerably limit the scope of this provision.
1.2.1.1.5

Right to data portability

The right to portability is based on the transmission by the data controller of the individual's data in a
structured, commonly used, machine-readable and interoperable format, so that it can ultimately be
transmitted to another data controller. In addition to data access and retrieval, the right to portability also
implies the right of the individual to transfer personal data from one controller to another. This is supported
by Recital 68 of the GDPR, which states that the right to data portability is intended to strengthen the control
that individuals have over their data.
The restrictions placed on this right, however, limit its scope: the G29, through its interpretation of the
notion of data "provided by the data subject" intends to exclude from the right to portability inferred data and
derived data that are created by the data controller based on data "provided by the data subject"51. The
investments made by device developers to configure their products justify that service personalization
processes be excluded from the right to portability. The application of portability to self-measurement, limited
in fine to the retrieval of a limited amount of information, would also lead to a reduction in the portability of
services and the number of direct transfers between data controllers.

1.3 Successive data transfers and outsourcing
The datalake, by its modalities of operation, is intended to implement situations in which an entity will
have to process (personal) data on behalf of a third party. Two situations must be distinguished here whether
it is first of all the processing for compatible further use or the case of subcontracting.
1.3.1.1.1

Processing for compatible future use

Determining the purpose of processing is one of the obligations of the person responsible for processing
personal data. The purpose, which makes it possible to foresee in advance the use that will be made of the
personal data collected, is intended in particular to ensure certain legal security for individuals: the person
concerned by a processing operation must be able to know what use will be made of his or her data. In some
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cases, however, to give data controllers some flexibility, the law provides for the possibility of a future and
controlled use of the data.

Article 5 of GDPR provides that personal data must be "collected for specified, explicit and legitimate
purposes and not further processed in a way incompatible with those purposes prohibits any further
processing that would be incompatible with the purposes of the original collection”. The objective here is to
ensure a certain balance: further processing that is incompatible with the purposes of the initial collection
must be prohibited; however, it must be possible to use personal data for purposes related to the initial
purpose.
The European Data Protection Committee (EDPS, formerly the Article 29 Working Party) proposed criteria
for the compatibility of possible further processing back in 2013. This compatibility test, which is now included
in Article 6, 4° of the GDPR, aims to ensure that data is not processed for reasons that are fundamentally
different from the stated purpose. The criteria used must make it possible to determine whether the
secondary use envisaged is compatible, "through a formal preliminary analysis that may suffice and dispense
with the substantial analysis"52. If the initial purpose mentions, even implicitly, the subsequent purpose, the
compatibility requirement will be met. Otherwise, the five criteria identified by the GDPR will have to be
mobilized and applied. The implementation of incompatible further processing is punishable under the misuse
of purpose, as incriminated by Article 226-21 of the Penal Code. This is aimed not only at the person
responsible for the processing but above all at "any person holding personal data when it is recorded,
classified, transmitted or processed in any other way".
1.3.1.1.2

Qualification of data processor

The application of the regulation protecting personal data requires the prior identification of the data
controller. Article 4, 7° of the GDPR specifies that the data controller is "the natural or legal person, public
authority, agency or other body which, alone or jointly with others, determines the purposes and means of
the processing".
The determination of the purposes and means is here the central criterion allowing the precise
identification of the data controller and therefore of the person in charge of enforcing the data protection
rules. However, the implementation of the datalake is fraught with uncertainties: the presence of different
parties is likely to make it difficult to identify the controller.
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The G29, in an opinion issued in 2010, specified the methodology for determining with certainty the
identity of the controller, thus enabling the allocation of responsibilities for such processing53.
- Criteria relating to identity: the personal aspect requires that priority be given to the legal person for
whom the processing is carried out. The individual, a natural person, will only be considered responsible if he
or she has acted outside the framework and possible control of the activities of the legal person.
- Criteria relating to the functional aspect of the definition, understood as that which makes it possible
to know who determines the purpose and the means of the processing: three cases must be distinguished.
The designation of the controller may result from a competence expressly provided for in a text; it may take
place by virtue of an implicit designation; it may be carried out according to an analysis of the factual elements
or circumstances of the case. In this case, the assessment in concreto of the proposed elements is used to
determine in fine who has a de facto influence on the determination of the means and the purpose of the
processing. The Conseil d'Etat has had to rule on this particular point, considering that the qualification of the
data controller, assessed in concreto, must make it possible to assess which structure has decided on the main
elements of the process54. The notion of "means" is intended to be broad and concerns not only technical
means but also broader questions such as those relating to the nature of the data processed at the time of
collection. With regard to the determination of the purpose, the data controller is the one who normally
decides on the scope of the processing.
1.3.1.1.3

A non-exclusive qualification

The adoption of GDPR has standardized the solution for joint responsibility for personal data processing.
The notion of joint responsibility, according to Article 26, corresponds to the situation in which "two or more
controllers jointly determine the purposes and means of the processing". Depending on the role entrusted to
each of the actors involved in this ecosystem, a different legal qualification may be applied.
Thus, "individual, manufacturer, account manager, service publisher, host, social network publisher,
developer" are all likely to be qualified as data controllers, as long as they each determine the means and
purposes of the processing in accordance with the criteria mentioned above. A manufacturer of connected
objects that collect data will be a data controller, as will a service provider who, based on the same data, will
offer additional analyses.
Joint liability may be retained in certain cases, provided that the purposes of the processing are decided
jointly by the two entities.
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1.3.1.1.4

The specific case of outsourcing

In addition to the case of joint responsibility, the implementation of the datalake is, due to the numerous
exchanges of data between different actors, likely to raise the question of the subcontracting of operations
performed on data. Article 9 of the GDPR defines a processor as "the natural or legal person, public authority,
agency or other body which processes personal data on behalf of the controller".
The processor is subject to a specific legal regime, contained in Article 28 of the GDPR. The most important
novelty introduced by the text is the alignment of the liability regime of the processor with that of the
controller: the processor is now listed alongside the controller as an individual who may be held liable for a
breach of the regulations on the protection of personal data.
In addition to the traditional obligations associated with the status of the processor and contained in
Article 32 of the Regulation, the processor now has new obligations, modeled on those of the controller. For
example, the processor must "keep a register of all categories of processing activities carried out on behalf of
the controller"; he may be required to "cooperate with the supervisory authority in the performance of its
tasks"; or he may be required to "notify the controller of any personal data breach”55.

2. The risk assessment
The protection system implemented by the GDPR is based on an assessment of the risks that the
processing of personal data carried out is likely to present for individuals. This element is explicitly included in
the new European text: the flexible law measures contributing to the compliance of the processing carried out
must consider the risk that they present for the rights and freedoms of individuals56. The GDPR thus makes
the notion of risk and its intensity the cursor of the amplitude of the protective measures to be deployed. Risk
is understood as a combination of the probability of an event occurring and its consequences. It can also result
from the difference between the expected result and the expected one, in some cases with positive
consequences57.
Risk is now assessed by data controllers, who may also use certification tools to temper the scope of the
risk.
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2.1 Certification process
Risk is presented as "a situation, a set of events whose occurrence is uncertain [...] and results from the
conjunction of a hazard and the vulnerability of human, environmental or economic issues" 58. The changes in
the legal framework are particularly revealing of the growing place of risk in legislation: This relatively new
legal recognition allows "public authorities, guarantors of public order, to be forced to implement preventive
actions"59.
GDPR implements compliance measures under soft law dependent on the risk that the processing
operations may pose to individuals. An important list of possible consequences of this risk is developed by the
text. These may result in "physical, material or moral harm"60 to individuals, as well as "loss of control over
their personal data or limitation of their rights, discrimination, identity theft or impersonation, financial loss,
unauthorized reversal of pseudonymization, reputational harm, loss of confidentiality of personal data
protected by professional secrecy or any other significant economic or social harm"61.
In general, the text specifies that this risk concerns the rights and freedoms of the persons concerned by
data processing. The intensity of the risk is also specified, with the case of a "high risk" likely to occur requiring
the implementation of a data protection impact assessment or the notification of a security breach. Recital 76
of the text also specifies the methodology to be adopted, indicating that the likelihood and seriousness of the
risk to the rights and freedoms of the data subject must be determined "having regard to the nature, scope,
context, and purposes of the processing". This risk prevention justifies in a more general way the
implementation of technical and organizational measures: it is also integrated into the reinforced information
that must be given to the individual and is a component of the accountability process, particularly supported
at the national level.
Supporting innovation implies "moving from a logic of regulation to a logic of regulation, that is to say, to
a type of supervision and support that combines fidelity to fundamental principles and to a clear rule of law
and new modes of intervention by the regulator, based on soft law"62. To ensure compliance with the
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established rules, the GDPR proposes a wide range of tools such as certification, labels, or brands63. Article 24
of the Regulation provides that the application of approved certification mechanisms may serve as a means of
demonstrating compliance with the obligations incumbent on the controller.
Certification is a mechanism that allows, in a general way, to demonstrate compliance with the Regulation
of the operations performed. It is identified by the text as having several specific uses: identification of the
possible risk and its scope64, proof of protection by design and by default65, proof of sufficient guarantees
provided by a processor66, or proof of the security of the processing67. The establishment of certification
mechanisms should "promote transparency and compliance with this Regulation" and allow individuals
affected by personal data processing "to quickly assess the level of data protection offered by the products
and services in question"68.
The scope of this certification process is now generalized: not only does it allow for the strengthening of
the information provided to individuals, but this generalized use of certification should make it possible to add
to prescriptive regulation a "more partnership-based regulation, based on personalized legal instruments"69
and is the subject of a specific framework by the Regulation.
According to Article 42, 3° of the GDPR, certification is "voluntary and accessible through a transparent
process" and must be approved by certification bodies, the competent supervisory authority, or the European
Committee.
GDPR also allows for the implementation of labels, based on criteria approved and published by the
competent supervisory authority and by the European Committee. The text does not specify exactly what
these criteria are, and a controller or processor can also turn to a private entity for the issuance of a label. The
European Parliament wanted this role to be given only to national data protection supervisory authorities, but
the European Commission and the Council also wanted to accredit private auditors.
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2.2 The specific case of cybersecurity certification
The notion of cybersecurity has a broad definition, which can be based on the means used to achieve it
or on the intended purpose70. According to the French Ministry of Foreign Affairs, cybersecurity can be
understood as "all the security measures that can be taken to defend against the new destructive practices
that are developing in cyberspace: criminal uses of the Internet (cybercrime), espionage with political or
economic objectives, attacks against critical infrastructures (transport, energy, communication...) for sabotage
purposes"71.
The European Union, in a common perspective of strengthening cybersecurity, has undertaken work in
this direction. As early as 2013, a cybersecurity strategy was defined and this led to the adoption, in 2016, of
a directive72. The latter provides, for example, for the strengthening of national cybersecurity capabilities as
well as the establishment of a framework for voluntary cooperation between Member States. Various
requirements are also specified in the directive: relating to security, they are designed to encourage digital
service providers to consider the "necessary and proportionate technical and organizational measures" to
manage the security of networks and information systems73.
The European Union's work in this area, which continues today, has also taken shape with the adoption
of the European cybersecurity legislative act. Announced in 2017, its final adoption on April 17, 2019, was
justified in particular by the advent of the Internet of Things, the connection of an increasing number of devices
to the Internet, and increased digitization and connectivity74.
Regulation 2009/881 provides for various measures to strengthen the coherence of the responses to
cybersecurity issues by European states. Among these, two main lines of action have been identified: on the
one hand, strengthening the powers and missions of ENISA, the European Union's cybersecurity agency
established in 2004, and on the other hand, a new framework of European cybersecurity certificates for
products, processes or services benefiting from mutual recognition within the Union.
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The European legislative act on cybersecurity is fully in line with this desire to strengthen the digital single
market. It allows "streamlining cybersecurity certification schemes on a European scale"75 and therefore, to
establish a common European cybersecurity policy. As a document issued by a competent body, "attesting
that a given ICT product, ICT service or ICT process has been assessed for its compliance with security
requirements"76, certification is a useful addition to the protection system provided by the GDPR. Indeed, if
the latter focuses essentially on the rules relating to data protection, the Cybersecurity Act favors the
implementation of technical protection measures to have a harmonized approach at the level of the Union,
which also requires the use of a specialized agency.
The planned certification process differs according to the level of assurance targeted, which can be basic,
substantial, or high77. The elementary level, which applies to consumer products, allows ANSSI to target
consumer objects such as those embedded in the Internet of Things category, according to ANSSI. The
substantial level, which targets the median risk, can for example be applied to cloud devices. Finally, the high
level is intended to apply to medical devices, due to the significant risks that a security failure could present.
This typology of certification schemes, based on the analysis of possible risks, can be completed by a selfassessment mechanism of conformity. This is limited to low-risk products, services, and processes, and is
based directly on the manufacturer or supplier of products, services, or processes, thus contributing, like
certain provisions of the GDPR, to their accountability.
The European certification framework is thus based on the adoption of certification schemes, after the
implementation of a detailed work program involving recourse to national authorities for technical opinions.
Following this procedure, the scheme is transmitted to the Commission for final adoption in the form of an
implementing act.
At the national level, the ANSSI has also set up certifications, in particular, one called "Common Criteria
Certification" or third-party certification, which "provides the customer with independent and impartial
confirmation that a product meets published specifications or technical specifications" 78. In France, this
certification procedure is established based on Decree 2002-535 of April 18, 2002, on the evaluation and
certification of the security offered by information technology products79.
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3. Ethics
3.1 Notion
In its classic form, ethics is assimilated to morality: it concerns the conduct of individuals and is not
intended to be part of the law. According to a second conception, ethics is a set of norms - sometimes going
further than the law - enacted by companies and which the latter impose on themselves. Finally, ethics would
be, notably since the creation in 1983 of the National Consultative Ethics Committee for the Life Sciences and
Health (CCNE), a scout for the law.
The report submitted by Cédric Villani on March 28, 2018, about artificial intelligence, makes many points
about ethics explicit80. For example, he recommends, like privacy by design, to think about ethics from the
design of services. It also recommends, in the face of the opacity of certain services, to reinforce actions in
favor of transparency, an issue that can also be found within the GDPR concerning personal data.
The CNIL, in a report on the ethical challenges of algorithms and artificial intelligence81, distinguishes
three meanings of ethics. In its classical form, ethics is assimilated to morality: it concerns the conduct of
individuals and is not intended to be part of the law. According to a second conception, ethics is a set of norms
- sometimes going further than the law - enacted by companies and which they impose on themselves. Finally,
ethics would be, notably since the creation in 1983 of the National Consultative Ethics Committee for the Life
Sciences and Health (CCNE), a "prefiguration of the legal norm"82.
These last two concepts feed the debate on the regulation of technological innovations and the
protection to be provided to individuals' data. In various respects, they feed into the law on the protection of
personal data and can be applied to the implementation of a data platform.
In the case of the ethical rules that companies can adopt, we note the emergence, among the
manufacturers of connected objects and the developers of applications allowing data collection, of a certain
number of "good practices" aimed at guaranteeing a respectful use of personal data. These good practices,
encouraged by the GDPR, can in some cases go beyond the simple framework of ethics, in particular when
binding corporate rules are adopted, approved by protection authorities. More generally, these good
practices, which aim to establish a relationship of trust with users of self-measurement devices, are part of a
competitive approach for data controllers.
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In the case of ethics, as a prefiguration of the legal norm, it serves a reflection on the regulation of new
technologies. It allows, by confronting the various interests in presence, to determine the nature of the rules
as well as the intensity of the protection measures to be established.
For example, the 2016 Digital Republic Act entrusted the CNIL with the mission of conducting a reflection
on the ethical issues and social questions raised by the evolution of digital technologies. This approach
"reflects [...] a concern for reflection on the limits and standards - whatever their nature - that should be
imposed on technical innovations”83. It is thus a question of not "giving in to the temptation to regulate too
quickly and in an inappropriate manner"84. Ethics would make it possible here to set aside maximalist and
minimalist applications of the precautionary principle to establish reasoned regulation. This regulation, which
should aim to protect individuals from the risks induced by new technologies, should not hinder innovation. It
would thus allow, by the median conception of the precautionary principle, the implementation of appropriate
protection measures, depending on the risks that data processing may pose to individuals.
This reflection by public authorities on the issue of ethics is coupled with initiatives from private actors.
Cigref (originally called the IT Club of Large French Companies), by bringing together several large companies,
is also contributing to the reflection on the ethical issues of the digital world, as evidenced by the reference
framework published in October 2018 in collaboration with Syntec numérique 85. While taking care to
distinguish ethics from compliance, which finds its basis in the legal standard, this reference framework - by
recalling the need to appeal to the notions of values, reflection, recommendations - proposes certain avenues
of reflection for companies. Ethics, therefore, appear to be a complement to the law, allowing in certain cases
to go further than the norm and to adopt certain practices according to the specificities of the different data
controllers. Indeed, if "many other norms than the law is called upon to regulate and govern life in society",
ethics, applied to the digital domain and personal data, corresponds to a set of values that can guide data
controllers.
The European Union, aware of the challenges related to ethics in the digital domain, has undertaken a
certain amount of work in this area. In 1997, a European Group on Ethics in Science and New Technologies
(EGE) was created to advise the Commission and to consider ethical issues in the development of EU policies.
As an advisory body, the EGE issues opinions at the request of the President of the Commission or may decide
to submit opinions on its initiative. In addition to this specialized advisory body, the Commission, through its
work, also contributes to the reflection on the consideration of ethics in the development of new technologies.
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In a 2018 communication on artificial intelligence, the latter recalls the need to ensure the existence of
an appropriate ethical and legal framework, based in particular on the values of the Union and in line with the
EU Charter of Fundamental Rights86. The Economic and Social Committee, for its part, has presented the
drafting of a Charter as the preferred instrument for integrating ethical values upstream. This sort of ethics by
design would be made possible by the development of a "uniform ethical code", applicable on a global scale.
Ethics, compared to standards, has a definite advantage in terms of foresight, by avoiding the introduction
of overly restrictive ex-ante regulations; ethics makes it possible to avoid an evaluation of systems and
solutions a posteriori and instead to position oneself prospectively, by producing value references as soon as
the new technologies emerge. In concrete terms, this recourse to ethics makes it possible to compensate for
the rapid evolution of technologies by proposing codes of conduct before the legal norm. The prospective
function conferred on ethics would thus make it possible to temper the opposition between the precautionary
principle and free innovation, by proposing a more flexible and adaptable monitoring system.

3.2 Limits
However, certain limits relating to ethics must be raised: to understand these limits, it is necessary to
mention certain examples of what ethics represents in practice as an instrument of regulation. The doctrine
generally agrees on five major ethical principles that must guide the development and implementation of
certain services, whether they are based on the use of personal data or aim to develop new uses applied to
artificial intelligence:
➢ non-discrimination;
➢ non-maleficence;
➢ transparency;
➢ privacy;
➢ individual responsibility.
Last year, the National Pilot Committee on Digital Ethics proposed certain avenues of reflection on the
ethical issues relating to the monitoring of individuals in times of health crisis. A certain number of
recommendations were formulated; for example, "for any monitoring measure, define and announce a strictly
limited legal duration and guarantee the conditions of its reversibility"; "evaluate the necessity and
proportionality of the measures at regular intervals"; "implement specific and adapted means to guarantee
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security and prevent any misuse" or "allow people to report an error, to receive a response to their request
or to initiate an appeal in case of prejudice suffered".
Ethics and law are intimately linked and the idea of a "regulatory synergy" between ethics and law has
been evoked, a synergy that would be due to the vagueness that still surrounds, at present, the impacts of
artificial intelligence. The real difference lies in the fact that ethics invests a wider field of action than law.
Ethics, in addition to influencing the implementation of binding rules, would also be a means of
reinforcing the trust of individuals in artificial intelligence devices. As it has already been pointed out, the trust
granted by civil society to artificial intelligence will also depend on the knowledge of its mechanisms and its
stakes. The implementation of ethical rules should, therefore, according to this scheme, allow its acceptance
and especially its appropriation.
Given the complex chains of operations involved, ethical rules should also facilitate accountabilities for
all the components of an artificial intelligence system: training data, test data, models, interfaces, and APIs.
Similar to the legal regime established by the GDPR regarding joint responsibility for processing or
subcontracting, ethics would ensure compliance across the entire chain of operations leading to automated
decision making.
If ethics thus seems, in certain cases, to take over from the law, certain limits must necessarily be raised.
The ethical approach refers to values, and not to legal rules. Some authors, including Professor Arnaud Sée,
have had to point this out: ethics marks the desire to take the norm out of a legal system to arrive at common
values at the international level, where the rule of law is necessarily attached to a legal system. These common
values have some clear advantages: they lead, in fact, to necessary globalization in the regulation of artificial
intelligence systems, where the GDPR, for example, is marked by certain territoriality. But we can see here, in
fact, how this privatization of the norm poses legal difficulties: the development of these rules leads in practice
to the norm leaving a given legal system. Expressed by companies, ethical values are also likely to undermine
the principle of separation of the functions of operator and regulator.
The increasing use of soft law has become an integral part of a renewed data protection framework based
on a logic of accountability. However, a limit must be noted when regulation is exercised through ethical
standards. The latter can also be considered as self-regulatory norms: they take the form of a "side" to the law
that companies can enact and impose on themselves. However, the question of the legitimacy of this private
standard must be raised. Indeed, some authors have noted, about ethics and artificial intelligence, that "the
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standard adopted does not necessarily go in the direction of the general interest or even only of the humanist
values that it is presumed to carry"87.
While taking ethics into account may have certain advantages because of its flexibility, it leaves it up to
the operators to determine the values that they intend to defend and integrate into their services. Ethics
should therefore only be considered as a complementary approach to legislation, particularly because of the
risk of "privatizing the design of the norm"88.
This risk, which is particularly acute in the field of artificial intelligence, must, however, be tempered
about the processing of personal data: the important role conferred on protection authorities as well as the
mechanisms for approving binding company rules or codes of conduct prevent possible abuses relating to the
privatization of the design of the norm.

4. Differential Privacy
4.1 Issue
When statistics are made from a large population, for instance, the average age of one country’s
population, the result is the average of a lot of personal data. Thus, it is not possible to recover any personal
data from this average and therefore the statistical value should be considered anonymous.
This assumption is mostly true in the case of a single value and millions of individuals but what happens
if there are fewer participants, and the statistics include many values instead of one? At some point, the
statistical values could be used to find personal information. This is especially the case for data lake where
statistics can be made continuously: if a statistical value is disclosed before and after that one individual has
been added to a dataset, a database, or a datalake, there is a simple way to recover the individual data of this
individual. For these reasons, technics have been investigated to provide safeguards against privacy-weak
statistics.

4.2 Definitions
Differential privacy (DP) (Dwork, 2006) is a framework that tries to address the question of individual
data protection. It is a mathematical definition for the privacy loss that results to individuals when their private
information is used through a query of a database (query mean for example) or a model (forecasting, machine
learning, …). The idea behind differential privacy is that the query function (or the model) should be changed
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in such a way that by examining the results one cannot distinguish if a single person’s entry is contained or
not.
In order to be differentially private, the change applied to the query function, or the model is in general
an addition of random noise. There are three types of noise that can be used: Laplacian, Gaussian, or
Exponential. The amount of noise is controlled by the parameters of those three distributions. This amount of
noise is calibrated to optimize the trade-off between privacy and utility of the protected value or model. Too
much noise will make the protected result useless and too little noise is not enough for providing privacy
guarantees. DP measures how effective inserting random noise into a dataset is at protecting the privacy of
individuals within that dataset.
The privacy level achieved by this addition of noise is called the privacy budget, ε. The smaller the
budget, the higher the privacy level. That also means, for a smaller value of budget the data can be accessed
only a few times because otherwise, it would be possible to reconstruct the noise and de-anonymize the data.
Inserting randomized noise into data makes it virtually impossible to identify specific individuals with full
certainty.

4.3 Differential privacy and GDPR
As stated in the previous chapter, anonymization is characterized by three elements: individualization (is
it always possible to isolate an individual?), correlation (is it possible to link together distinct sets of data
concerning the same individual?), and inference (can we deduce information about an individual?).
Differential Privacy aims at providing these three properties. Indeed, an observer that already knows all the
data about a sample and the data of one participant should not be able to determine with high certainty
whether this additional individual is part of the data or not. However, if someone is individualized this implies
that we know that it is part of the database therefore individualization is protected. Secondly, the most
correlated values with individual data are these data themselves but Differential Privacy considers that the
observer already has these data and is not able to know if there are present. Finally, the inference is not
possible either: since the observer (or the attacker!) cannot determine whether a participant is present or not,
it cannot either determine if a participant with some attribute is present or another one which is identical
except that attribute. For these reasons, Differential Privacy is particularly suitable for anonymization of
aggregated data (and was designed for). However, these properties hold in a probabilistic way as long as ε is
small enough which is not easy to achieve in practice.

To summarize, Differential Privacy provides the following advantages for compliance to the GDPR:
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➢ DP provide companies (data curators) with a mathematical measure of the privacy level protection of
the data, increasing their ability to prove that they are complying with GDPR and build trust with
customers and authorities
➢ DP is a direct answer to the problem of de-anonymization, which is what happens when attackers
attempt to find out individual data by matching up disparate datasets
➢ DP provides mathematically provable guarantees of protection against privacy attacks. Companies
that implement differentially private data-driven solutions can mathematically enforce and
demonstrate privacy guarantees
➢ DP ensures that it is very difficult to retrieve information about a subject personal data given sufficient
noise and a few number of queries. The data curator could even increase the privacy level by setting
a maximum number of queries
➢ DP could help access more sensitive data for research purposes in compliance with GDPR

4.4 Limitations
The strength of Differential Privacy to provide a good anonymization mechanism depends on the value
of the parameter ε that has been used. In the literature, it is assumed that a value below 1 provides a very
good protection while a value greater than 10 is not protecting enough.
This ε value is global for the whole set of information extracted from the data which means that
whenever another query is made on these data the ε parameter increase (and become the new parameter for
the older queries too). For instance, in case of time series or stream data of a set of individuals, if queries are
done every day and are protected with some parameter ε, after one year the protection parameter of these
queries is 365 ε. This is because a given individual may produce identical data every day (his data are not
independent from one day to another). Another issue arises when data are provided to several analysts which
published aggregated values independently. In that case, the ε parameter should sum all the ε which have
been provided to each analyst. Another issue with DP is that the best mechanisms required that there is one
centralized curator that collect all the private data and protect them and therefore has access to all the
unprotected data. However, this setting is not suitable for all context especially when no principal can be
trusted by all participants. In this context, DP is not sufficient. The federated learning topic aims at solving this
issue.
To conclude, the limitations of DP are not prohibitive but limit the quantity of information that can be
inferred from a database compared to what can be extracted with the only constraint to be statically
significant.
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Chapter 3
Open Data and data use
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Chapter 3 – Open Data and data use
1. The general framework related to open data
The legal framework for the opening of public data was first developed around the notion of access to
administrative documents enshrined in the law known as the "CADA law" of 197889. All of the French legislative
and regulatory texts governing the opening of data and source codes are codified in the code of relations
between the public and the administration90. The Valter Act of 201591 and the Digital Republic Act92 ("Lemaire"
Act) of 2016 strengthened the scope and effectiveness of this right of access by establishing a principle of open
data by default. This legal framework is still evolving, particularly at the European level: the directive of June
20, 2019 (created in 2003 and entitled the "PSI Directive" for Public Sector Information 93) concerning "open
data and the re-use of public sector information" must be transposed into domestic law.

1.1 The concept of administrative document
Under the terms of article L. 300-2 of the Code of relations between the public and the administration 94,
"administrative documents are considered [...] whatever their date, place of storage, form and medium, the
documents produced or received, within the framework of their public service mission, by the State, the local
authorities as well as by the other persons under public law or the persons under private law entrusted with
such a mission. Such documents include, in particular, files, reports, studies, minutes, statistics, instructions,
circulars, ministerial notes and replies, correspondence, opinions, clarifications, source codes and decisions”.
Thus, under the terms of this text, constitute administrative documents, public information, or public data
the data of all the public services of the administrations, "including those which would be exploited by private
operators"95.
To determine whether a private person is entrusted with a public service mission, in the silence of the
texts, it is necessary to control96:
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➢ if the private person ensures a mission of general interest under the control of the administration and
if it is endowed for this purpose with prerogatives of public power;
➢ or, in the absence of such prerogatives, if, in view of the general interest of its activity, the conditions
of its creation, organization or operation, the obligations imposed on it and the measures taken to
verify that the objectives assigned to it are achieved, it appears that the administration intended to
entrust it with such a mission.

1.2 Right to communication and publication
The right to communication and publication of administrative documents distinguishes three cases in
which the obligation to open data applies:
▪

Sharing administrative documents within the administration:

Administrations, according to article L.300-2 of the Code of relations between the public and the
administration are the State, the local authorities as well as [...] the other persons of public right or the persons
of private right charged with a [...] mission of public service. The principle is that the administrations
communicate between them the data and the source codes which have an interest for other administrations,
in the respect of the legal secrecies. Thus, the circulation of administrative documents, within the
administration, is defined by article 1 of the Digital Republic Act:
Administrations are obliged to communicate to other administrations, upon request, the relevant
administrative documents they hold; the information contained in these administrative documents
may be freely used by the administration and may not be subject to a fee; public documents shared
between administrations are subject to the general regime for administrative documents, except in
the case of a document transferred to an institution or body of the European Union (Regulation
1049/2001).
▪

The right to communication of administrative documents of private persons:

The documents can be put online at the request of a private person and article L. 311-9 of the Code of
relations between the public and the administration (CRPA) states that the applicant can access the documents
by publishing the information online, unless the documents can only be communicated to the interested party
and if the technical means of the administration allow it.
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▪

The obligation to publish public data and source code by default:

This obligation applies to certain categories of administrative documents; it is defined in article L. 312-1-1
of the CRPA and concerns administrations employing more than 50 people and local authorities with more
than 3,500 inhabitants.
Several categories of documents are likely to be concerned: documents that administrations communicate
and their updates; documents that appear in the directory of public information mentioned in article L. 3226; regularly updated databases that administrations receive and that are not otherwise publicly disseminated;
regularly updated data whose publication is of economic, social, health or environmental interest.
This last category is likely to be of particular interest to data intended to feed the datalake, as it may
include "air quality data, geographical data, financial data (budgets, public orders, subsidies, etc.)".

1.3 The free use principle related to open data
The right of access to documents is supplemented by a right to re-use the information contained in the
document and the re-use of public information is in principle free of charge. The freedom to re-use public
information [and not the administrative document] is specified in article L. 321-1 of the CRPA: "Public
information contained in documents communicated or published by the administrations mentioned in the
first paragraph of article L. 300-2 may be used by any person who wishes to do so for purposes other than
those of the public service mission for which the documents were produced or received”.
To be made public by the administration (whether or not it is mandatory), an administrative document
must respect two rules regarding its content:
➢ the document must be made available to everybody:
The document, which must be completed and not be preparatory to an administrative decision, must not
contain data covered by a secret protected by the CRPA. Certain information must therefore be blacked out
before publication, unless otherwise provided for by law or regulation, such as, in particular, information on
documents whose disclosure would infringe on the protection of privacy, medical secrecy and business
secrecy, which includes the secrecy of processes, economic and financial information and commercial or
industrial strategies. Business secrecy shall be assessed considering, where appropriate, the fact that the
public service mission of the administration is subject to competition.
For a given document, concealment corresponds to the masking or removal of data identified as
confidential and non-disclosable.
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Article L. 312-1-2 of the CRPA provides that when documents and data fall within the scope of articles L.
311-5 or L. 311-6 of the same code, they may only be made public after having been processed in such a way
as to conceal these mentions, unless otherwise provided by law or regulation.
For example, provisions relating to environmental information constitute "contrary legislation" within the
meaning of the first paragraph of Article L. 312-1-2 of the CRPA. Under article L. 124-1 of the Environmental
Code, access to such information held by public authorities is exercised under the conditions provided for by
the CRPA "subject to the provisions of Chapter IV of Title II of Book I of the Environmental Code".
The information relating to the environment is defined in a very broad way and includes all the information
relating to:
• the state of the elements of the environment, including air, atmosphere, water, soil, land, landscapes,
natural sites, coastal or marine areas, and biological diversity, and the interactions among these elements;
• decisions, activities, and factors, including substances, energy, noise, radiation, waste, emissions,
discharges, and other releases that may affect the status of the above. The amount of the fees whose base is
made up of information relating to the environment is related to this;
• the state of human health, safety and living conditions, structures, and cultural heritage, to the extent
that they are or may be adversely affected by elements of the environment, decisions, activities, or factors
mentioned above;
• the cost-benefit analyses and economic assumptions used in the above decisions and activities;
The CADA also considers that environmental information, when it relates to a legal entity, may be
communicated not only to the interested party but also to any other person who requests it, on the basis of
articles L. 124-1 et seq. As soon as this information is held, received, or established by the public authorities
mentioned in article L. 124-3 of the environmental code or on their behalf, the latter may not oppose its
communication on the grounds that the disclosure of a behavior could be prejudicial to them 97.
➢ when the document contains personal data, the administration must question the possibility or the
obligation to proceed to their diffusion;
The expressed purpose of Open Data is to make public (or in some cases private) information accessible
by default in order to facilitate its re-use. Public information, understood as "all public sector information
accessible to the public under national law"98, made available by the administration in the form of digital data,
may in some cases contain personal data. As the boundary between the different categories of data, public or
97
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personal, anonymous, or identifying, is not always clearly established, the movement relating to
administrative transparency that began with the law of July 17, 1978, has had to be adjusted in order to protect
individuals against the risks of disclosure of personal information.
The regulatory framework established in 1978 by the "CADA" law on access to administrative documents
did not initially make any reference to the notion of personal data. Indeed, it was not until the transposition
of Directive 2003/98/EC by an ordinance of June 6, 2005, that this notion appeared in the text. Moreover, the
right to re-use public information was introduced into the law when the directive was transposed, thus
bringing about a paradigm shift in relation to what was then only an individual right to communication of
documents without re-use. Separate legal regimes were then implemented, specifying on the one hand the
modalities for the provision of data by administrations and on the other hand those relating to access and reuse by third parties. A combined reading of articles 6, 7 and 13 of the text therefore led to the conclusion that
the dissemination and re-use of personal data contained in public information are prohibited in principle.
However, the text does provide for certain exceptions. These exceptions relate to obtaining the consent
of the person concerned, the anonymization of data or authorization by a legislative or regulatory text, and
are subject to compliance with the provisions of the Data Protection Act. A fair balance has therefore gradually
been struck between the movement towards administrative transparency based on the possibilities of reusing
the information released and the need to guarantee compliance with the rules on the protection of personal
data.
When personal data is related to the private life of the persons concerned, it is said to be "covered by
secrecy" and cannot be communicated to third parties: it cannot therefore be published either99.
As the CNIL and the CADA have shown in their joint guide on the opening of public data, "date of birth and
age, personal details, including postal address, e-mail address, and telephone number, financial situation,
status as a disabled worker, initial training, working hours, political sympathies and membership of a political
party, as well as religious beliefs" are covered by the secrecy of private life.
When an administrative document contains personal data not covered by the secrecy of private life, it
can be communicated to any person who requests it. On the other hand, and as a matter of principle,
the dissemination of personal data online is prohibited unless:
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In application of article L. 311-6 of the CRPA, or of the principles resulting from the case law of the Conseil d'Etat of
10 March 2010 n° 303814, Commune de Sète.

64

D3.2

RESPONSE Data Governance and CIP Operational Framework

- a legislative provision to the contrary" authorizes such publication: a legislative provision that merely
provides for the posting of a document does not permit the online publication of a document
containing personal data without anonymization;

- the persons concerned have given their consent: the notion of consent must be carefully considered.
Article 4 of the GDPR provides that the consent of the data subject corresponds to any manifestation
of free, specific, informed, and unambiguous will by which he or she accepts, by a declaration or by a
clear positive action, that personal data concerning him or her be processed;

- the documents whose publication is envisaged fall within the categories of administrative documents
that can be made public without being subject to a process of anonymization, listed in Article D. 3121-3 of the Code of relations between the public and the administration

Apart from these three options, documents containing personal data must, before being put online, be
processed in such a way as to make it impossible to identify individuals (anonymization).
In cases where the dissemination of personal data is authorized, the publication of administrative
documents in "open data" must be done in compliance with the GDPR. Indeed, the online dissemination of
documents containing such personal data corresponds to a "processing" within the meaning of the regulation.
Therefore, the administrations that proceed to the dissemination are identified as responsible for this further
processing and must therefore respect all the principles applicable to the protection of personal data:
- the information of the persons concerned about the dissemination;
- the data subject's right to object to the dissemination;
- the accuracy of the data disseminated online;
- the limitation of the dissemination of the data online;
- the security of the data.
The reuser of documents containing such data becomes in turn the data controller, the notion of the
processing being understood in the broad sense (thus, the redistribution of data initially disseminated in "open
data" constitutes the processing of personal data). Therefore, the reuser is subject to the legal framework of
data protection and in particular to the GDPR. As such, the reuse must be legal, pursue a purpose that must
be determined explicitly and legitimately, relate to relevant and proportionate data, relate to updated data,
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be carried out in full transparency, be carried out in compliance with the rights of individuals, respect the
principle of limiting data retention and ensure the security of data.

2. The terms of provision
2.1 To encourage reutilization
As the CNIL and the CADA note, "the whole spirit of the re-use of public data is to be as free as possible,
to multiply the uses and thus encourage new uses of this data”. Therefore, "whatever the type of license, the
central principle is that its conditions can only restrict re-use for reasons of general interest and in a
proportionate manner. They may not have the purpose or effect of restricting competition”100.
There is no obligation for administrations to set a license for their public data made available free of
charge, but they are strongly encouraged to do so for educational purposes, to make it easier for re-users to
understand their rights and obligations.
In order to avoid the proliferation of licenses and to ensure the smoothest possible circulation of public
data and to allow their cross-referencing, administrations have a limited choice of licenses that can be used
for the free reuse of public information, whether it is data or software source code. They appear on a list
established by decree at www.data.gouv.fr/fr/licences.
As soon as public data is made available against payment of a fee, administrations are obliged to set a
license and to make one or more standard licenses available electronically to persons interested in re-using
this information. It is perfectly possible for an authority that can charge a fee to establish several licenses for
the same data, such as a fee-based license for commercial uses and a free license for non-commercial uses
(which must however be precisely distinguished).
Administrations can choose different licenses, allowing a wide use of open data but in some cases with
restrictions to protect the public interest and to limit uses of data that would run counter to the territory's
public policies. The law for a digital Republic has provided for the creation of a list, set by decree (incorporated
in article D. 323-2-1 of the CRPA), of licenses that can be used by administrations for the free reuse of their
public information.
Two types of licenses can be used by administrations: the licenses provided for in article D. 323-2-1 of the
CRPA and those that are not provided for and must be approved;
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➢ Concerning the licenses provided for in Article D. 323-1 of the CRPA:
- Etalab's open license, a "free" license allowing the widest reuse of public data;
- the "Open DataBase License (ODBL)" which sets more restrictive criteria for reuse.
➢ Concerning other licenses :
Administrations wishing to use a license that is not included in these cases must first obtain approval
under the conditions provided for in article D/ 323-2-2 of the CRPA. The request for approval must include
several items, in particular a description of the public information whose reuse must be regulated, the reasons
for this desire for specific regulation, the inadequacy of the licenses already proposed, the text of the desired
license, and a summary of the consultation carried out with the reusers.

2.2 The notion of data of general interest
Among public data, some can be produced by private organizations, when they are in charge of a public
service by delegation or when the State is a shareholder. Thus, data "can be used to describe, shed light on,
or even act in the general interest, even if they have been produced or collected by the private sector" 101. In
this case, the private nature of the producer is not an obstacle to the opening of its data, and it is possible to
distinguish two cases, which call for different interventions by the public authorities. On the one hand, the use
by administrations of data produced by the private sector; on the other hand, data sharing initiatives between
private actors.
However, the notion of data of general interest still seems difficult to define, and it seems that "attempts
to define it are tautological: private data whose opening corresponds to a reason of general interest are of
general interest, without the general interest in question being precisely characterized or a method for
identifying it being established, beyond the reference to sectors of legitimate intervention by the public
authorities102.
As the Bothorel103 report points out, in terms of legislative translation, the Law for a Digital Republic
simply uses the expression, without giving it a legal definition or any real normative scope. Thus, the text
follows the recommendation of a case-by-case approach and provides for a series of provisions aimed at
imposing the opening up of the main general data by a concessionaire or a public service delegate. Several
sectors, which directly concern the Datalake, are concerned: transport, water, waste management, or energy
networks.
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In the field of energy, some provisions of the law on the energy transition for the green growth 104 allow
the electricity supplier to receive from the network managers their metering data, alert systems related to the
level of consumption, as well as elements of comparisons so that they are then made available to the
consumer free of charge.
On the other hand, the data of private operators put in Open Data because they operate a public service
are not strictly speaking data of general interest, but an opening of public data (example of the dissemination
of data of public transport services). In any case, Article 17 of the Law for a Digital Republic has amended
Ordinance No. 2016-65 of January 29, 2016, on concession contracts, by adding an article 53-1.
"When the management of public service is delegated, the concessionaire shall provide the conceding
Authority, in electronic format, in a freely reusable open standard and exploitable by an automated
processing system, with the data and databases collected or produced during the operation of the
public service which is the subject of the contract, and which are essential to its performance. The
Licensing Authority or a third party designated by it may freely extract and exploit all or part of these
data and databases, in particular with a view to making them available free of charge for re-use,
whether free of charge or for a fee”.
Some local authorities "have decided to return to this initial spirit", such as Nantes metropolis, which has
created the notion of "data of metropolitan interest" in order to be able to access data useful to the territory,
in particular data from the city's new actors105.
However, various limits relative to the notion of data of general interest must be raised. As noted in the
Bothorel report, "insofar as data of general interest makes it possible to resolve more effectively certain
complex problems facing our societies, the legitimacy of the public authorities to intervene in order to organize
the transition to scale in this area is well founded” 106. However, this intervention has certain limits, and any
decision to oblige private individuals to share their data must necessarily consider their economic rights and,
in particular, their property rights.
First, private individuals are protected at the European level by sui generis right on their databases 107.
This right is intended to cover databases that have been the object of a "substantial" investment and only
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those that are structured108. This right allows the owner of the database to prohibit the extraction or reuse of
all or part of the content of the database, to protect the investments made to produce it.
Secondly, the restrictions of the sui generis right do not imply that databases would escape all protection:
datasets can be covered by property rights as intangible assets, provided that the private person demonstrates
that they have an economic value; the decision of a company to create and exploit a database also falls within
the scope of its entrepreneurial freedom, a principle of constitutional value in domestic law, which the judge
appreciates in a broad manner109.

2.3 The notion of essential data
This notion is intended to consider, contrary to the data that would be created by the execution of the
contract, the data that are relative to the contract itself. Article L. 2196-2 of the French Public Procurement
Code provides (Code de la commande publique) that "under the conditions and subject to the exceptions
provided for by regulation, the purchaser shall make available in an open and freely reusable format the
essential data of the contract, except those whose disclosure would disregard the provisions of Article L. 21321 or would be contrary to public policy”.
This provision is completed by article L. 3131-1 of the CCP, which states that "under conditions fixed by
regulation, the concession granting authority shall make available, in an open and freely reusable format, the
essential data of the concession contract, subject to the provisions of article L. 3122-3 and except information
the disclosure of which would be contrary to public policy.
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4. Chapter 4 – Data ownership and governance
The Banque des Territoires, in its Guide to Good Contractual Practices and Recommendations110,
proposes certain avenues of reflection regarding the data ownership regime when the data is managed by the
administration's service providers in charge of operating a public service. Although the various texts relating
to administrative documents and public information do not specify the data ownership regime when data is
managed by government service providers, the Banque des Territoires recommends inserting certain clauses
into the various contracts, which refer to certain classic theories of public contracts.

4.1 Concession agreements
As the guide from the Banque des Territoires points out, the various texts relating to the opening up of
public data "do not specify the data ownership regime when they are managed by the administration's service
providers in charge of operating a public service”. However, the question of the status of assets is essential in
the context of the execution of a delegated public service.
Although this matter has been the subject of recent legal developments, it is possible to identify three
main categories of assets in public service concessions:
•

Returnable assets: these are assets that are necessary to the public service, financed and
acquired by the concessionaire during operation ands which are returned to the concession
grantor free of charge at the end of the contract if they have been fully depreciated.

•

Assets to be taken back: these are assets that, although not essential to the public service, are
useful for its operation and that can be transferred to the public entity, which has a right to
take them back. They are transferred in return for payment of the value. Otherwise, these
assets remain the property of the concessionaire.

•

The concessionaire's assets: these are assets that belong to the concessionaire and are part of
its private domain. These assets were acquired or built for the exercise of activities
independent of the concession, but they may be assigned to the operation of the delegated
service. In this case, they can also be transferred.

"In order to make the data ownership regime within a Concession contract more legally robust, "it is
recommended not only to qualify said data as public data", but also "to draw inspiration from the theory of
return property applicable to public service Concessions"111.
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According to this theory, returnable assets "are considered as assets necessary for the operation of the
public service and are deemed to belong to the public entity as soon as they are made or acquired". Therefore,
according to this theory, the returnable assets would revert to the granting authority free of charge at the end
of the contract.
The Assembly decision of the Council of State of December 21, 2012 , Commune de Douai 112, specified
the definition and regime of returnable assets. In the context of a public service delegation, returnable assets
are movable or immovable assets necessary for the operation of the delegated public service. They belong to
the delegating authority as soon as they are acquired or made and will revert to it at the end of the agreement.
The parties to the contract may determine the conditions under which a right of ownership or real rights may
be granted to the concessionaire over these assets during the term of the contract. The principle is that these
assets are returned to the public entity free of charge, subject to compensation for assets that have not been
fully depreciated.
The Conseil d'Etat subsequently clarified the scope of the concept of returnable assets113. This raised the
question of assets that are privately owned by the outgoing concessionaire and established on its private
property but which it has made available to the concession in the form of contributions and which are/become
necessary for the public service. The judge specified that when the concessionaire contributes assets to the
concession that it owns and that prove to be necessary for the public service, they are assets to be transferred
back to the concession grantor, even if they were initially established in its private domain. In light of this case
law, it appears that assets owned by the concessionaire and established on its private property become assets
of return when they are voluntarily assigned to the concession and are necessary to the public service. It
remains to be seen whether the economic equilibrium of the contract has allowed for the full amortization of
these assets, so that this transfer can be made without compensation.
In addition to these case law developments, reference can also be made to Article L. 3131-2 of the Public
Order Code, which codifies the provisions arising from Article 17 of Law No. 2016-1321 of October 7, 2016 for
a Digital Republic and which requires the concessionaire who has been entrusted with the management of a
public service to provide the conceding authority with the data and databases that are "essential to the
performance of the contract"114.
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4.2 Public contracts
Concession contracts are administrative contracts by which a legal entity under public law entrusts to a
person - public or private - the management of works or a service for which it is responsible for a limited
period.
Article L. 1411-1 of the General Code of Local Authorities provides that: "Local authorities, their
groupings or their public establishments may entrust the management of a public service for which
they are responsible to one or more economic operators by means of a public service delegation
agreement defined in article L. 1121-3 of the Public Order Code, prepared, concluded and executed in
accordance with the third part of this code.

The fundamental difference between a public service delegation and a public contract lies in the method
of remuneration chosen. In the case of a public service delegation, the remuneration is derived from the
operation of the service, whereas in the case of a public contract, the payment is complete, immediate, and
made by the public purchaser.
Article L. 1111-1 of the Public Order Code115 states: "A contract is a contract concluded by one or more
purchasers subject to this code with one or more economic operators, to meet their needs for works,
supplies or services, in return for a price or any equivalent".

The Banque des Territoires, about public contracts, simply recommend "expressly stating in the contracts
that all data collected by private operators in charge of a public service constitute 'goods necessary for the
operation of the public service', deemed to belong to the public entity as soon as they are collected"116.
The case of public-private partnerships (PPP) also needs to be mentioned. According to the Public Order
Code, a partnership contract is a public contract whose purpose is to entrust an economic operator or a group
of economic operators with a global mission for the construction, transformation, renovation, dismantling
orcommend destruction of works, equipment, or intangible assets necessary for the public service or for the
exercise of a mission of general interest and all or part of their financing.
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Thus, partnership contracts, which are deferred public payment contracts, are global contracts that
"allow the association on a long-term basis of one or more private contractors in the construction,
maintenance and/or management of a public work"117. In the specific case of public-private partnerships (PPP),
now called partnership contracts, article L. 2213-13 of the Public Order Code provides for the consequences
of the end of the contract:

Article L. 2213-13 states: "the partnership contract shall provide for the consequences of the
termination, whether early or not, of the contract as regards the ownership of the works, equipment or
intangible assets".

In this case, the contract concluded for the implementation of the datalake - if such was the solution chosen will have to foresee the consequences of the end of the contract in order to determine that the metropolis (in
the particular case of Dijon) will own the data.

4.3 Semantic Heterogeneity and Reasoning Heterogeneity in the Smart city
Historically, enterprise information systems have emerged during the second half of the 20th
century118.They are mainly oriented either on production or on management, the two fundamental needs of
the industry. To guarantee the interoperability of data in enterprise information systems, three methods are
possible in accordance with ISO 14258 (ISO 14258:2000, 2000): integral, unified, and federated. According to
Panetto and al. (2013)119, this last method (federated) seems the most interesting for achieving complete
interoperability of information systems which are mainly based on the same scheme of collection, storage,
processing and use of information. data by the company.
It is this federation model that is often used in the idea of designing a smart city information system
because it is often associated with very different areas of competence of the city. According to Camero and al
(2019)1 and Anthopoulos (2015)2, the smart city covers six areas presented in Figure 7: environment, mobility,
economy, citizens, quality of life and governance. The intelligent city information system initially aims to
combine data from these areas to identify their interdependence and build value-added services for better
city management by citizens and city administrators.
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Figure 7 - Six areas of the smart city120, 121

Logic-ontology based approaches have been recognized as interesting and promising in what concerns the
semantic (data) interoperability, mainly because they handle formal representations of data (including data
meaning) over which one may perform reasoning. However, there are still several drawbacks to such ontologybased approaches be used in industrial environments. Among these drawbacks, we can mention the following
ones:
1. Unified and tightly coupled federated interoperability approaches are not easily adaptable to assure
a dynamic and autonomous EIS interoperability
2. Although, loosely coupled ontology-based federated approaches mitigate considerably the lack of
adaptability, they do not fully solve the semantic heterogeneity problem.
3. Current ontology-based interoperability approaches are not able to infer new (complex) ontology
alignments. Inferring alignments may ease the fastidious and complex process of ontology matching.
4. Lack data access policy over interoperable ontologies.
5. Performance issues of using an ontology-based approach for interoperability are not clearly addressed
in the context of the EIS interoperability.
In this project, we consider both the semantic heterogeneity level and reasoning heterogeneity level one.
The three research questions that this project addresses are:

120

Camero A., Alba E. (2019), Smart city and information technology: a review, Cities, vol. 93 p. 84-94.
Anthopoulos L. (2015), Defining smart city architecture for sustainability in electronic government and electronic
participation, vol. 22, p. 140-147.
121

75

D3.2

RESPONSE Data Governance and CIP Operational Framework
•

How can we interoperate several data sources in a dynamical and flexible way without reducing
interoperability due to the semantic heterogeneity?

•

How to analysis this multidimensional virtual view of the Smart city to predict scenario of action at the
user level, area level and city level?

•

How to make explainable the reasoning conducting the predictions?

To solve or mitigate those heterogeneities, and consequently, enhance interoperability and predictions,
we propose a federated interoperability approach based on logical ontologies, rules and machine learning
algorithms. To this end, firstly, we have to define a metamodel of the smart city as logic-based ontologies. An
ontology is defined as an "explicit and shared specification of a conceptualization of a given knowledge
domain"122. Secondly, our proposed federated approach implements semantic links between data models –
this is known as ontology matching123. This process may be done in several ways (from manual to automatic
approaches), and generally outputs pairs of concepts that correspond to each other. However, aligning
ontologies is a fastidious and complex process and cannot be, in most cases, fully124. When such alignment
between ontological models is implemented by means of logical rules and is performed at the query time, it
implies reasoning and inferring over data contained in the knowledge base. Depending on data, schema and
alignment complexity, the process may take more or less time. Or, in the Smart City context, it is crucial that
results from such process are output in almost real-time. The proposed federated approach is designed to
interoperate logic-based ontologies combined with Horn-like rules125. In addition to this fact, our choice is also
dictated by the fact that we want to offer the possibility to connect these ontologies’ datasets to others in the
context of the Linked Open Data (LOD)126.
To target all these goals, we are working on an ontology combining concepts and relationships mainly
from Ontology Event (activities of the Smart city are flows of events), SSN Ontology (description of sensors in
IoT domain) and Foaf Ontology (Friend of a Friend ontology fitted to smart city needs about agents
descriptions and their interrelations). This target ontology is associated with specific tools that be part of a
Computer-Aided Ontology Design environment. This environment will be used to easily improve the ontology
structure to consider new data sources (addition of concepts, relationships, or data) or use cases (addition of
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reasoning rules). The whole system will be accessible through web services forming an Application
Programming Interface (API). The hybrid reasoning feature of the system will be reach by the addition of some
specific machine learning algorithms especially when the construction of predictive scenarii will be required.
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Cyber hygiene maturity assessment
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5. Chapter 5 – Cyber hygiene maturity assessment framework
The Center for Internet Security127 defines cyber hygiene (CH) as a set of fundamental cybersecurity
protections that help to secure an organization. Cyber hygiene always refers to cybersecurity best practices
that an organization's security practitioners and users can undertake. According to ENISA report128, CH plays
a pivotal role in providing a basis for protecting the infrastructure and customer data. Therefore in RESPONSE
project we define a good cybersecurity hygiene by all stakeholders involved in smart cities as imperative. In
this context, the following three dimensions will be developed in a different abstraction upon the notion of CH
to extending existent level of cyber security and increasing awareness:
•

The overal vision of CH in smart cities.

•

The contens of CH trainings.

•

The CH level assessment framework.

5.1 The overall vision of the Cyber Hygiene Trainings
While it is impossible to eliminate all human error, smart city government, agencies and employers still
need to promote the responsible handling of data. Top four of target audience for cybersecurity awareness
training in the smart cities are: (1) Operators of smart city environments, (2) Customers and end-users, (3) IT
staff involved in operation and/or deployment, and (4) CEO who need to prioritize security efforts. Among
other potential participants, the following groups were mentioned: IT staff working in the Smart Home
infrastructure with micro-grid functionalities, Managers of IT companies, workers who process customer
payment information, People from the external organizations who have access to the premises where there
are smart devices (i.e. physical security or clean companies).
Training of cybersecurity personnel should be mandatory for any organization. All participants must be
aware of the state of the art in smart city cybersecurity and follow periodical training on recent cyber risks and
threats, on security reinforcement, on maintaining a global safe condition, and on legislation and regulation.
Our analysis of the survey data and previous projects identifies key points about initiating and directing of the
CHT.
•

The content should be more user-friendly oriented, as not only cyber security experts might be using
the software, but entrepreneurs and even habitants of an ordinary smart home.
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CIS Controls Microsoft Windows 10 Cyber Hygiene Guide https://www.cisecurity.org/press-release/cis-controlsmicrosoft-windows-10-cyber-hygiene-guide/
128
ENISA: Cyber Hygiene https://www.enisa.europa.eu/publications/cyberhygiene?fbclid=IwAR29zpblAhINfZtGIfJQPxToyt_0zL6of480hepzTqvhqopzkjY5P0DlzJc
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•

It should focus less on the technical aspects of the tool (although they should be included) and more
on the usage and benefits of having it.

•

The most preferable formats for the training courses are video, slides and posters. The leaflets are
also admissible option.

5.2 The content and format of the CH
Preliminary list of training modules for end-users may include:
1. Cybersecurity Awareness for electricity consumers. This training should include information about
basic security rules and recommendations for protection privacy. Since this training should reach out
on wide group of electricity consumers, the best data format is the 2-3 pages leaflets.
2. Cybersecurity Awareness for smart city organizations with overview of cyber risks for smart city and
general cyber security rules. This training can be designed in form of presentation.
All trainings will be available in RESPONSE website. If formal training is not an option, it is possible to issue a
series of leaflets or organize regular reminders to people on how to secure their social media and email
accounts, keep the security settings of their devices and applications up to date, and recognize phishing and
spear-phishing scams. The list of leaflets can include:129
•

Cybersecurity basics: Encryption, ransomware, and cybercrime; examples of major recent
cyberattacks; how to keep information safe and help prevent future attacks

•

Password security: best practices; the importance of strong and unique passwords (remember length,
not complexity or variety of characters, is the most important factor in password security)

•

Phishing awareness: Risks stemming from phishing and social engineering attacks; common and new
phishing techniques; how to spot and respond to email, phone, and website phishing attempts

•

Social media awareness: The risks associated with sharing different types of personal information and
using social media at work; how personal and corporate accounts should be used differently; the
corporate social media policy

•

Understanding malware: The various types of malwares; the prevalence of polymorphic malware;
what to do in the case of an infection

•

The dangers of installing unauthorized software: Risks involving malicious websites and malicious
software; best practices for software management; how to detect and avoid malicious websites

129

Garry Hayslip, Cities Are Getting Smarter — and More Vulnerable to Cyberattacks,
https://statetechmagazine.com/article/2018/11/cities-are-getting-smarter-and-more-vulnerable-cyberattacks
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•

Physical access security: How to properly secure work areas and computers in-office and while
traveling; security best practices for visitors

The first module should include the cyber security policies. These policies define the cyber security rules that
the organization have to respect in order to provide cyber security.
In the cyber hygiene field, it is proposed to include the following aspects:
1) A list of the top cyber threats against the micro-grid, networking and IoT equipment of the SmartHome and their possible impacts on similar infrastructure.
2) A comprehensive list of basic guidelines and procedures to be followed before, after or during the
effects of a cyber-attack in order to guarantee the seamless workflow of the smart-city infrastructure.
Each guideline/procedure should be accompanied by some explanatory text explaining its purpose
and how to achieve compliance.
3) Risk Analysis: To perform a periodical risk analysis in order to evaluate if the goods have any obsolete
element or security gaps. It also includes a physical security in the premises, and it will be necessary
to have an updated information at all times.
4) Resilience and Business continuity. Other measure of Cyber Hygiene is to define a strategy plan
regarding to have a fast response against cyber-attack. In this case is important to define each
responsible in the organization who have to address this setback.
5) In this chapter, it is also recommended to evaluate the option including a periodical Business Impact
Analysis.

5.3 The basics of Cyber Hygiene Maturity Level assessment framework
Main goals of Cyber Hygiene Maturity Level (CHML) assessment framework creation are the following:
•

to incorporate the best CH practices in utilities where they hae not been not already used, such as IT
and OT network segregation and monitoring, personnel training, etc.;

•

to enable continuous and periodic assessment in use-case scenarios as smart home user, company,
city council, etc.;

•

to find a more comprehensive understanding of which hygiene techniques are efficient against
common, prevailing cyber threats and to what extend.

CHML measurement will reveal current cyber awareness maturity among participants and will allow
RESPONSE to provide a tailored set of Cyber hygiene trainings for end-users and management.
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Following structure of the CHML is based the results our previous project130 and adopted for smart city use
cases. It includes 5 levels of maturity and two layers: the people maturity (in terms of their awarenes,
education and training) and (2) process maturity. The description of the main objectives in each level is
summarized in Table 1.
Table 1 - Summary of Cyber Hygiene Maturity Model Levels

Domain
Organization
(Process
Maturity)

People
(Awareness,
education and
training)

130

Level 1
No process
maturity

Ensure that
operators and
end-users are
made aware of
the security
risks
associated
with their
activities and
of the
applicable
policies,
standards and
procedures
related to the
security of
smart city.

Level 2
Establish a
policy that
includes
Awareness&
Training (AT).
Standard
operating
procedures,
policies, and
plans are
established for
all practices
Document
practices to
implement AT.
Provide
security
awareness
training on
recognizing
and reporting
potential
insider threat
+ Level 1

Level 3
Activities are
reviewed for
adherence to
policy and
procedures
and
adequately
resourced
+ Level 2

Level 4
Activities are
reviewed
effectiveness
and
management is
informed of
any issues +
+ Level 3

Level 5
Activities are
standardized
across all
applicable
organizational
units and
identified
improvements
are shared
+ Level 4

Establish,
maintain and
resource a plan
that includes
AT. Provide
awareness
training
focused on
social
engineering,
advanced
persistent
threat actors,
suspicious
behaviours as
well as using
SPEAR FRF
+ Level 2

Review and
measure AT
activities for
effectiveness.
Include
practical
exercises in
awareness
training
aligned with
current threat
scenarios,
+ Level 3

Standardize
and optimize a
document
approach for
AT across all
applicable
organizational
units. Update
the training at
least annually
or when there
are significant
changes to the
threat.
+ Level 4

SPEAR https://www.spear2020.eu/
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Smart Cities Projects
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6. Chapter 6 – Cyber Security and Privacy approach in Smart Cities
Projects
It is a fact that, in smart cities, the cybersecurity measures are a key part of the sustainable implementation
of the solutions proposed. In this section, RESPONSE takes a first step towards researching cyber-security and
privacy issues in the various innovative domains on which it is working. Some indications are given on how
RESPONSE can manage to overcome a variety of threats considering current related knowledge on cybersecurity and privacy in Smart Cities.
Τhere is a wide range of threats that need to be considered and addressed with malware, web-based
attacks, Distributed Denial of Service (DDoS) and data breach, to name a few of the most common. It is
obvious that dealing with all threats is more than difficult, but the best possible fortification against possible
attacks is necessary. For this purpose, the specification of some security measures to be implemented is
necessary. It is worth mentioning that in the procedure of building cybersecurity every involved side can
contribute. The administrator side bears the greatest burden of achieving the best possible security, so his
contribution in all fields is inevitable either on a more guiding role or by having the absolute responsibility to
implement the proper measures in some field such as “Policies and procedures” and “Physical Security
Measures”. The end user side can contribute in “Network Defense”, “Software security” and “Host and Devices
measures” fields, always under proper guidance. VPN usage, antivirus installation and software updates are
some measures that users can perform.

6.1 Network Defense
Installation and usage of a host-based firewall is a common and effective measure of protection from
malware, botnets, time synchronization and web application attacks. In addition, VPN usage is also
remarkable. It is a secure mean to interact with an organization's servers across an encrypted data conduit.
Furthermore, access control is a useful element to consider. Each user's permissions in the system must be
restricted to the absolute minimum. It might be done with the help of Access Control Lists (ACL)131.

6.2 Software security
It is essential to keep the software up to date in order to prevent known vulnerabilities from being
exploited. This entails applying software developers' updates to close security weaknesses discovered in their
products. The updates often contain security patches and new features fixing security holes, preventing
malware and web-based attacks. Secure communication alongside proper password management, is also an

131

https://itglobal.com/company/glossary/access-control-list/
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effective way of defense against phishing, identity theft and data breach. Secure communication can be
implemented by hiding the content or nature of a communication, hiding the parties to a
communication/preventing identification, promoting anonymity and hiding the fact that a communication
even takes place. In addition, strong passwords, access rights control for each user, and the usage of a
password manager are all part of password management. Also, a widely applied technique, for Identity theft

and data breach prevention, is Multi-factor Authentication (MFA)132, which consists in the use of
additional methods for user authentication such as phone number or personal questions.

6.3 Host and Devices measures
There are some specific steps for hosts and devices to achieve a better security performance. Antivirus
is a very effective software tool for defense against malware and identity theft attacks. Antivirus can be
deployed locally on hosts or operated remotely. It is crucial to apply strong passwords for any accounts on the
system and change any default accounts on the machine. Also, Pretty Good Privacy (PGP)133 is an encryption
tool that provides cryptographic privacy and authentication for data transfer. PGP is used to digitally sign,
encrypt, and decrypt texts, e-mails, files, directories as well as to increase the security of e-mail
communication. Other useful techniques to reduce insider threat, identity theft and data breach could be to
perform frequently vulnerability scans for security holes detection and replace insecure services with more
secure alternatives such as SSH protocol134.

6.4 Policies and procedures
Protocols such as performing scheduled cybersecurity checks throughout the system, setting up
specialized and fully trained personnel teams that will act on different security breaches, periodic backups and

creation of standard operating procedures and policies for dealing with confidential information are some
measures that can deal with threats passed through the other security fields. Also, a strict protocol an
accessibility to every application or data called zero trust security model is helpful. The basic logic is that
no one is considered as trusted and every individual should be verified, approved, and validated for each
procedure.

132

https://www.microsoft.com/en-us/security/business/identity-access-management/mfa-multi-factor-authentication
https://www.openpgp.org/
134
https://www.ssh.com/academy/ssh/protocol
133
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6.5 Physical Security Measures
Physical infrastructure protection is critical to prevent unauthorized device modifications or network
sniffing. It is crucial to segregate and identify key zones, allow only authorized personnel to enter, and keep
an entries list to minimize needless risks.
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7. Chapter 7 – CIP Operation framework for interoperability
demonstrations
In this chapter, we present the operation framework for the demonstrations of the Interconnected and
Integrated City Information Platforms (CIP) planned in both Light House Cities Dijon Metropolis and Turku.
We first quickly recall the initial City Information Platforms existing before the RESPONSE project (which
were described during the Master Planning process driven in Task 3.1 and reported in Deliverable 3.1). We
highlight services provided by these existing platforms for inhabitants (eServices) and the public institutions
(eGovernance). Then, we list the services expected by the evolution of these City Information Platforms into
Interconnected and Integrated City Platforms thanks to the RESPONSE project.
We also describe the conception and first developments of APIs which will offer the expected services
thanks to the development of ICT components, interoperability with APIs. These APIs are currently being
prepared and developed off-site and will be later deployed during the project as part of tasks T3.3 (for Dijon
Metropolis) and T3.4 and T3.5 (for Turku).
We discuss the current progress, limitations, and work remaining to do for the implementation,
deployment, and demonstration of these Interconnected and Integrated City Platforms in the frame of
RESPONSE.

7.1 Projected City Information Platforms in LightHouse Cities
7.1.1 Differences and Common Points between LHC
The two lighthouse cities deploy different ecosystems of APIs. Many reasons explain this choice done
at the time of defining the RESPONSE project. First, the organization and governance of ICT is different in both
cities: it is more centralized in Dijon Metropolis who wishes to actively manage the territorial data itself, and
more decentralized in Turku which ensures the interoperability of systems on its territory. Secondly, the
existing infrastructure is very different between the two cities. Third, the services expected in both cities are
different. Fourth, these ICT services are viable thanks to the central role of local actors.
The demonstration of Interconnection and Integration of City Platforms in both Turku and Dijon
Metropolis therefore stands as two different infrastructures and ecosystems. Yet these two platforms share
common points. In both LHCs, the scales of Positive Energy Districts and Blocks is weakly connected (Turku) or
even independent (Dijon), due to different nature of services, end users, managed data. In both LHCs
interoperability is enabled by the deployment of APIs, which enable the interconnection of systems to
compose individual data sources, algorithms, information systems, to deliver services to end users.
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7.1.2 Global Organization
The development of the Interconnected and Integrated City Information Platforms is essentially
managed at the local scale by Light House City Managers. They coordinate and monitor the development of
Innovative Elements, their interconnection and the demonstration at the scale of their ecosystem. This local
development is successively hosted in several tasks of WP3. Refined objectives and targets were reported
during the Task 3.1 for Master City Planning for Transition Axis 4 and Integrated Solutions 4.1 (ICT). Preparation
of APIs (definition, offsite development) are hosted in T3.2 which is transversal to both LHC, but also in T3.3
for Dijon Metropolis, and T3.4 and T3.5 for Turku. The analysis of business models is monitored in WP5, the
replication potential in WP8. The task T3.6 will then aggregate a transveral view of the services offered by the
LHC platforms, and will present them into a portfolio of solutions susceptible to be replicated in Fellow Cities
and other European Cities.

7.1.3 Projected Turku City Information Platform
7.1.3.1

Existing Services in the Turku City Information Platform

The existing Turku City Information Platform, described in D3.1, section 3.2 and summarized later in sections
7.1.3.3 and 7.1.3.4, already offers several eServices to the population:
•

The ePermit service enables citizens or companies to apply for permits such as construction permit,
event permit, transactions, parking permit, storage for boats.

•

The e-services also enable inhabitants to access free information (such as the agenda and location of
events) and buy specific data (such as registry statement or certificates).

•

Inhabitants can use the eFeedback service to provide feedback about any public service in a
centralized place.

•

The Turku Map Service shares geographic data: 3D datasets, city plans, land use and public equipment
and services, mobility network, reference points for construction, etc.

The services are offered to the population through a website, but also with standardized APIs (Open311
standard) which enable the development of third-party applications and services.
Other services are offered by the City Information Platorm to Internal Turku users who can notably
access data centralized by the city. Data includes data generated by the city, but also data imported from
national registries (Digital and Population Data Services Agency registers and National Land Survey registers)
and third party (for instance tap water data, energy data or civil engineering data). The services include data
access and sharing (including GIS data) and eServices for governance (strategic city planning, contracts).
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7.1.3.2

Expected Services in Turku

In the context of RESPONSE, Turku intends to offer novel services additionally to the existing eservices
and eGovernance services.
Regarding mobility and air quality, Turku expects at the city scale to:
•

Provide a new kind of route planning tool for pedestrians and cyclists in the spirit of sustainable
development of smart cities. More specifically, we want to combine the following objectives in our
wayfinding initiative: shortest (fastest) routes, safest routes and greenest routes. Such a service is
supposed not only to provide a better experience to bycyclers, but also to encourage shifting to low
carbon mobility.

•

Facilitate automated driving for Electric Vehicles using low latency 5G to transmit data between
vehicles. The goal is to shut down the sensors of cars which are redundant with others, thus enabling
energy saving and increasing the electric vehicle range. This would also demonstrate electric vehicles
and automated vehicles. As an outcome, this will promote the shift from carbonated to less
carbonated mobility.
Regarding energy, the local consortium expects at the PED level to:

•

Control and command of the low voltage microgrid components through the Tyyssija EMS: battery
storage, V2G charging station, Light Electric Vehicles charging station, PV plants’ sensors

•

Control and command the Aitiopaikka components: PV system and 2d life batteries with AC coupling

•

Control and command the smart “Fiksu” control system for heating in the retrofitted block

•

Control the phase-change material heat storage for the domestic hot water in Tyyssija, and the phase
change material heat storage for district heating

•

Control the district heating network, including the smart district heating substation, the digital twin
model, the heating and cooling tarrifs of Turku Energia

•

Energy anomaly detection
More globally, at the PED level, the goal is to support the situational awareness and cyber security of

the district heating, cooling and flexibility control. The increased generation of data in the PED through IoT
sensors and other monitoring capabilities facilitate the formation of more accurate situational awareness.
Providing the energy management professionals of the PED a clear and reliable overview on the situation and
conditions within the district enables them to make more elaborated decisions on the thermal flexibility,
sending demand response request for example.
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However, as the number of sensors in the data gathering increases, the possibility for error grows. The
error can be of equipment, programming, human or even deliberate. To detect the errors in the data stream
and to alert the users of the situational awareness tool, anomaly detection algorithms are used to observe the
data and to detect possible anomalies in the data stream. Anomaly detection is therefore an important
expectation of Turku regarding its future Interconnected and Integrated City Platform, which will provide a
better energy efficiency at a lower cost.
7.1.3.3

Existing infrastructure in Turku at PED scale

Contrasec Oy 135 runs the IT infrastructure for project partner TYS. Together with TYS, Contrasec is
responsible for the applications, processes, and platforms that support the IT and business operations. This
includes software specifications, installation and maintenance, database management, ensuring service
functionality, data recovery, implementation of new technologies, and customer support services. A fixed
internet connection is included in all TYS locations and for each tenant. University of Turku is in charge of
producing the service, troubleshooting, maintenance, and development. The University of Turku also provides
internet connections to external operators who support TYS operations.
Sensing layer
TYS locations have approximately 50 freely programmable Honeywell CPU devices from different time
periods. These units control, for example, the area’s lighting, locking systems, and apartment ventilation,
heating, and cooling. In addition to these, there are older devices that communicate using the RS485 bus and
are connected over Ethernet to the network switches of the University of Turku via separate protocol
converters. This entity is managed with the Honeywell EBi R600 control software, through which the user can
operate the locations, track history data collected by the system, and monitor system alerts.
The locations have camera surveillance. Recordings are stored via the network switches of the
University of Turku. The recordings can only be accessed over a dedicated VPN connection.
Front door locking systems are handled by iLoq. Access rights are managed centrally, and the locations
have key points at which new or modified access rights can handily be allocated. Some locations still use
mechanical Abloy keys.
The Aitiopaikka solar panel system produces electricity not only for the location but also for other
buildings on the west side of the Student Village. Data received from the solar panels is transferred using a
separate 4G connection, via the switches of the University of Turku, to TYS for monitoring.

135

https://www.finlaysoninalue.fi/en/toimistot/office/13/contrasec-oy
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The aim is to develop house automation and implement new solutions in new construction and basic
renovation projects.
Communication layer
The University of Turku also provides a public IP address or subnet to TYS operators. An intranet is
created for the operators’ own devices and for IoT device traffic. The intranet is transferred over the village
network to the required buildings and to the network switches of the University of Turku there.
The backbone network for the housing locations is partly shared and partly belongs to the University of
Turku. We are working together to build a new fibre-optic network. TYS owns the general building-specific
cabling, including fibre-optic cables between the buildings and Ethernet cables that run from the MDFs to the
apartments.
Each building has network switches of the University of Turku. Tenants connect their devices to the
village network using a fixed Ethernet cable. Depending on the building, the speeds are either 100 Mbit/s or 1
Gbit/s.
The University of Turku is also responsible for distributing the world-wide WiFi network aimed at higher
education institutions (eduroam) to the housing locations.
A fibre-optic cable forms the transmission path between the buildings and in the backbone network.
Depending on the location, the fibre-optic connections between all buildings are either 1 Gbit/s or 10 Gbit/s.

Figure 8 - PED level ICT infrastructure
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7.1.3.4

Existing infrastructure in Turku at City scale

A complete presentation of the ICT infrastructure existing in Turku is available in D3.1, “Master City
plans for TA#4 Integrated and Interconnected City Ecosystems Ecosystems”, section 3.2.
The City of Turku’s CIP consists of two main repositories, a City Management Data Warehouse (CMDW)
and a Trimble Locus Cloud (Trimble) system. The CMDW stores e.g., energy consumption data, financial data
collected from the city’s operational information systems as well as and data collected from various Internet
of Things (IoT) sensors. Through linkage, location-based data stored in the CMDW can be retrieved in the
Trimble system. CIP data can be shared as open data and visualized in different kinds of dashboards and
knowledge graphs.
The CIP can also be understood as a standardized interface for urban information through which open
information can be retrieved. Currently the City of Turku is developing IoT infrastructure architecture to
provide OASC Minimal Interoperability Mechanisms (MIMs), a set of practical capabilities based on open
technical specifications and services through Open311 Application Programming Interface (API).
In summary, the CIP currently relies on two major components as illustrated in Figure 9.
1) City Spatial Data
a. Map based interface of City information
b. Open 311 API to information
2) City Management Data Warehouse
a. Information Warehouse for management of city
b. Collects information from various internal and external systems, for example
i. Legacy systems
ii. IoT sensors

Figure 9 - The CMDW and Trimble as the City of Turku’s CIP
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7.1.3.4.1 City Management Data Warehouse
The City of Turku’s IoT sensor and energy consumption information is collected and stored in the CMDW
(see Figure 10). The CMDW also serves as a data storage for other kinds of city management information.
The city is currently piloting an IoT platform, the data storage is managed through the Microsoft Azure
cloud computing service. Today, energy consumption data is collected from about 40 buildings and IoT air
quality information from about same number of rooms in city office buildings.

Figure 10 - City Management Data Warehouse

7.1.3.4.2 Trimble Locus Cloud
Trimble is the City of Turku’s cloud-based city data spatial system. The Trimble solution is used for
managing spatial data and municipal data registers (see Figure 11). Trimble enables maintenance and
visualization of the city’s GIS data and the city’s main processes. All information is managed as logical objects
and the maintenance of geospatial and attribute data is possible simultaneously. Spatial data can be
maintained in both 2D and 3D-views enabling the extension of base maps into 3D up-to-date city models. Data
and models from different sources can be combined and used together. The services can be opened to
different stakeholders and different interfaces allowing integration of third-party solutions.
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Figure 11 - Trimble Locus Cloud

Internal users
The core of Trimble is the Oracle Database, in which the data is stored and maintained. The database
contains updated municipal registers and so called ‘static GIS data’ which is produced by different projects.
The database can store different kinds of city data, which are tied to a location. Location data enables
visualization of data on a map interface.
A part of the data visible in Trimble is being produced by external datafiles (GIS solutions). These include
different datafiles and background maps. Data is transferred to the Trimble solution through the Warehouse
Management Systems (WMS) and Web Feature Service (WFS)-interfaces. Data is also imported from external
databases maintained by other parties, such as Trimble NIS Water (Turun Vesihuolto Oy), Trimble NIS Energy
(Turku Energia Oy) and Tekla Civil. The Trimble data sources also comprise of national registers, such as the
Digital and Population Data Services Agency registers and National Land Survey registers. Trimble both imports
and exports data from and to the named national registers.
There is a bidirectional interface between Trimble Locus Cloud and the City of Turku’s eServices SQLdatabase. The e-Services is an internal intranet service for public authorities and is used for strategic city
planning and contracts. Also, M-Files, which is a document archive for the technical sector, and Trimble Locus
Cloud share a bidirectional interface.
Trimble enables viewing of other map services through merger function linkage. Examples of map
services are Blom Oblique Aerial Photographs and Google Maps.
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It is possible to share information from the Trimble with a database view. This kind of data transmission
is used in the MediGIS application owned by the welfare division of the City of Turku. The city is also sharing
data from different data transfers and data is visualized through the Power Business Intelligence (BI) service.
External Users (Authorities)
Currently Trimble has external authority users such as the neighboring City of Kaarina and external
contractors using the FieldUser application. The FieldUser application is being used for maintenance of public
infrastructure. The maintenance data can be viewed and maintained off-road.
Citizen’s View
Through the citizen interface and Internet Map Server, the City of Turku is offering different kinds of
data for the citizens to view. Data is also shared as open data via different interfaces, such as WMS and WFS,
and via the EU INSPIRE-interface (KuntaGML). The 3D city data model is shared in the CityGML format and as
downloaded data files, such as SKP and DWG.
In addition, there are different kinds of online service solutions (eServices) for citizens. These are for
example, eFeedback and ePermit. eFeedback is a web application for giving, managing and publishing
feedback and service requests. ePermit is a web-based application that enables citizens to apply for various
permits online, such as permits concerning construction and buildings, booking a boat berth or ordering e.g.,
the city’s GIS or map data. The eServices and Internet Map Server have separate SQL-databases for storing the
data. There is bidirectional interface between the SQL-database and the Trimble Oracle-database. The Internet
Map Server is also importing data from external WMS- and WFS-interfaces. There are also bidirectional
interfaces between the citizens view and the Turku Exchange Layer (Turku ID) in the parts which are utilizing
online payment and Open311 API for eFeedback.
7.1.3.5

Foreseen Interconnected and Integrated City Ecosystem in Turku

The ICT systems and components to be developed or engaged in the RESPONSE project demonstration
can be broadly classified as
•

those that entail potential integration into the city CIP – mainly consisting of IEs in IS4.1 and 5.2 (see
Figure 12).

•

those that consist of energy systems operating on the PED level with potential integration into the
Positive Energy Building (PEB) owner’s operating system (TYS) and/or local Distribution System
Operator (DSO) systems (Turku Energia) – IEs in TA1-3 as well as IS4.2 (see Figure 13).
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Expected services are often delivered by combinations of Innovative Elements:
•

delivering the extension of range and demonstration of robot vehicles requires the 5G Smart City
lighting poles which provide 5G transport infrastructure (IE 4.1.10), and the communication between
robot cars over 5G (IE 4.1.9 Automated driving and Vehicle-to-vehicle communication of robot cars
via 5G)

•

the route planning tool depends on the availability of Air Quality Data collected through 5G

•

all data is either manipulated through the Smart Knowledge Graphs which defines the common
concepts and language for interconnection of services.
Data input

TURKU CIP: CMDW + TRIMBLE LOCUS CLOUD

Integration of results

Mobility platform/layer

Potential integration of results

Buildings & energy data platform/layer
Climate & CO2 & AQ platform/layer

Turku Energia systems
AQ planner
app

5G AQ
sensors
network

FMI SILAM/PALM/LES/ENFUSER-model

TCD Knowledge Graph / n-bridges
5G Lighting
Poles data

Energy anomaly
detection
5G automated
driving

5G CCTV +
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Figure 12 - Turku City Information Plaform, current and planned layers and RESPONSE IEs intergration from IS4.1 and
IS5.2
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Cybersecurity possible measures
Turku Energia operational system
TYS operational system (Honeywell?)

District Heating network control and
management
“Tyyssija” EMS by Ferroamp

Retrofitted block EMS

System combining the following components:

HOGFORS Smart
“Fiksu” Control
System for heating

• HOGFORS smart district heating
substation
• VTT Apros® Energy Digital Twin Model
• Turku Energia dynamic district heating &
cooling tariffs

Controlling LVCD microgrid components:
• Solar Finland PV Plant’s sensors on Tyyssija
• Elcon DC coupled Battery Storage System
(BESS)
• Ferroamp V2G charging station
• LEV charging station

“Aitiopaikka” EMS

Sunamp PCM Heat storage for
DHW in Tyyssija

District heating PCM heat
storage-as-a-service

Controlling Aitiopaikka
components:
•
•

PV system (existing)
BOUYGUES 2nd life battery
system with AC coupling

Energy anomaly
detection

Egain Edge cloud service
EGAIN’s IoT
Tyyssija, TYS
own funded

VTT Human thermal
sensation control with
self-sufficient IoT
thermostats in part of
retrofitted block

Figure 13 - PED level ICT systems (Enengy management systems, building automation, control systems) and their
interconnections in RESPONSE TA1-3 incl. IS4.2.

7.1.4

Projected City Information Platform in Dijon

7.1.4.1

Existing Services in Dijon Metropolis

Dijon Metropolis engaged since years into the “OnDijon” smart city dynamics. The OnDijon dynamics
includes many facets which include the development of ICT infrastructures, installation or upgrade of urban
assets, dynamics with local actors, and organizational changes in the metropolis regarding the management
of planning, data governance.
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Figure 14 - OnDijon Smart city overview

OnDijon is based on the remote management from a connected control centre of all urban equipment
(traffic lights, public lighting, video projection, etc) of the area’s twenty-three communes. Urban equipment
is connected and managed remotely from the control room and service vehicles are geolocated: removal of
obstructions, road cleaning, road traffic regulation, public space surveillance, etc. Digital data recovered from
operators, equipment and services (transport, waste management, safety, etc) are shared in open date: This
is the first time that an open data project on this scale has been developed in France by a public administrative
body.
The OnDijon Metropolis project brings the following benefits to citizens:
•

easier journeys with simple and relevant tools to help them choose the fastest method of transport,
check availability and even book parking spaces in advance

•

adapted service quality for roads, enabling citizens to report road or footpath problems or waste
collection issues simplified administration through the digitalization of the procedures

•

safer public spaces by coordinating public safety measures and implementing decision-making tools
for use in the event of a crisis

•

generalisation of the participatory democracy process to best involve inhabitants in the life of the city
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OnDijon brought concrete benefits on both energy savings and eGovernance:
•

OnDijon reduced energy consumption by 65% thanks to a renovation of 34,000 lighting units with LED;

•

OnDijon relies on the EDF CitéGestion MUSE tool to manage urban assets (retractable access points,
street furniture, traffic lights, security in 180 municipal buildings), manage the maintenance planning
and operations, thus improving the quality of service delivered to inhabitants;

•

A connected command post across all 23 cities of the Metropolis was inaugurated on April 2019, which
gathers security, police and security, mobility, and snow command posts as well as citizens call center,
thus enabling better coordination of the public services offered to inhabitants;
Regarding Air Quality, the local air quality agency (ATMO BFC) offers publicly maps of air quality showing

pollutants, pollens, and an aggregated Air Quality Index. This service is used by citizens who often raise
questions or remarks based on this data. Air quality monitoring is also used by the Metropolis to ensure the
exposure of citizens remains under the regulatory thresholds.
Regarding eGovernance, statistics on energy consumed at the scale of the territory, and GHG
inventories, are computed on a yearly basis by the ATMO agency. After consolidation of data, they publish
manually every year (with one or two years of delay) this data which is used to monitor and adapt the Climate
Plans. This data is published in the Opteer platform developed by ATMO and used by Dijon Metropolis, which
provides access to this data and thematic dashboards.
Many other services are offered by Dijon Metropolis to inhabitants or third party institutions, such as
services for school, management of public space or information on construction. The Dijon eservices facilitate
the administrative interactions of inhabitants with public institutions, notably for schools, votes and elections,
alerts in case of flooding, demands of registry extractions, sport activities, or car park.
7.1.4.2

Expected services at PEB and Metropolis scales

During and beyond RESPONSE, Dijon Metropolis engaged for 3 years into a smart city dynamic. It also
defined a data governance strategy. The goals of the Metropolis include:
•

Facilitate the storage, sharing and access of data within the Metropolis, between the technical
services, in order to make the governance more efficient (cost efficiency, quality of service delivered
to inhabitants)

•

Share part of the data in open data, in order to provide inhabitants with information, keep up with
legal obligations, facilitate innovation and develop novel usages and local economics

•

Valorize Metropolis data on a contractual basis for research partnerships, develop new services for
governance and citizens
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•

Provide new services to the technical services of the Metropolis and to inhabitants
This data governance strategy is declined in practice in institutional evolutions (such as the delegation

of data management from communes to the Metropolis), organizational evolutions (department dedicated to
the management of data and geographic data, or roles such Chief Data Officer), development of centralized
ICT infrastructure on own funds. The future Integrated and Interconnected City Platform would provide
significant benefits and novel services:
•

Increase operational quality: better protection of inhabitants thanks to information on
temperatures, air quality and energy climate understanding.

•

Increase performance: with this shared datalake, based on time-series and spatial models, using
ontologies, partners and other users will be able to increase the quality of data analysis, using
structured data collapsed from several sources. Some partners who are not able to perform a data
platform could have benefits to register to the shared datalake, for storage, archives and perform
data analysis and models in dedicated containers.

•

Increased interactivity of city services: The shared datalake centralize territorial data within the local
public authority that could be consider as the data organizing authority (as it is the transport
organizing authority). This will increase the territorial economic attractivity, due to territorial
partners data valorisation. It could also open consideration about legacy changes in data sharing
process and responsibilities between territorial actors and the data organizing authority.

•

Informed policy making: This new approach of territorial data could develop new business models to
answer the new organization and data flows, and so an adaptation of services offered by companies
that provide data services (integration, broadcast, hosting). The data organizing authority has to
build this new architecture that assume data consistency and sovereignty.
Within the RESPONSE project, the Metropolis expects the Interconnected and Integrated City

Ecosystem to deliver different services at two different scales:
•

At the PEB level, interconnect the information systems to provide monitoring and remote
control/command, including the secured control and command of energy storage (electric batteries,
V2G charging stations), energy production (including PV) and energy management (remove control).
The system will be used by the PEB energy operators to monitor the performance of the energy
systems in the PEB, decide to tune the operations of some systems if relevant, remotely change the
settings of the equipments which allow it, and report energy performance. The monitoring will also
be used by the RESPONSE consortium to monitor and validate the positive energy balance of the
PEB.

•

At the city scale:
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o

support climate change mitigation by monitoring energy-climate plans and climate evolution
with indicators automatically refreshed, and

o

support climate change adaptation by tracking the environmental conditions at the scale of
the territory (temperatures, air quality), to raise alerts in case of dangerous temperatures or
air quality, and provide citizens with recommendations of urban oasis

An important effort was dedicated during T3.2 to refine the services expected at the city scale. In order
to clarify the services offered by the partners to inhabitants and the city technical services, a list of use cases
was defined with the partners providing the solutions for Temperature maps, Air quality Maps, Energy and
GHG indicators, and Hybrid AI. It led to the following key use cases:
•

Long-term temperatures maps: analyse the locations of heat islands during summer, urban oasis
during summer, heat islands during winter, and cool islands during winter. These maps will be used
to better understand the interplay between landuse, constructions and temperatures. This will
support urban planning and feed in the consideration of plans to adapt climate change. This data
might also be of interest for business implantation.

•

Short term temperature maps might be used by social services to recommend areas to avoid during
heat waves, raise alerts during heat waves, and recommend cooler locations for sensitive people.
These maps can also be used by employers to identify if they should send field workers in different
places (construction, maintenance, delivery…) during heat waves; by schoolteachers, or for tourism,
to recommend safe locations; for farmers to identify risks of freezing or needs of irrigation.

•

Short term air quality maps can be used by inhabitants to avoid dangerous locations.

•

Long term air quality maps enable the City to answer questions on the exposure of the population is
specific locations (such as schools)

•

Hybrid AI might be used to propose explanations of data, or make the data intelligible to a wide
audience

•

Hybrid AI might be used to compress large amount of data into a more compact content

•

Energy & GHG indicators are require to monitor Energy Climate Plans on renewable energy
production, global energy consumption, and GHG emissions.
In order to clarify the potential usage of Energy & GHG indicators by the services of the Metropolis,

EIFER subcontracted, with the methodological support of EDF, a user-centric study of needs. An ergonomist
interviewed 25 persons from various technical services and identified the key activities of these potential
users. The analysis of these activities clarified the expectations and needs regarding an energy climate
platform. The study confirmed the initial use cases with better details; for instance, as a recurrent activity of
services is to prepare presentations to report data and motivate local actors to join decarbonation, any
indicator should be easily extracted so users can create suitable representations. The study also identified
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unexpected needs: annotation of data to facilitate the interpretation of data, search for datasets, and creation
of personalized dashboards by the user themselves.
In order to prepare the definition of Energy & GHG indicators, the Metropolis animated, with the
support of EDF and EIFER, the identification of data, which is available, and can be gathered, from every energy
utility. This highlighted difficulties in the availability of data (some energy utilities do not monitor energy
distributed at a fine timescale or spatial scale), in the possibility to extract data (some energy utilities do not
automatically process smart counter data), and in the conditions to access it (need of conventions for data
access, data inaccessible for confidentiality reasons, need for the Metropolis to anonymize data itself). This
global activity clarified the expectations, but also the feasibility, relatively to services expected for Energy &
GHG indicators.
7.1.4.3

Existing infrastructure in Dijon Metropolis

The pre-existing infrastructure in Dijon Metropolis of interest in the RESPONSE project include the
OnDijon infrastructure for the centralized management of assets and planning of Field interventions, the
MUSTARDijon sensor network for temperatures, and the Air quality sensors deployed by UBFC.
7.1.4.3.1

OnDijon Management of Assets and Field Interventions

OnDijon (see Error! Reference source not found.15) is based on the remote management from a
connected control centre of all urban equipment (traffic lights, public lighting, video projection, etc) of the
area’s twenty-three communes. Urban equipment is connected and managed remotely from the control room
and service vehicles are geolocated: removal of obstructions, road cleaning, road traffic regulation, public
space surveillance, etc. Digital data recovered from operators, equipment and services (transport, waste
management, safety, etc) are shared in open data.
The OnDijon infrastructure already operates a data lake, i.e. a place where several ICT infrastructure
merge information, and are organized for data governance (Chief Data Officer). Sensors for air quality,
temperature, mobility are gathered through an IoT communication bus, based on Apache ActiveMQ, and are
inserted using a rule engine powered by Node-RED into a data lake based on Apache Cassandra exposed with
APIs using a NodeJS server.
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Figure 15 - Architecture of OnDijon infrastructure

7.1.4.3.2

MUSTARDijon Temperature Sensors

Since June 2014, hourly measurements of temperature (3 m above ground level) have been recorded
by the MUSTARDijon network. In addition to the Meteo France station, 50 sensors have been deployed in
2014, to sample and characterize urban temperature under contrasting urban morphologies (as inferred by
Local Climate Zones). This network was designed to capture meso-scale rather than micro-scale thermal
conditions. It has been densified (59 sensors in 2016, and 71 in 2020), the latter additional sites being
specifically dedicated to urban cool islands and highly vegetated sites. In 2020 a sensor was stolen and were
chosen to deactivate three deemed redundant. At the start of 2021, the MUSTARDijon network thus comprises
67 stations in addition to the Meteo France station (Fig. 16). In the picture below (Satellite Image © Google
Earth) appears with: i) yellow, sensors deployed in June 2014, ii) blue, sensors deployed in May 2016, iii) green,
sensors deployed in July 2020 for urban cool island studies and iv) black, closed in 2020.
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Figure 16 - The MUSTARDijon network over the Dijon metropolitan area.

In 2020, the MUSTARDijon network joined the Service National d'Observation (SNO) Observil supported
by CNRS, the main French public research agency. Although the network has originally been deployed for
fundamental research studies, it has been entirely upgraded in 2020-2021 with connected sensors (Hobo
MicroRX) transmitting hourly temperature and humidity every 6hrs through 4G cellular networks, with solar
power allowing for their deployment in peri-urban areas (Fig. 5,6). The corresponding data fluxes will be used,
in RESPONSE, for near real-time urban heat island monitoring. Since 2020, three stations also include radiative
flux measurements (pyranometer: upper black sensor) and horizontal wind measurements (anemometer:
white sensor on the right), as shown in Figure 18.

Figure 17 - Τemperature and humidity sensors(in the radiative shields)and their solar power panels
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Figure 18 - Τemperature and humidity sensors(in the radiative shields)and their solar power panels

7.1.4.3.3 Air Quality sensors (Atmo BFC)
Air quality measurement stations
In Dijon Metropole, the regulatory monitoring of air quality is ensured by the deployment of various
tools, including a network of fixed stations. All of this is installed, managed and operated in accordance with
the European directives defining the organization of monitoring136. A fixed station houses one or more
analyzers, each of which measures a specific pollutant continuously and automatically. At least regulated
pollutants such as ozone (O3 ), nitrogen oxides (NOx ) and particulate matter (PM10, PM2.5) are measured.
On the territory of Dijon metropole, we count four fixed stations.

136

Directives 2004/107/CE and 2008/50/CE
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Figure 19 - Map of air quality measurement stations Atmo BFC

Method of air quality measurement
ATMO Bourgogne-Franche-Comté is accredited by COFRAC Essais for ambient air quality monitoring
measurements of NO, NOx, NO2, O3 and PM10 / PM2.5. The measurements are carried out according to the
European CEN standards. These European CEN standards are shown in the Figure 20.

Pollutant
Ozone – O3
Nitrogen oxides - NOx
PM10
PM2.5

Standard applied
NF EN 14 625 (2013)
NF EN 14 211 (2012)
NF EN 16 450 (2017)
NF EN 16 450 (2017)

Figure 20 - Pollutant European CEN standards
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Functioning of air quality station
Each fixed station is equipped with one or more air sampling heads, adapted to the pollutant measured
by the analyzer to which it is connected. Each analyzer is connected to an acquisition station, which centralizes
all the measurement results (one data item every quarter of an hour for gases, every hour for particles). These
data are transmitted via an Internet connection and a Virtual Private Network (VPN) tunnel to a database
where they are made available for Atmo BFC's work. The technical service can thus carry out certain operations
remotely, such as calibrating or rebooting equipment. As the measurement data are continuously fed into the
database, they are critically analyzed on a daily basis in order to validate their reliability before they are used.
Once validated, these data are available on our website, on regional and national open data spaces, they feed
air quality forecasts, modelling maps, alert devices, monitoring reports and other specific studies.

Figure 21 - Functioning of air quality station

7.1.4.4

Foreseen Interconnected and Integrated City Ecosystem at PEB scale

At the PEB scale, various systems will be interconnected to form three self-consumption zones: one for
the city of Dijon, one for Orvitis social housing and one for Grand Dijon Habitat social housing. Solar panels are
going to be installed in each of them, while energy storage assets (batteries, hot water tanks and electrical
vehicles) are going to be installed on the specific locations.
In order to monitor and control those assets, EDF is going to implement the innovative solution baptised
Super EMS (Energy Management System). It will be in charge of the optimization of assets usage with the main
goal to avoid the reinjection of the the energy produced in self-consumption zones into the electrical grid.
Three products of EDF are going to be deployed:
1. Clevery – the optimization tool that calculates power setpoints for all the assets of the system. Instead
of real-time control, which can be expensive and project specific (thus hardy replicable), Clevery will
calculate schedules for couple of days in advance. Its mathematical method will use two sorts of input
data: data history from previous days and weather forecast.
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2. GeneSys - set of solutions for control, supervision and management of electrical grids and assets,
developed entirely at EDF R&D. It consists of software, hardware, and engineering processes.
Altogether, they form an ecosystem which is normalized according to IEC standards, interoperable,
agile, and cyber secured.
3. EMPAIR (Equipement Modulaire de Protection des Accès Industriels Répartis, in French) - hardware
and software solution used in industrial environments such as electrical substations, renewable
energy plants etc. EMPAIR has several cyber security features on the software and on the hardware
level. Its main purpose is to protect TSOs/DSOs information system against on one side, and on-site
devices on the other side. EMPAIR is presented in the figure below.

Figure 22 - EMPAIR device

The super EMS architecture is presented in the following figure.

Figure 23 - Super EMS architecture

Clevery will be implemented on a cloud server. Its setpoints will be set to assets by using the first
instance of GeneSys, also installed on the server. Clevery is going to run periodically, in an automated manner,
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and the calculated schedules are going to be written in a database. GeneSys will take the schedules and send
it to the assets if the form of hourly power setpoints.
There are three groups of assets in Dijon to be interacted with. In the Buffon School, one EMPAIR device
with the third instance of GeneSys will be deployed. It will be connected to the local area network to
communicate with the local EMS in charge of batteries, and to harvest the data from PV panels. The second
zone is Orvitis social housing where the third instance of GeneSys will be installed on standard PLC. This device
will control and monitor one hot water tank. The third group of assets are vehicle-to-grid EV chargers,
operated by Dreev. Charges will be reached through the Dreev platform which will do the rest for transferring
the setpoints. The communication with the Dreev platform will be done in https, while IEC 61850 MMS will be
used between GeneSys instances. All the distant communications will be secured at least by VPN tunnels and
port mapping method, and the local communication security will rely on rigorous firewall rules.

7.1.4.5

Foreseen Interconnected and Integrated City Ecosystem at Metropolis scale

We depict in the following Figure the overview of the ICT infrastructure in Dijon Metropolis. The PEB
assets (yellow) are interconnected to enable PEB scale control and command of energy, as described in more
details in the previous section. The blue part depicts the principle of the the Integrated City Ecosystem at the
Metropolis scale:
•

Data is collected from the Information Systems of Energy utilities (electricity, gaz, heat), sensor data
(air quality, temperature), sensor data retrieved from the OnDijon datalake.

•

The shared data lake is in charge of loading the data, contextualize it, share it with selected partners.

•

Various partners create indicators (air quality maps, temperature maps, energy indicators, GHG
indicators) based on the data available in the data lake, and share it back to the shared data lake

•

The Energy and Climate Dashboard displays indicators in a dashboard used by the technical services
of the city for eGovernance,

•

An open data portal publishes part of the data in a public way.

•

Data is shared to RESPONSE partners who might use it to enhance their own services (ATMO for
integration in the Opteer observatory of energy and air quality, Civocracy if the data might be of use
for empowerment)
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Figure 24 - Overview of ICT components in the RESPONSE proposal in Dijon and their users.

The existing OnDijon infrastructure for the collection of sensor data will be used to feed the new data
lake using webservices. During RESPONSE, the shared datalake will build a second pillar of the smart city
devoted to energy (usages, potential reduction for mitigation of climate change) and climate (expected
impacts, adaptation resilience).
At the City Scale, the Metropolis will design, implement, and deploy (on own funds) a Shared data lake
(IE 4.1.2), which will:
•

gather and store data from utilities (heat networks, electricity)

•

gather and store sensor data (temperatures, air quality)

•

store and capitalize data on the territory (sociodemographic data, statistical data, geographical data)
and data internal to the Metropolis

•

share this data internally to the consortium, and later to the population

•

protect privacy by using suitable protection measures (see chapter XXX differential privacy)
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7.2 City APIs preparation for LightHouse Cities
In order to prepare the creation of the Interconnected and Integrated City Ecosystem in both Turku and
Dijon Metropolis, partners of RESPONSE develop APIs which enable interconnection of information systems
both in the short term (interconnection of existing and new information systems) and the long term beyond
RESPONSE.
7.2.1

City APIs in Turku [IS 4.1 lead]

7.2.1.1

Overview

See D3.1, “Master City plans for TA#4 Integrated and Interconnected City Ecosystems Ecosystems”,
section 4.3 “Overview of the Integrated Solutions”
The Smart Knowledge Graph acts as the interoperability enabler in the ecosystem of services in Turku.

Figure 25 - Smart City Knowledge Graph

The end user view for the situational awareness tool will be implemented on top of the n-bridges
platform137 . At the core of the platform is a graph database that stores information about slowly changing
urban structures such as streets, addresses, buildings, etc. They form the canvas for constantly unfolding
events, such as air quality observations. Instead of storing data for all events, only meaningful events that are
relevant to the current problem are stored in the chart. The chart data then serves as input to various AI
methods used to further enrich the data and perform tasks such as anomaly detection.

137

https://n-bridges.com/
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Figure 26 - Smart City Dynamic Data

Regarding District heating, cooling and flexibility control situational awareness and anomaly detection,
the key technical partners involved in the implementation are: Turku City Data (TCD) providing the platform
of the situational awareness tool, VTT together with Egain providing the anomaly detection algorithms and
functionalities for the tool, Egain providing IoT sensors for collecting the indoor condition data to be used in
the anomaly detection, HögforsGST providing data for the anomaly detection, Turku Energia as the DH
operator as the end user of the tool.
The developments of the Smart Knowledge Graph are driven in T3.4, and are therefore not detailed in
detail in this report. As written in the interim report, the smart knowledge graph was defined and developed,
and is ready to support interconnections during tasks T3.4 and T3.5.

7.2.2

City APIs in Dijon

7.2.2.1

Preparation of APIs for PEBs: GeneSys

The main progress in 2022 has been the thorough specification of super EMS architecture, hand in hand
with Dijon Metropole and the equipment providers. By narrowing the initial, quite broad system description,
clear strategies have been achieved concerning the control architecture, self-consumption use cases,
communication protocols, data model and cyber security.
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The control architecture has been presented in the previous chapter. The use cases cover all the possible
situations on site during the system exploitation in all three self-consumption zones. One example is given in
the Figure 27.

Figure 27 - Use case of power flow in Orvitis social housing with hot water tank

The main goal of this type of diagram is to define precisely how Clevery should optimize the PV
production usage in Orvitis self-consumption zone. In this example, it is chosen to prioritize the solar energy
for the consumption, afterwards to the water tank and finally to the grid. If there is an excess of energy after
suppling the consumption, it is sent to the water tank. On the other hand, if the PV energy is not enough, the
demand is met using electrical grid energy. The hot water tank should bever be powered by the electrical grid.
When it comes to the communication protocols and APIs, an analysis of all the interface was needed.
The first one is the communication between Clevery and GeneSys. It is presented in the Figure 28.

Figure 28 - Communication Clevery - GeneSys

There are two directions, one for sending the setpoints and the second one to harvest the
measurements. Handling the setpoint dispatch follows the sequences:
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1 – Clevery runs periodically (each couple of days for instance) and writes the optimization results in the
database.
2- A python script reads the setpoints from the DB and hands them to GeneSys. It is done by using the API DBus.

Figure 29 - Genesys D- Bus communication example

3- The setpoints are written into the GeneSys IEC 61850 data model. Data modelling will be done according to
IEC 61850 modelling principles. The model contains all the signals that will be used in the system (setpoints,
measurements, parameters, warning, alarms). It is transmitted to GeneSys in form of xml file, specified by the
standard. A data model example is given below.

Figure 30 - IEC 61850 data model example

4 – GeneSys IEC 61850 MMC communication module sends the data to the devices in Dijon. This protocol is
used because it takes the full advantage of IEC 61850 capabilities and provides a buffer that prevents data loss
in case of interrupted communication. It is configured in GeneSys.
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Figure 31 - GeneSys MMS configuration example

When GeneSys runs, it can be folowed by foreground terminal, or via log files.
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Figure 32 - Exemple of GeneSys operating in the real-time

For the measurement harvesting, the procedure is inverse.
4- The data is received thanks to MMS protocol.
5- The IEC 61850 data model is updated with the new measurements.
6 – Python script query the GeneSys data model via D – Bus and writes the signals into the DB.
This interface of two EDF in- house product has never been done before the RESPONSE project.
The next interface is with Dreev platform, and that will be done by using https modules in Python. Dreev
exposes an API interface, which was communicated via .yaml file. A part of the API is given in the Figure 33.

Figure 33 - Dreev API for communication
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During the development phase of the project, in 2020, it was proposed to control EV chargers by
communicating directly with charges by using OCPP protocol. However, it was decided to switch to the
communication via Dreev platform as it is more compliant with Dreev IT policy.
On-site communication with hot water tank controller (Orvitis), batteries’ EMS and PV panels (Buffon
school) is supposed be done in Modbus TCP/IPprotocol. The example of GeneSys Modbus development is
presented in the figure below.

Figure 34 - GeneSys Modbus communication TCP/IP example

The data modelling has been described above. The IEC 61850 modelling will be applied.
Finally, the secured communication will be achieved thanks to VPN tunnelling and firewall constraints.
Each device will be configured by EDF cyber security experts in a way that it will accept messages from specific
IP addresses. VPN tunnels can be accessed only with appropriate certificates generated by the EDF.
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Figure 35 - VPN certification sample

The production of the above-mentioned elements started at the end of 2021. It is planned to
commission the whole system by the end of 2022. The deployments and tests will take place in T3.3.

7.2.2.2

Preparation of APIs for City Scale: Dijon Metropolis

In order to prepare the City-scale APIs organized around the Shared Datalake, the partners first clarified
the detailed flow of data with every partner. This flow of data clarified the needs regarding the APIs in terms
of nature of flow (push, pull), nature of data (time series, raster data, symbolic data…), volume and frequency,
and protocols. This step helped the partners to qualify each contribution, and refine inputs and outputs,
compared with expected use cases. It challenged the partners and data providers about their capacity to share
data (automatic or manually) and define the temporal and spatial scale of aggregation. The collection was
traduced in schemas of flows of data, focused in four domains.
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7.2.2.2.1

Computation of Hybrid AI indicators

Figure 36 - Flow of data for computation of Hybrid AI indicators

Different data sources from several producers (energy providers, partners, public organizations, Dijon
metropolis…) will be injected in the shared datalake. These data, after ingestion, storage, harmonization,
structuration, will be shared to be consumed by the Energy Climate Platform, Open data portal, and Hybrid IA
Algorithms. The result of the algorithms will be provided new resulting indicators that will be published in the
Open data portal.
7.2.2.2.2 Computation of temperature maps and indicators
Different data sources from several producers (partners, public organizations, Dijon metropolis…) will
be injected in the shared datalake. These data, after ingestion, storage, harmonization, structuration, will be
shared to be consumed by the Energy Climate Platform, Open data portal, and Hybrid IA Algorithms, but also
in other solutions (AirToGo, ATMO BFC website).
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Figure 37 - Flows of data for computation of temperature maps and indicators

Figure 38 - Flows of data for alternative computation of temperature maps and indicators

7.2.2.2.3 Computation of Air Quality maps and indicators
Different data sources from several producers (partners, public organizations) will be used by ATMO
BFC to compute maps. These maps and the measurement data will be injected in the shared datalake. These
data, after ingestion, storage, harmonization, structuration, will be shared to be consumed by the Energy
Climate Platform, Open data portal, and Hybrid IA Algorithms, but also in other solutions (AirToGo, ATMO BFC
website).
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Figure 39 - Flows of data for computation of Air Quality maps and indicators

7.2.2.2.4 Computation of Energy and GHG indicators
Different data sources from several producers (energy providers, partners, public organizations, Dijon
metropolis…) will be injected in the shared datalake. These data, after ingestion, storage, harmonization,
structuration, will be shared to be consumed by the Energy Climate Dashboard, Open data portal, but also in
other solutions (OPTEER portal).

Figure 40 - Flows of data for computation of Energy and GHG indicators
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7.2.2.2.5 Shared Datalake functional requirements
The flows of data were an important input for Dijon metropolis to write the specifications of the shared
datalake, and prepare the public call for tender published in January of 2022.

Figure 41 - Target architecture projection

The special technical specifications included for the public call contain general goals expected for input
API:
-

The solution should permit data integration through batch mode

-

The solution should permit data integration through an event process, provided by a BUS (ESB) or
push/pull from/by an API
The special technical specifications included for the public call contain general goals expected for output

API:
-

Time series should be provided through API, using XML, XLS, XLSX, CSV, JSON and NetCDF format, for
a period set up in the request

-

Maps should be provided for a specific date or date range set up in the request
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o

Web service protocol: Web Feature Service (WFS), Web Map Service (WMS), Web Map Time
Service (WMTS) (OGC open standards)

o

Data format: GeoPackage (OGC open format), GeoJSON and image format (BMP, GIF, JPG,
PNG, GeoTIFF)

-

API should be secured in access control, call frequency and volume transmitted by period, through a
API management
The actual deployment of the infrastructure will take place in task T3.3

7.3 Summary
7.3.1

Progress and contribution to the objective
We presented for both Light House Cities the existing City Information Platform (CIP) and the services

it offers, the services expected once upgraded into Interconnected and Integrated City Information Platforms,
and the progress of APIs in Dijon Metropolis.
The development of APIs on the side of Turku are hosted in task T3.4, and were therefore not covered
in detail in this report. Other monitoring documents such as the interim report indicate satisfying progress in
this task.
The development of APIs on the side of Dijon appears in line with expectations of the task. The offsite
development of APIs for the PEB scale, which are required for the operation and monitoring of performance
of the Positive Energy Blocks, was driven as expected. The APIs of the Metropolis scale were prepared with
the clarification of the needs of the end users, the use cases, and the flows of data required to satisfy the novel
services. These activities will continue in the frame of T3.3.
7.3.2

Future Work and Perspectives
In between the Master Planning done in T3.1 and visible in D3.1, and the implementation of ICT in Turku

(T3.4) and Dijon Metropolis (T3.3), the task T3.2 enabled to identify the barriers and solutions (see chapters X
to Y), and prepared City APIs which pave the way to the new usages expected on both LHC. These City APIs
constitute inputs to implementation in T3.3 (Dijon) and T3.4 (Turku).
These demonstrations of IE also illustrate for Fellow Cities, and any other European City interested in a
similar dynamic, to reuse the technology or knowledge created during RESPONSE.
Task T3.6 will later reintegrate these City APIs, and the Innovative Elements and their interconnections,
into a portfolio of activities suitable for replication in fellow cities or other European Cities. Beyond these
technical solutions, all the questions, challenges and solutions identified in previous chapters are also highly
relevant for replication studies.
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Conclusion
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8. Chapter 8 – Conclusion
Data governance matters related to Smart Cities appear to be a relatively new topic when routed in the
implementation of a datalake. The overall objective of the deliverable is to clarify some of the challenges data
processor have to face when implementing smart solutions, facilitating interoperability in the smart city
context. The use of a datalake seems, because of its architecture, to strengthen those problems as it allows
for a concentration of information and for the collaboration of several actors of different nature, public and
private.
Two specific elements emerge from this study. On the one hand, elements related to privacy protection
and personal data. On the other hand, elements related to interoperability and city APIs.
The implementation of a datalake raise a certain number of question when it comes to privacy and data
governance. Not only, its functioning is based on the processing of a great numer of data, but it also appears
to generate and facilitate data exchange between several partners, every one of them working and enhancing
the available information. This operating method challenges personal data protection laws as it relies on an
extensive flow of data. However, the deconstruction of the legal regime operated in this deliverable helps
understand the rights and obligations of each party, in a compliance approach of the matter. Backed by
solutions related to ethic, cyber security and cyber hygiene, those elements provide a process to ensure that
no privacy risks are taken.
Regarding interoperability, the demonstration of Interconnection and Integration of City Platforms in
both Turku and Dijon Metropolis stands as two different infrastructures and ecosystems. Yet these two
platforms share common points: the conception and first developments of APIs which will offer the expected
services thanks to the development of ICT components, interoperability with APIs. These APIs are currently
being prepared and developed off-site and will be later deployed during the project as part of tasks T3.3 (for
Dijon Metropolis) and T3.4 and T3.5 (for Turku).
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