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Executive Summary 

Deliverable D12.6 Cyber Data Security and Identity Management Plan – V1 describes the security related 

aspects, including security policies, standards, plans and  requirements of citizens and stakeholders, 

supporting the mission of the RESPONSE project, strategic security and identity management planning 

unique to data sharing in smart cities, and strategies to implement a layered data protection framework.  

egal and regulatory compliance in the context of the RESPONSE project.  

D12.6 heavily depends on the available knowledge about the RESPONSE Innovative Elements (IE) on 

energy transition innovations and mobolizing collectie intelligence through citizen and stakeholder 

engagement in the two Lighthouse Cities (LHCs) (Dijon (DM), Turku (TURKU)). For this reason, the 

creation of the deliverable follows a sequential procedure, following the process of knowledge creation 

in the RESPONSE LHCs that happen in WP3, WP4 and WP8. 

 

This document introduces the global vision of cyber-security management planning in smart cities and 

reviews several guidelines that could be used in the RESPONSE project to define project cyber data 

security and identity management plan.  Relative initiatives in terms of cyber security in the smart cities 

domain are also reviewed. Then introductory polling of two LHCs were conducted and some preliminary 

results are discussed. Several tools and frameworks mentioned in the review will be used to develop 

cyber data security and identity management plan (Chapter 2). Cyber data security management policy 

and specifications of the project’s Data Protection Framework focusing on data security management 

and investigating strategies based on the layered data protection is introduced and discussed. Core 

elements of cyber data security and identity planning in RESPONSE project are proposed (Chapter 3).  

 

The next, 2nd version, which is due to month 24, will identify and document the critical cyber-security 

and privacy challenges associated with deployment and utilization of City Information Platforms (CIP)  

and Interconnected City Ecosystem services, systems and digital tools in LHCs. Based on the results of 

questionnaire it will provide a more deep analysis of the cyber-security and privacy issues relevant to 

LHCs offering a narrower picture of their activities as a whole. Moreover, it will outline the recommended 

actions to address the cyber-security and privacy challenges and to mitigate relevant cyber risks focusing 

on data security management and investigating strategies to implement a layered data protection 

framework. 
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Chapter 1 – Introduction 

1.1 Objective 

This deliverable D12.7 Cyber Data Security and Identity Management Plan – V1 has been prepared within the 

T12.5 Cyber Security Management of the RESPONSE project. It covers the issues related to Cyber Security and 

Identity Planning (CSIP) in smart cities. The objectives of this deliverable are to provide detailed specifications 

of the project’s Data Protection Framework involving three aspects (see Figure 1) as governance, cyber data 

security and identity management, and focusing on:  

1. Alignment with security policies, standards, plans and  requirements of citizens and stakeholders. 

2. Support of the mission of the RESPONSE project.  

3. Strategic Security and Identity Management Plan unique to data sharing in smart cities. 

4. Strategies to implement a layered data protection framework.  

 

Figure 1 – The main objectives of this deliverable   

1.2 Approach 

This document provides an overview of several standards and best practices in cyber security  that shall apply 

to the RESPONSE project. The deliverable aims to provide partners with several tools and approaches that can 

be used in order to conduct smart city-specific security risks if they arise. Several guidelines are mentioned in 

this deliverable and shall be used in order to identify cyber security issues. A principal intent of the strategic 

security plan is to provide the mechanisms and philosophy of achieving the overall direction of the protection 
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system agreed upon by the stakeholders. It should be reflective of guiding beliefs and align these with daily 

practices in the protection program.  

1.3 Relevance to other deliverables 

Two versions of the Cyber Data Security and Identity Management Plan will be prepared throughout the 

RESPONSE project. The D12.7 is the first deliverable, whereas the D12.22 Cyber Data Security and Identity 

Management Plan – V2 will be prepared and issued in M24. 

This deliverable is closely related to the D3.2 RESPONSE Data Governance and CIP Operational Framework, 

D12.5 Data Management Plan, D13.1 Ethics Requirement 1, D13.2 POPD Requirement 2, and D12.6 Ethical 

Monitoring and Contingency Plan – V1, which has been delivered until now. The deliverables provide inputs 

on how smart cities gather, share and utilise data, what data are shared and what policies are used for data 

management. This knowledge allows us to analyse security and privacy challenges in smart cities and develop 

a new cyber security and identity management strategy and planning. Due to the diversity and large number 

of technologies that can be used in smart cities, we mainly focus on challenges and issues that are unique to 

LHCs.  

1.4 Structure of the deliverable 

The first part of this deliverable is dedicated to the analysis of normative base and regulated policies in cyber 

security applicable to the smart city ecosystem. It contains a review of the related EU funded projects that can 

be used in different aspects of smart city cybersecurity. The deliverable also presents an overview of several 

frameworks and specifications for establishing and implementing a citywide, strategic-level, security-minded 

approach in order to have a comprehensive view of the matter.  

Then a Cyber Data Security and Identity Management Policy is set, in order to establish the process to be used 

to identify, record, manage and monitor cyber security risks. Chapter 2 presents state-of-the-art cyber security 

for smart cities and analyses cybersecurity best practices and standards applied to smart cities. Cybersecurity-

related methodology, regulated policies and frameworks applicable to smart cities are also described together 

with the first insight into Cyber Security and Data Sharing in LHCs (Dijon and Turku). Chapter 3 provides cyber 

data security management policy in terms of overall strategy, categorization of layers, possible risks and 

security measures and identity management plans. Basic elements of cyber data security and identity planning 

in the RESPONSE project are provided. Chapter 4  contains conclusions. Appendix A provides the overview of 

the standards and best practices with information and/or instructions about cyber security. Appendix B 

provides the template of the survey to the RESPONSE LHCs. 
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Chapter 2 – Cyber Security Challenges in Smart City Ecosystem 

2.1 The state-of-the-art in Cyber Security for Smart Cities 

Security can be seen as a global need to reach “freedom from, or resilience against the potential harm caused 

by others.”1 Cyber security is a subset of security that focuses on computing systems, their data exchange 

channels and the information they process, the violations of which may be sanctioned under criminal law2. 

Now, cyber security has become a part of reality that is closely related to smart city governance, strategy and 

policies. It requires maturity of all critical components, such as, people, infrastructure, applications, services, 

resource allocation, configuration and management.  

A high level of cyber security should be guaranteed in compliance with relevant EU security legislation3 and 

with due regard to the best available techniques for ensuring the highest level of protection4 .  In the 

RESPONSE context, cyber security, will be incorporated into overall open, interdisciplinary, holistic approach 

for designing integrated solutions for enabling smart cities to be more efficient and secure. The questions of 

legal and regulatory compliance, as well as aspects of personal data protection, are discussed in deliverable 

D3.2 Data Governance and RESPONSE Integrated and Interconnected City Ecosystem mandating cross-

platform collaboration and deliverable D12.6 Ethical Monitoring and Contingency Plan.   

Therefore, the main focus of this chapter has been put on the collaboration with Lighthouse cities (LHC) to 

achieve their feedback on security-related questions. Their responses were proceeded together with an 

analysis of normative base on cybersecurity and data protection with particular focus on technical EU 

standards and regulatory frameworks on smart city cybersecurity and cyber hygiene.  

2.1.1 The shortlist of cybersecurity best practices and standards applied to smart 

cities 

Security elements have been included in numerous standards over many years.  There is significant number 

of standards developed by EU organizations (ETSI, ENISA, NEN, DIN, CEN, CENELEC) focused on security 

mechanisms, privacy and security aspects.  A large number of them are applicable to the infrastructure 

elements of smart cities. Some of them are listed below; the more detailed information about standards is 

represented in Appendix A. However, as can be seen further, most of security standards are tailored and 

address either a specific industry or specific component of smart city infrastructure. These standards cover 

                                                           
1 Security https://en.wikipedia.org/wiki/Security  
2 Council of Europe CETS No. 185 Convention on Cybercrime, opened for signature Nov. 23, 2001.  
3 Directive (EU) 2016/1148 
4 Identification and Selection of Best Available Techniques for the 10 common minimum functional requirements related to the Smart Metering 
System roll-out under a Cyber-Security and Privacy Perspective, 30/05/2016 

https://en.wikipedia.org/wiki/Security
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networking, mobile devices, vehicle communications, personal health devices, smart grid technologies, 

storage devices, etc.  

The IEEE is one of the major players in defining technical standards for the Internet of Things (IoT) and network 

security: 

• IEEE 802.21a-2012 IEEE Standard for Local and Metropolitan Area Networks: Media Independent 

Handover Services - Amendment for Security Extensions to Media Independent Handover 

Services and Protocol 

• IEEE P1912, Privacy and Security Architecture for Consumer Wireless Devices Working Group - 

currently being developed and approved PAR, describes a common communication architecture 

and approaches for end user security including device discovery/recognition, user 

authentication, and user control of tracking items/people and sharing of information. 

• IEEE 802.1X-2020 IEEE Standard for Local and metropolitan area networks-Port-Based Network 

Access Control  

• IEEE 802.1AE-2006 IEEE Standard for Local and Metropolitan Area Networks: Media Access 

Control (MAC) Security; Security capabilities expanded by IEEE 802.1AEbw-2013.  

• IEEE 802.1AR-2009 Standard for Local and metropolitan area networks - Secure Device Identity  

• IEEE 11-2012 series IEEE Standard for Information technology-Telecommunications and 

information exchange between systems Local and metropolitan area networks-Specific 

requirements Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) 

Specifications  

• IEEE 802.15.4-2015 IEEE Standard for Local and metropolitan area networks-Part 15.4: Low-Rate 

Wireless Personal Area Networks (LR-WPANs) 

As it mentioned in THALES5, at the highest international level, the International Organization for Standards 
(ISO) has released a set of standards to cover different aspects of cybersecurity. These documents include: 

• ISO/IEC 22301 (business continuity management systems)  

• ISO/IEC 27001:20136 (best-practice information security management systems) 

• ISO/IEC 27002:20137 (guidelines for organizational information security standards and 

information security management practices) 

• ISO/IEC 27031 (readiness for business continuity) 

• ISO/IEC 27032 (cybersecurity) 

• ISO/IEC 27035 (incident management) 

                                                           
5 THALES, Digital identity and Security https://www.thalesgroup.com/en/markets/digital-identity-and-security/iot/inspired/iot-regulations 
6 ISO/IEC 27001:2013 - Information technology - Security techniques - Information security management systems – Requirements 

7 ISO/IEC 27002:2013 Information technology — Security techniques — Code of practice for information security controls 

https://www.iso.org/standard/50038.html
https://www.iso.org/isoiec-27001-information-security.html
https://www.iso.org/standard/78771.html
https://www.iso.org/standard/44375.html
https://www.iso.org/standard/44379.html
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• ISO/IEC 27001 & 27002 (basic knowledge of security measures)  

• SS-ISO/IEC 27005:20138 (information security risk management) 

• ISO/IEC 62351 Security Standard for TC 57 series of protocols  

• ISO/IEC 29100:20119 (security techniques an privacy framework) 

• ISO/IEC 30182:201710 (guidance on a smart city concept model (SCCM) for ensuring 

interoperability between smart city components)   

Several initiatives are following this path: in France, ANSSI has produced the “40 Essential Measures for a 

Healthy Network” guide11 dedicated to people in charge of information systems security.  Other important 

security related guidelines and frameworks impacting the IoT and smart city infrastructure in Europe and the 

United States related to the scope of the RESPONSE project are listed below. 

• NIST SP 800-6012 (information security) 

• Global City Teams Challenge 2019: Smart and Secure Cities and Communities Challenge (SC3) 

GCTC-SC3 Cybersecurity and Privacy Advisory Committee Guidebook13. A Risk Management 

Approach to Smart City Cybersecurity and Privacy 

• NEN 7512:2005 nl Health informatics - Information security in the healthcare sector - Basis for 

trust for exchange of data (Netherlands)  

• ENISA, Cyber Security for Smart Cities - an Architecture Model for Public Transport14  

• ISO/TS 24533 Intelligent transport systems - Electronic information exchange to facilitate the 

movement of freight and its intermodal transfer - Road transport information exchange 

methodology 

• NEN-EN-ISO 24534-3:2013 Intelligent transport systems - Automatic vehicle and equipment 

identification - Electronic registration identification (ERI) for vehicles - Part 3: Vehicle data 

British Standards Institution (BSI) is one of leading organizations in Europe that developed several 

standards/guidelines related to smart cities. In collaboration with Cities Standards Institute (CSI), BSI has 

issued the following five standards:  

• PAS 181, Smart City Framework Guide to establish strategies for smart cities and communities.  

• PAS 182, Smart City Concept Model Guide to establish a model for data interoperability.  

                                                           
8 SS-ISO/IEC 27005:2013 Information technology - Security techniques - Information security risk management 
9 ISO/IEC 29100:2011 Information technology – Security Techniques – Privacy framework http://www.iso.org/iso/iso_catalogue 
/catalouge_tc/catalouge_detail.htmcsnumber=45123 
10 SO/IEC 30182:2017 Smart city concept model — Guidance for establishing a model for data interoperability https://www.iso.org/standard/ 
53302.html  
11 https://www.ssi.gouv.fr/uploads/IMG/pdf/guide_hygiene_v1-2-1_en.pdf  
12 https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf  
13 https://pages.nist.gov/GCTC/uploads/blueprints/2019_GCTC-SC3_Cybersecurity_and_Privacy_Advisory_Committee_Guidebook_July_2019.pdf  
14 https://www.enisa.europa.eu/publications/smart-cities-architecture-model/at_download/fullReport  

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf
http://www.iso.org/iso/iso_catalogue%20/catalouge_tc/catalouge_detail.htmcsnumber=45123
http://www.iso.org/iso/iso_catalogue%20/catalouge_tc/catalouge_detail.htmcsnumber=45123
https://www.iso.org/standard/%2053302.html
https://www.iso.org/standard/%2053302.html
https://www.ssi.gouv.fr/uploads/IMG/pdf/guide_hygiene_v1-2-1_en.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf
https://pages.nist.gov/GCTC/uploads/blueprints/2019_GCTC-SC3_Cybersecurity_and_Privacy_Advisory_Committee_Guidebook_July_2019.pdf
https://www.enisa.europa.eu/publications/smart-cities-architecture-model/at_download/fullReport
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• PAS 183, Smart Cities Guide to establish a decision-making framework for sharing data and 

information services.  

• PAS 184, Smart Cities Guide to develop project proposals for delivering smart city solutions. 

• PAS 185, Smart Cities Specification for establishing and implementing a security-minded 

approach. 

Results of on our analysis show that the large majority of standards facilitate the development and 

conceptualisation of smart cities and their strategy, but offer little guidance on security of the citywide 

infrastructure.  

Despite of this fact, there are following two standards that could be useful in the RESPONSE project for 

preparation cyber data security and identity management plan in smart citywide level: 

• Connected Places: Cyber Security Principles  

In 2020, UK’s National Cyber Security Centre (NCSC) published new guidance on securing smart city 

– Connected Places: Cyber Security Principles15. This document explains how connected places can be 

designed to protect data, be resilient, scalable, less exposed to risk and supported by sufficient network 

monitoring. Its main goal is “to help designers, owners and managers of systems to have the tools they need 

to make well-informed cyber security choices.  The guidance set out for connected places generally aligns to 

cyber security best practice for enterprise environments, but also accounts for the challenges of connecting 

up different systems within our national critical infrastructure”16. 

• ISO 27002  

ISO 27002 is a set of guidelines designed to introduce the best practices in development and implementation 

of information security management system (ISMS) that can be used as a guidebook or to practice test. It 

includes organizational information security standards and information security management 

practices including the selection, implementation and management of controls taking into consideration the 

organization's information security risk environment(s). 

 

2.1.2 Review of EU funded projects 

In this part, we analysed the EU projects related to smart cities where cyber security topics were taken into 

consideration. Web site https://cordis.europa.eu/ returns 1409 results for the projects related to the “smart 

city” and 319 results for “smart city cyber security”, results from some of the most important topics relevant 

to the RESPONSE project are described in this section.  

 

                                                           
15 NCSC (2020) Connected Places:Cybe Security Principles https://www.ncsc.gov.uk/files/NCSC-Connected-Places-security-principles-May-2020.pdf 

https://cordis.europa.eu/
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1. Horizon2020 project POCITYF 

The POCITYF (A POsitive Energy CITY Transformation Framework)16 is a 60-month (October 2019 – September 

2024) project funded from the European Union’s Horizon 2020 research and innovation programme.  

The main goal is to deliver a set of positive energy blocks in the LHCs of Alkmaar (Netherlands) and Évora 

(Portugal), and FCs Hvidovre (Denmark), Ioannina (Greece), Ujpest (Hungary), Bari (Italy), Celje (Slovenia), and 

Granada (Spain), improve the energy performance levels of cities, and enable realization of a wide deployment 

of Positive Energy Districts in Europe by 2050. In this project, household electricity usage data are considered 

personal data under the EU`s General Data Protection Regulation (GDPR). Therefore, the energy management 

system needs to be designed in such a way that the data is protected by the principles of the GDPR, such as 

purpose limitation; data minimisation and storage minimisation. Additionally, it is important that the system 

is ‘secure by design’ to minimize the risk of cyber attacks. These solutions focus on two aspects: 

• Achieving significant energy savings on both building and district level reducing energy bills for 

citizens. 

• Enabling a high share of locally produced/consumed renewable energy at building and district 

level. 

This project is closely related to RESPONSE and considers some important cyber security and identity 

management activities. In particular, one of the POCITYF deliverables 11.6 Cyber-security Management and 

D11.12: Cyber Data Security Management Plans17 address the security and privacy part of data management 

the implementation of a layered data protection framework allowing the project to collect and manipulate big 

amounts of data. 

2. Horizon2020 project S4AllCities 

The S4AllCities (Smart Spaces Safety and Security for All Cities)18 is a 24-month project funded by EU under the 

topic SU-INFRA09-2019 – Security for Smart and safe cities, including for public spaces, funding scheme – 

Innovation action.   

The project focuses on risk-based open smart spaces security management, cybersecurity shielding, suspicious 

activity, behaviour tracking, the identification of unattended objects, the real-time estimation of cyber-

physical risks in multiple locations and measures activation for effective crisis management. One of the 

S4AllCities’objective is the enhancement of security for EU citizens in smart urban cities with innovative and 

reliable detection technologies and cyber-physical security management systems. 

                                                           
16 POCITYF project website https://pocityf.eu  
17 Georgios Tsoumanis, Panagiotis Tsarchopoulos, Dimosthenis Ioannidis (2020) D11.12 Cyber Data Security management Plans https://pocityf.eu/wp-
content/uploads/2020/09/POCITYF-864400_D11.12_Cyber-Data-Security-Management-Plans.pdf  
18 S4AllCities project website https://www.s4allcities.eu/  

http://www.pocityf.eu/
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=NL
https://pocityf.eu/
https://pocityf.eu/wp-content/uploads/2020/09/POCITYF-864400_D11.12_Cyber-Data-Security-Management-Plans.pdf
https://pocityf.eu/wp-content/uploads/2020/09/POCITYF-864400_D11.12_Cyber-Data-Security-Management-Plans.pdf
https://www.s4allcities.eu/
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3. Horizon2020 project M-Sec  

The M-Sec (Multi-layered Security technologies to ensure hyper-connected smart cities with Blockchain, 

BigData, Cloud and IoT)19 is a 39-month (July 2018 – September 2021) EU-Japan collaboration research project, 

cofounded by the Horizon 2020 research and innovation programme of the European Union. It aims at 

development, deployment and demonstration of multi-layered security technologies to ensure hyper 

connected smart cities and empower IoT stakeholders through an innovative platform, which leverages Big 

Data, blockchain technology, Cloud and IoT security. This Research and Innovation action involves the cities of 

Santander in Spain (Europe) and Fujisawa in Kanagawa prefecture (Japan) started in July 2018 and will last 

until September 2021. 

The recent M-Sec whitepaper “Multi-layered Security technologies to ensure hyper-connected smart cities 

with Blockchain, BigData, Cloud and IoT”20 highlights the M-Sec offers in terms of security. They provide low-

cost and flexible end-to-end secure IoT Framework extending security mechanisms from the device to the 

cloud and to the application, in a seamless and fully integrated manner. 

4. Horizon 2020 ESPRESSO 

The ESPRESSO (systEmic Standardisation apPRoach to Empower Smart citieS and cOmmunities!)21 is H2020 

project analysed different sectorial systems in order to develop a conceptual Smart City Information 

Framework based on open standards. ESPRESSO analysed the core vocabularies for smart cities, develops a 

shared vocabulary and a gather city information together with indicator platform for smart cities. These results 

enable cities and stakeholders to share data in an interoperability way in different smart city sectors. 

5. Horizon2020 project SPEAR 

The SPEAR (Secure and PrivatE smArt gRid)22 is a 36-month research project, cofounded by the EU Horizon 

2020 programme. The project directed on developing an innovative platform that integrates methods, 

processes, tools, and supporting tools to increase situation awareness in smart grids; perform early detection 

of wide variety of cyber security attacks using big data analytics, advanced mechanisms of visual anomaly 

detection, and embedded smart node trust management; develop and maintain an anonymous repository of 

smart grid incidents and advanced forensic readiness tools, based on smart honeypots to collect attack traces 

and provide legal evidence in court. The project empowers EU-wide consensus of cybersecurity in smart grid 

systems and affords an innovative business model to expand and strengthen the role of European smart grid 

and cyber-security industry in the global market. Within this project, a set of cybersecurity and cyber hygiene 

techniques was proposed, e.g. WP5 – Stimulating EU-wide Consensus and Cyber-Hygiene, D5.2 - Protocols, 

                                                           
19 M-Sec project website, https://www.msecproject.eu/  
20 M-Sec White paper, https://www.msecproject.eu/wp-content/uploads/2020/10/M-Sec_WhitePaper_v5_CLEAN.pdf  
21 ESPRESSO project website https://espresso.espresso-project.eu/project-2/  
22 SPEAR project website https://www.spear2020.eu/  

https://www.msecproject.eu/
https://www.msecproject.eu/wp-content/uploads/2020/10/M-Sec_WhitePaper_v5_CLEAN.pdf
https://espresso.espresso-project.eu/project-2/
https://www.spear2020.eu/
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Policies and Interfaces of Cyber Hygiene Framework23 that could successfully adopted and used for the 

purposes of the RESPONSE project.   

2.2 Cybersecurity-related methodology, regulated policies and frameworks applicable 

to smart cities  

2.2.1 PAS 185:2017 Smart Cities Specification for security-minded approach 

PAS 185:201724 provides detailed methodology for establishing and implementing a citywide, strategic-level, 

security-minded approach as part of both its development and operation. It details the approach for applying 

holistic measures that are appropriate and proportionate to the risks and that do not prevent the delivery of 

a city’s aims25. It also specifies the types of policies and processes that need to be in place across city service 

delivery organisations in order for the city to respond to the new or enhanced vulnerabilities created by these 

changes to existing ways of working that could: 

• compromise the value, longevity and ongoing use of a city’s built assets and services; 

• compromise a city’s citizens; 

• cause harm, damage or distress to individuals or vulnerable groups, including injury, death or 

social unrest; 

• disrupt or corrupt data, information and/or systems; 

• cause reputational damage; and/or 

• enable acquisition of personal data, intellectual property or commercially sensitive data or 

information. 

The pipeline for developing a smart city security strategy (see Figure 2) starts from creating governance 

structure and defining key decision-making personnel. Next stage includes gaining insight into new or 

enhanced smart city-specific security risks. Then city-specific security risk assessment procedure should be run 

to achieve the list of potential threats and security gaps. Following, a set of appropriate measures to risk 

mitigation should developed on citywide level.   The risk management process should be recorded on the next 

step as part of smart city security strategy.  The last three steps includes development following components:  

(1) Smart City Security   Management Plan that should contain policies and processes in four dimensions 

(people, data and information, physical security, and  technological aspects of security);   

(2) Security Breach/Incident Management Plan; and  

                                                           
23 SPEAR Deliverables https://www.spear2020.eu/Deliverables  
24 PAS 185:2017 Smart Cities. Specification for establishing and implementing a security-minded approach https://www.en-standard.eu/pas-185-
2017-smart-cities-specification-for-establishing-and-implementing-a-security-minded-approach/  
25 https://www.designingbuildings.co.uk/wiki/PAS_185:2017_Smart_cities_security  

https://www.spear2020.eu/Deliverables
https://www.en-standard.eu/pas-185-2017-smart-cities-specification-for-establishing-and-implementing-a-security-minded-approach/
https://www.en-standard.eu/pas-185-2017-smart-cities-specification-for-establishing-and-implementing-a-security-minded-approach/
https://www.designingbuildings.co.uk/wiki/PAS_185:2017_Smart_cities_security
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Figure 2 – Developing a Smart City Security Strategy according to PAS 185:201726 

                                                           
26 PAS 185:2017 Smart Cities. Specification for establishing and implementing a security-minded approach https://www.en-standard.eu/pas-185-

2017-smart-cities-specification-for-establishing-and-implementing-a-security-minded-approach/ 

https://www.en-standard.eu/pas-185-2017-smart-cities-specification-for-establishing-and-implementing-a-security-minded-approach/
https://www.en-standard.eu/pas-185-2017-smart-cities-specification-for-establishing-and-implementing-a-security-minded-approach/
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(3) Periodical Reviews.   

In accordance with this methodology, the key components for smart cities project, data or information 

services sharing are delivered using the following standards:  

• Smart city concept model - ISO 30182 

• Smart city framework,  Smart city roadmap and strategy – PAS181 

• Smart city solutions project initiative – PAS184 

• Data and information sharing agreement – Iso30183, PAS185 

• Smart city security strategy; Smart city security management plan; Project, service or initiative-

specific security risk management plan; Data and information security triangle process – PAS185 

• Smart city data and information services sharing initiative – PAS 183. 

2.2.2 NIST Risk Management Framework  

The NIST Risk Management Framework (RMF)27 “provides a process that integrates security, privacy, and cyber 

supply chain risk management activities into the system development life cycle.”  The activities specified in 

this framework are paramount in implementing an IT security management planning. The basic version include 

seven steps as shown in Figure 3.   

 

Figure 3 – The main step of the NIST RMF38  

Step 1: Preparation stage.  All essential activities of organization are prepared to manage security and privacy 

risks.  

                                                           
27 NIST Risk Management framework https://csrc.nist.gov/projects/risk-management/about-rmf 
https://www.nist.gov/news-events/news/2018/04/nist-releases-version-11-its-popular-cybersecurity-framework 

https://csrc.nist.gov/projects/risk-management/about-rmf
https://www.nist.gov/news-events/news/2018/04/nist-releases-version-11-its-popular-cybersecurity-framework
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Step 2: Categorize the system and information. In this step, information systems and internal information 

should be categorized based on impact. 

Step 3: Select the set of NIST SP 800-53 controls and apply tailoring guidance as appropriate, to obtain a 

starting point for required controls based on risk assessment. 

Step 4: Implement the controls. Assess the risk and local conditions, including the security requirements, 

specific threat information, and cost/benefit analyses or special circumstances. Supplement the initial set of 

security controls with the supplement analyses. Document how the controls are deployed. The original set of 

security controls and the supplements should be documented. 

Step 5: Assessment. The security controls should be assessed to determine whether the controls are 

implemented correctly, are they operating as intended, and are producing the desired outcome with respect 

to meeting the security requirements for the system. 

Step 6: Authorize. Upon a determination of the risk to organizational operations, organizational assets, or 

individuals resulting from their operation, authorize the information systems. 

Step 7: Monitor. Monitor and assess selected security controls in the information system on a continuous 

basis, including documenting changes to the system. 

This is an overall approach that could be implemented in large scale of the security related projects.   

2.2.3 CITIESData framework 

A CITIESData framework has been developed  to streamline smart city data management classifies smart city 

data in sensitive, quasi-sensitive, and open/public levels and then suggests different strategies to process and 

publish the data within these categories.28 The primary goal of this framework is to streamline smart city data 

publishing and provide necessary level of data privacy and data quality at once.  Figure 4 illustrates the system 

architecture of the framework, which includes the process of data extraction, cleansing, transformation, 

anonymization, and publishing.  

The left-most column in Figure 4 represents smart city data from heterogeneous sources, such as the data 

streams from smart meters and sensors, including various types of IoT data (e.g., traffic, weather, pollution, 

noise, and energy consumption); data from operational systems or data warehouses; and other types of data. 

The middle two columns are the data staging area and data transformation layer, respectively. The data 

staging area is used to save the data from different source systems temporarily before data transformations. 

A staging area can be any data storage system, such as operating file system, a database management system, 

or main memory. The data from source systems are extracted into the staging area for the subsequent data 

                                                           
28 Liu X., Heller A., Nielsen P.S. (2017) CITIESData: a smart city data management framework 
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transformations. The right-most column is the data storage, publishing, and retrieval layer. The data in this 

layer is organized, stored, and made available for retrieval by data consumers, such as citizens, city authorities, 

business organizations, and applications.  

ETL

IoT

Sensitive data

Quasi-sensitive 
data

Public data and 
metadata of (quasi-)

Sensitive data

Publish open data and its metadata

Data providers

Cloud storage system

Virtual machines based 
trust environment

VM VM VM

Anonymize

PM

Anonymize

Open Data system

DataCiti/Zenodo

Data sources
Data staging 

area
Data transformation Data storage, publishing & retrieval

Data
consumers

 
Figure 4 – CITIESData framework29 

The CITIESData framework enables to publish data according to a three level sensitivity model in terms of 

information disclosure. There are three categories of data, sensitive data, quasi-sensitive data, and public 

(open) data.  

According to this model, each category used specific strategy for sharing or publishing. Sensitive data is shared 

with authorized users within a virtual machine based trust environment in the cloud – the data is not allowed 

to leave this environment when it is used. Quasi-sensitive data is shared via a cloud-based storage system; 

whereas public data is published or shared on an open data platform, such as Zenodo, CKAN, or DataCite. 

Typically, the risk level of the data can be changed through an anonymization process, e.g., sensitive data 

becomes non-sensitive after being anonymized. An open data platform itself is integrated with a data 

management system, such as CKAN, which allows data publishers to upload and publish data directly. 

However, an open data platform can also be restricted to publish metadata (i.e., the data of describing other 

data). This feature, in fact, is useful for sharing information from (quasi-)sensitive data, i.e., only publishing 

                                                           
29 Liu, X., Heller, A. & Nielsen, P.S. CITIESData: a smart city data management framework. Knowl Inf Syst 53, 699–722 (2017). 

https://doi.org/10.1007/s10115-017-1051-3 
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the metadata while not the (quasi-)sensitive data itself. The benefit is that (quasi-)sensitive data can still be 

indexed and discovered through the open data platform even though the data themselves are not accessible. 

If a user needs to access (quasi-)sensitive data, (s)he has to link to a secure environment where user 

authorization is enforced. The open data portal, thus, becomes a single entrance to search the data available 

in all data repositories. In this way, the solution becomes a feasible way to maintain privacy and openness of 

smart city data. 

2.3 Cyber Security and Data Sharing in LHCs  

To better understand awareness in security aspects of the smart city ecosystem and data sharing policy that 

makes it vulnerable to security and privacy threats that are uncommon in traditional cyber-networks, we 

developed a questionnaire.  This questionnaire is targeted to LHCs policies and cyber-security practices. All 

questions were divided into three categories: how and when municipal departments share data, what data 

cities are shared with private-sector vendors, and how cities share data with the public. The template of the 

survey questionnaire is represented in Appendix B. 

Two participant cities (Dijon and Tuku) took place in the survey. In accordance with the details provided by 

respondents, the set of recommendations were received and analysed.  The consolidated report is given 

below. It should be mentioned that it was the first round when innovative solutions are still in progress, 

therefore some answers were incomplete. 

1. The current maturity level of technology infrastructure and smart city integration for year 2021 and 

planned integration maturity level for year 2025: Both LHCs reported that to the beginning of the 

RASPONSE project, they have ad hoc and unconnected smart city pilot initiatives. The planned 

integration for year 2025 is citywide pilot programs.   

2. The LHCs’ responds about data types gathered and shared between people and organizations as well 

as data utilisation and data sharing policy are presented in Table    

Table 1: The data gathering policy and standards in LHCs 

Lighthouse 

city  

Governance 

model  

The metering data 

gathered from every 

apartment/household 

Security mesasures  

and technical 

standards used 

Third party data  

Dijon City council  No data to suggest  No data to suggest  No data to suggest that the city has 

implement a comprehensive 

assurance model towards third party 
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Turku  City council  Indore temperature 

Relative humidity  

No data to suggest  No data to suggest that the city has 

implement a comprehensive 

assurance model towards third party 

Table 2: The data utilization and data sharing policy   

Lighthouse city  Sensitive data   Quasi-sensitive data  Open/public data  

Dijon No data to suggest  No data to suggest  No data to suggest  

Turku  No data to suggest  No data to suggest  No data to suggest  

 

2.4 Summary  

The review of cyber security best practices and standards shows that to this moment there is no single 

standard or commonly agreed approach to smart city cyber security developed and adopted across Europe. 

There are several European initiatives targeted on producing cyber security frameworks on a citywide scale 

basis. Stepping up the practical activities to this end making them more specific to energy sector, electricity 

and smart grids equipment is badly needed. As a result, we conclude that aside from the RESPONSE tools 

development, the RESPONSE project needs a holistic approach to cyber security management with the 

ultimate goal of cultivating a strong cybersecurity culture within smart city citizens, government and key 

stakeholders. This initiative can be released by:  

• Development of cyber security and identity management plans. 

• Increasing training dynamics and awareness methods for smart city citizens and stakeholders. 

• Continuous enhancing cybersecurity skills.  

The list of the standards and best practices with information and/or instructions for different aspects of smart 

city cyber security is presented in Appendix A. 
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Chapter 3 – Cyber Data Security and Identity Management  

3.1 Cyber data Security Management Policy 

The objective of cyber security management policy is to establish the process to be used to identify, record, 

manage and monitor cyber security risk and the need for contingency planning when an identified risk cannot 

be completely avoided or mitigated.  

Cyber security management policy is  the concept of security that each entity should implement and consider, 

and also describes the problems that may occur and the measures to realize safe and secure Smart Cities, and 

it will contribute to and promote the spread of Smart Cities.  

3.1.1 Strategy 

There are three main points that ensure proper cyber security for smart cities:  

1. Development and implementation of common security policies.  

2. Implementation of proactive security measure in operation phase.  

3. Preparation of organizational framework to deal with incident response. 

1. Develop common security policies.  

Security-related policies should cover security management standards, data handling policies, and risk criteria. 

For example, information which one organization thinks should not be disclosed might be disclosed by another 

organization due to the difference of their data handling policies. In another case, because of the difference 

of risk criteria, there is a possibility that one organization judges that there was no problem, while a major 

problem occurs in another organization. To prevent those situations, it is desirable to discuss in advance 

among multi-stakeholders and formulate a common policy for the Smart City as a whole.  

2. Implement proactive security measure in operation phase.  

Clarify the demarcation point of responsibility among multi-stakeholders and establish an implementation 

system for the entire Smart City. As the problem that occurs because of involvement of multi-stakeholders, 

demarcation point of responsibility may be ambiguous. For example, when a problem occurs in the operation 

of a smart city, if there is no pre-determined agreement on which organization will grasp the event and which 

will respond to the problem, each party may respond in an ad hoc, on-the-spot manner, which may result in 

causing a possibility that the continuous provision of Smart City functions, the maintenance of security 

strength and service level, and the smooth response to incidents will be hindered. As a solution to this 

problem, it is possible to respond quickly to these problems by discussing with multi-stakeholders in advance 

and clarifying the demarcation points of responsibility and their roles, and building a collaborative system in 

plain/emergency situation.  
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3. Prepare organizational framework to deal with incident response. 

Share 1 and 2 among multi-stakeholders and make them recognized as common understanding. The most 

important thing in solving the problems caused by involvement of multistakeholders is for multi-stakeholder 

to recognize the contents of 1 and 2 as common understandings. The contents such as policies, demarcation 

points of responsibility, and implementation systems should not be defined by one organization. They can be 

meaningful only when multi-stakeholders involved in Smart City participate in discussion and commonly 

understand them. Although it depends on the business model of each Smart City, it is generally desirable to 

have a forum led by primary promoter and to determine the direction of the Smart City as a whole based on 

a common understanding. 

This guideline is based on the Smart City Reference Architecture Smart City Security Guideline30 

3.1.2 Categorization of layers  

Following Smart City Security Guideline, we propose to use four layers/categories that have common threats, 

risks and security measures, as it shown in Figure 5. Each of these four categories is considered from the 

management prospective and from technical prospective. By considering security from both approaches, it is 

possible to ensure whole Smart City security. 

• Governance  

This category includes the efforts of an entire Smart City, the determination of the direction of measures, the 

formulation of rules and basic policies, and the construction of an organizational structure. In the security 

context, it is necessary to formulate basic policies on security of the smart city as a whole, create rules for 

security measures in plain/emergency situation, and build an organization that controls security measures.  

1. Establish basic policies on security in your organization and supply chain in consideration of risk 

assessment and data life cycle, define security measure standards, scope of responsibility, risk 

tolerance level, etc., and share them appropriately among multi-stakeholders.  

2. Develop security roles and responsibilities, information management system and information sharing 

methods in your organization.  

3. Develop rules that take into account domestic, international laws, and regulations such as the Personal 

Information Protection Law, the Basic Law for Promotion of Public-Private Data Utilization, and GDPR, 

as well as business laws and industry guidelines in each field.  

4. For the continuous provision of Smart Cities, consider the dependencies, important functions and 

resilience (recovery) among your own organization and other related organizations.  

                                                           
30 Smart City Guidline (2020) Ministry of Internal Affiars and Communications, Japan 
https://www.soumu.go.jp/main_sosiki/joho_tsusin/eng/presentation/pdf/Smart_City_Security_Guideline_ver1.0.pdf  

https://www.soumu.go.jp/main_sosiki/joho_tsusin/eng/presentation/pdf/Smart_City_Security_Guideline_ver1.0.pdf
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Figure 5 – Information layers according to smart city reference architecture (adapted from Smart City 

Guide (2020)31) 

• Service  

"Service" is a category that incorporates the direction determined in the "Governance" category into services, 

and services and business models of a Smart City are defined in this category. Since the importance and 

information handled differ depending on the service and business model, it is necessary to identify the 

functions and information to be protected in the service and take security measures to appropriately protect 

them.  

1. Identify the functions and information that should be protected with regard to provided services.  

2. Remove vulnerabilities related to service content breach and illegal command input to services at the 

planning, design, and development phases.  

3. Check or monitor illegal commands and requests to applications.  

                                                           
31 Smart City Guidline (2020) Ministry of Internal Affiars and Communications, Japan 
https://www.soumu.go.jp/main_sosiki/joho_tsusin/eng/presentation/pdf/Smart_City_Security_Guideline_ver1.0.pdf 

https://www.soumu.go.jp/main_sosiki/joho_tsusin/eng/presentation/pdf/Smart_City_Security_Guideline_ver1.0.pdf
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Table 2 includes some examples of information assets that should be protected by embedded systems.  

Table 3: Examples of information assets that should be protected  

Information 

assets 

Description 

User 

information  

User personal information (name / address / phone number / birth date / credit card number, etc.), 

user authentication information, usage history, etc. 

Equipment 

information 

Information on the information appliance itself (model, ID, serial ID, etc.), device authentication 

information, etc. 

Software 

status 

Status data (operation status, network usage status) etc. unique to each software. 

Software 

settings 

Setting data (operation setting, network setting, authority setting, version) etc. unique to each 

software 

Software Operation System, middleware, applications, etc. (sometimes called firmware) 

 

• City OS  

This category is positioned as the core of an entire Smart City system, and “City Operation System” or “City 

OS” has a platform function that classifies and stores the information collected by "Assets" and provides data 

to "Services" or other City OS. Since a City OS is assumed to utilize cloud infrastructure in general, it is required 

to implement general cloud security measures from the viewpoint of security of the platform itself. In addition, 

securing data distribution inside the City OS, protecting the data handled, construction/operation with few 

faults at the connection point with other categories, and examination and implementation of security 

measures for data protection are required role in this category.  

1. Encrypt communications with the outside via the Internet.  

2. Implement an appropriate access control on communication from the outside to the City OS.  

3. Implement authentication for access by the maintenance operators of a City OS for verifying their 

identities.  

4. In the case of handling critical information such as personal information in City OS, properly manage 

it by such as storing it with encryption and deleting unnecessary information.  

5. Keep the version of server OS, middleware, software, etc. up to date.  

6. Monitor system status and detect occurrence of errors in the system.  

7. Monitor status of devices and detect occurrence of an abnormality in the devices.  
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• Asset  

The“Asset” category is an area that has direct connection with the physical area, and is a category that 

generates data necessary for solving regional issues and sends it to the "City OS". In this category, it is 

necessary to consider the security of physical devices, networks and relay devices for distributing data to "City 

OS".  

1. Keep the device firmware and software version up to date.  

2. Encrypt communications with the outside via the Internet.  

3. Physically protect devices. Devices deployed in homes or public institutions should restrict physical 

access by anyone other than those involved. 

4. Monitor the status of devices for detecting abnormalities such as physical destruction of the devices. 

Although the examples described above explain specific measures in operation phase, it should be 

noted that assets with functions related to 1 to 3 will be procured and introduced in the planning, 

design and development phases. 

3.2 Possible risks and security measures  

The Risk Register will be maintained as a specific project management document. It will be stored on 

RESPONSE project MS Team cloud and must be continuously updated as soon as risks become visible. 

Table 4: Multi-stakeholder security policy issues 

Issue Examples of security measures 

Different security policy 

levels among multi-

stakeholders  

1. Determine a supervisor, such as the service owner or primary promoter that 

controls the whole Smart City.  

2. The supervisor understands the business operators (vendor, etc.) which participate 

in the entire Smart City or each service provided in the Smart City, and shares it 

among multistakeholders.  

3. All multi-stakeholders set up a contact point in the case of emergency and share it 

among them.  

4. A system/service provider such as a vendor prepares procedures for fault isolation 

and recovery in the event of a system/service failure, procedures for 

stopping/recovering the system/service in the event of a security incident, and 

procedures for investigation of the cause of an incident. 
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Demarcation of 

responsibilities among 

multi-stakeholders or 

unclear demarcation points 

of responsibility 

1. When making a contract regarding a Smart City among multi-stakeholders, clarify 

and agree on information to be handled, functions, operation methods, scope of 

responsibility and so on.  

2. Periodically check and review the contents agreed in 1. 

Unclear purpose, authority, 

and scope of data use 

ambiguous data 

restrictions and handling 

1. The information manager of a Smart City (primary promoter, service owner, etc.) 

lists all the data created and distributed throughout the Smart City.  

2. Clarify the purpose of use, authority, scope of use, and owner of the data handled 

in the Smart City, and agree on it among all multi-stakeholders.  

3. Periodically check and review the contents agreed in 2.  

4. When disclosing data, clearly indicate the scope of use and the owner of the data. 

Insufficient understanding 

of the entire Smart City 

system (e.g.  information 

leakage at the 

subcontractor) 

1. Determine a supervisor, such as the service owner or primary promoter that 

controls the whole Smart City.  

2. The supervisor understands the data flow, linked systems, and the supply chain 

including subcontracting and re-consignment for each service provided in the smart 

city, and manages the entire Smart City system. 

There are some examples of security factors that should be ensured in a Smart City.  

• Preventing leakage of important information in Smart City systems  

• Prevention of unauthorized access to the system  

• Ensuring the integrity and reliability of the IoT devices  

• Ensuring the authenticity of assets (data) sent from IoT devices  

• Ensuring the integrity and authenticity of communication among components  

In order to secure these factors and prevent the occurrence of serious security incidents, it is recommended 

to monitor and analyse logs, detect security incidents promptly, and respond immediately. In addition, from 

the viewpoint of incident prevention, it is desirable to collect information on a daily basis and take systematic 

and regular security measures. To achieve this, it is recommended to establish a SOC/CSIRT containing cross-

cutting security support functions. 

3.3 Identity Management  

Identity Management refers to a set of business processes and supporting technologies that enable the 

creation, maintenance, and use of a digital identity. 
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The main goal of identity management is to ensure that only authenticated users/devices are granted access 

to the specific applications, systems or IT environments for which they are authorized. This includes control 

over user provisioning and the process of on boarding new users. Identity management also includes control 

over the process of authorizing system or network permissions for existing users and the off boarding of users 

who are no longer authorized to access organization systems. 

ID management determines whether a user has access to systems and also sets the level of access and 

permissions a user has on a particular system. For instance, a user may be authorized to access a system but 

be restricted from some of its components. The identity of connected devices in smart cities is becoming ever 

more important as the Internet of Things proliferates, while security, standardisation protocols and privacy 

are looming challenges.  

Identity governance, the policies and processes that guide how roles and user access should be administered 

across a business environment, is also an important aspect of identity management. Identity governance is 

key to successfully managing role-based access management systems. 

In many organizations, users are granted more access privileges than they need to perform their functions. 

Attackers can take advantage of compromised user credentials to gain access to organizations' network and 

data. Using identity management, organizations can safeguard their corporate assets against many threats 

including hacking, ransomware, phishing and other malware attacks. 

An identity and access management (IAM) system can provide a framework with the policies and technology 

needed to support the management of identities. Many of today's IAM systems use federated identity, which 

allows a single digital identity to be authenticated and stored across multiple different systems. 

Strategic objectives, guiding principles, and key performance indicators intended to guide the IAM program in 

achieving our vision are outlined below. 

Table 5: Strategic Objectives, Guiding Principles, and Key Performance Indicators 

Strategic Objectives Guiding Principles Key Performance Indicators 

1. Simplify the User Experience:  

To simplify and improve user 

access to applications and 

information  

2. Protect essential  Resources:  

Improve the security using a 

standard approach  

• City Community needs will drive how 

technology supports the Identity and 

Access Management program  

• Tactical project planning will remain 

aligned with program strategic 

objectives  

• The number of help desk requests 

that relate to account management 

per month  

• The number of registered 

production applications that use IAM 

systems per month  

https://searchsecurity.techtarget.com/definition/user-account-provisioning
https://searchhrsoftware.techtarget.com/definition/employee-onboarding-and-offboarding
https://searchsecurity.techtarget.com/definition/identity-governance
https://whatis.techtarget.com/definition/privilege
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4. Facilitate Technology 

Innovation:  

Establish a strong foundation for 

IAM to enable user access 

regardless of new or disruptive 

technologies  

• Solution design will allow for other 

Schools to use foundational services to 

communicate with IAM systems in a 

consistent, federated fashion  

• Communication and socialization of 

the program are critical to its success  

• The number of user logins and 

access requests via the IAM system 

per month  

• The number of production systems 

to which the IAM system provisions 

per month 

 

3.4 Cyber data security and identity planning in RESPONSE project  

In this section, an initial approach is suggested related to RESPONSE plans and innovative solutions to be 

implemented for smart cities. In accordance with RESPONSE project proposal, city transformation strategy 

includes five innovation components – Transformation Axes (TA) as it shown in Figure 6.  They are:  

• TA#1. Positive Energy Building Systems.  

• TA#2. Local Energy Supply – Low Carbon & High Share of Renewables. 

• TA#3. Sustainable Energy Storage.  

• TA#4. Integrated and Interconnected City Ecosystems.  

• TA#5. Citizen-Centric, Resilient and Safe Cities. 

 

Figure 6 – Five RESPONSE Transformation Actions    

As in mentioned in project proposal, “to reach energy positiveness on a district level, building systems cannot 

be viewed in isolation with the city’s power networks.” Besides other, “Solutions included in TA#2 focus on: a) 

enabling a high share of locally produced/consumed renewable energy on a district level, ….d) help consumers 

to become ‘prosumers’ by supporting the development of energy communities.” Sustainable Energy Storage 
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mentioned in TA#3 enables optimization of supply and demand and helps mitigate grid infrastructure 

constraints and assists through seamless integration of renewable energy. Integrated and Interconnected City 

Ecosystems solutions included in TA#4 enable big data management and monitoring, providing new services 

for the citizens and relevant stakeholders. The end-goal of TA#4 is to foster innovative systems integration, 

complementing and optimizing the wider energy system.  

To support these ambitious goals smart city security management plan should be  

• implementable on a city-wide scale;  

• implementable within the organisational complexity and the extent of autonomy that exists within 

a smart city;  

• Not prevent efficient and effective response to incidents, security breaches, events or any fast-

occurring change in risk level. 

It should include  

• arrangements for governance of, and accountability and responsibility for, delivery of the security-

minded approach;  

• the process for embedding the security-minded approach into new or revised contracts; 

• the management of the deployment and use of IoT and other distributed technologies;  

• policies and processes relating to the aspects of people, physical, data and information and 

technological security;  

• arrangements for monitoring and auditing implementation;  

• mechanisms for review and updating; and  

• the security-minded approach to individual smart city projects or initiatives 

We also define two management levels that will be developed further in next deliverable, they are people 

and data and information (see Table 6).  

Table 6: Two aspects of the Cyber Security Planning in RESPONSE project (adapted from PAS 185) 

Management level  Coverage of the policies and processes  

People  • security competence of staff fulfilling specific roles;  

• security screening and vetting;  

• induction requirements;  

• general security training and awareness;  

• role-specific security training;  

• demobilisation of personnel and organisations. 

Data and information  • security features required for the city’s data and information architecture;  
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• managing the accuracy, authenticity and long-term utility of city data and 

information;  

• managing the security of data and information that could be used to cause harm 

to assets, services and/or the city’s citizens; and  

• data and information sharing and publication.  

Technology  • cyber security of systems and the interconnections and interactions between 

them;  

• interoperability of systems;  

• configuration management and change control for systems processing city data 

and/or information;  

• level of software trustworthiness;  

• secure retention, deletion, destruction and/or removal of access to city data and 

information. 

The procedures to manage such risks and prepare contingency plans are similar with general risk management 

and contingency plan (as described in D12.3).  
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Chapter 4 - Conclusion  

4. Conclusion 

Cyber security and identity management planning in the RESPONSE project mainly focuses on the risks 

inherent to the processing of the specific data that are gathered, stored and shared by smart cities.  

The aim of the Cyber Data Security and Identity Management Plan (CSIMP) is to have a clearer understanding 

of those risks and to help data processors act in compliance with the standards and best practices in this area. 

It also aims to report all potential cyber security issues stemming from the project activities. This implies an 

extensive analysis of smart cities strategic goals and objectives, European security standards and guidelines.  

The first step in ensuring that the RESPONSE project meets the certain level of cyber security is to categorise 

risks. To do so, we have developed and issued a questionnaire for LHCs that should provide insights into the 

legal  and security aspects of data gathering, processing and sharing in particular for implementation of the 

datalake by Dijon Metropole. It is expected that the CSIMP developed within the RESPONSE project will help 

in creating efficient citywide plans to protect all categories of data from theft and damage. This includes 

sensitive data, personally identifiable information, intellectual property, data, and governmental and industry 

information systems. Understanding who or what needs access, and under what conditions, is also important 

to build protective solutions. A particular set risks and security-related policies will be described in next version 

of the deliverable.  RESPONSE will leverage the best state-of-the-art technologies for secure storage, delivery 

and access to data and personal information. In this way, there is a guarantee that the accessed, delivered, 

stored and transmitted content will be managed by the right persons, with well-defined rights, at the right 

time. 
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Appendixes 



 

 

Appendixes 

Appendix A. Standards and best practices with information and/or instructions 

about cyber security 

Initially, this analysis was developed by authors in SPEAR project and adopted for the RESPONSE.   

No 
Standard / Best 

Practice 
Paragraph  Content  

 International Organization for Standardization 

1. ISO/IEC 27001:2013. 
Information 
technology. – Security 
techniques. – 
Information security 
management systems. 
– Requirements 

6 
6.1 
6.1.1 
6.1.2 
6.1.3 
8 
8.1 
8.2 
8.3 

Planning 
Actions to address risks and opportunities  
General 
Information security risk assessment 
Information security risk treatment 
Operation 
Operational planning and control 
Information security risk assessment 
Information security risk treatment 

2. ISO/IEC 27002:2013. 
Information 
technology. – Security 
techniques. – Code of 
practice for 
information security 
controls 

16 
16.1 

Information security incident management 
Management of information security incidents and 
improvements 

3. ISO/IEC 27003:2017. 
Information 
technology. – Security 
techniques. – 
Information security 
management systems. 
– Guidance 

8 
8.1 
8.2 
8.3 

Operation 
Operational planning and control 
Information security risk assessment 
Information security risk treatment 

4. ISO/IEC 27005:2018. 
Information 
technology. – Security 
techniques. – 
Information security 
risk management 

8  
8.1 
8.2 
8.3 
8.4 
9 
9.1 
9.2 
9.3 
9.4 
9.5 
10 
11 
12 
12.1 
12.2 
Annex A  

Information security risk assessment 
General description of information security risk 
assessment 
Risk identification 
Risk analysis 
Risk evaluation  

Information security risk treatment 
General description of risk treatment 
Risk modification 
Risk retention 
Risk avoidance 
Risk sharing 
Information security risk acceptance 
Information security risk communication and 
consultation 
Information security risk monitoring and review 
Monitoring and review of risk factors 



 

 

 
Annex B 
Annex C 
Annex D 
Annex E 

Risk management monitoring, review and improvement 
Defining the scope and boundaries of the information 
security risk management process 
Identification and valuation of assets and impact 
assessment 
Examples of typical threats 
Vulnerabilities and methods for vulnerability assessment 
Information security risk assessment approaches 

5. ISO/IEC 27032:2012. 
Information 
technology. – Security 
techniques. – 
Guidelines for 
cybersecurity 

6 
6.1 
6.2 
6.3 
6.4 
6.5 
7 
7.1 
7.2 
7.3 
8 
8.1 
8.2 
8.3 
9 
9.1 
9.2 
9.3 
9.4 
10 
10.1 
10.2 
10.3 
11 
11.1 
11.2 
11.3 
11.4 
12 
12.1 
12.2 
12.3 
12.4 
12.5 
12.6 
12.7 
13 
13.1 
13.2 
13.3 
13.4 
13.5 
13.6 

Overview 
Introduction 
The nature of the Cyberspace 
The nature of Cybersecurity 
General model 
Approach 
Stakeholders in the Cyberspace 
Overview 
Consumers 
Providers 
Assets in the Cyberspace 
Overview 
Personal assets 
Organizational assets 
Threats against the security of the Cyberspace 
Threats 
Threat agents 
Vulnerabilities 
Attack mechanisms 
Roles of stakeholders in Cybersecurity 
Overview 
Roles of consumers 
Roles of providers 
Guidelines for stakeholders 
Overview 
Risk assessment and treatment 
Guidelines for consumers 
Guidelines for organizations and service providers 
Cybersecurity controls 
Overview 
Application level controls 
Server protection 
End-user controls 
Controls against social engineering attacks 
Cybersecurity readiness 
Other controls 
Framework of information sharing and coordination 
General 
Policies 
Methods and processes 
People and organizations 
Technical 
Implementation guidance 



 

 

Annex A 
Annex B 

Annex C 

Cybersecurity readiness 
Additional resources 
Examples of related documents 

6. ISO/IEC 27035-1:2016. 
Information 
technology. – Security 
techniques. – 
Information security 
incident management. 
– Part 1: Principles of 
incident management 

4 
4.1 
4.2 
4.3 
4.4 
5 
5.1 
5.2 
5.3 
5.4 
5.5 
5.6 
Annex A 

Annex B 

Overview 
Basic concepts and principles 
Objectives of incident management 
Benefits of a structured approach 
Adaptability 
Phases 
Overview 
Plan and Prepare 
Detection and Reporting 
Assessment and Decision 
Responses 
Lessons Learnt 
Relationship to investigative standards 
Examples of information security incidents and their 
causes 

7. ISO/IEC 27035-2:2016. 
Information 
technology. – Security 
techniques. – 
Information security 
incident management. 
– Part 2: Guidelines to 
plan and prepare for 
incident response 

4 
4.1 
4.2 
4.3 
6 
6.1 
6.2 
6.3 
6.4 
6.5 
6.6 
6.7 
6.8 
6.9 
7 
7.1 
7.2 
7.3 
8 
8.1 
8.2 
8.3 
9 
9.1 
9.2 
9.3 
10 
11 
11.1 
11.2 
11.3 
12 
12.1 

Information security incident management policy 
Genera 
Involved parties 
Information security incident management policy 
content 
Creating information security incident management plan 
General 
Information security incident management plan built on 
consensus 
Involved parties 
Information security incident management plan content 
Incident classification scale 
Incident forms 
Processes and procedures 
Trust and confidence  
Handling confidential or sensitive information 
Establishing an incident response team (IRT 
General 
IRT types and roles 
IRT staff 
Establishing relationships with other organizations 
General 
Relationship with other parts of the organization 
Relationship with external interested parties 
Defining technical and other support 
General 
Examples of technical support 
Examples of other support 
Creating information security incident awareness and 
training 
Testing the information security incident management 
plan 
General 



 

 

12.2 
12.3 
 
12.4 
 
12.5 
 
12.6 
12.7 
Annex A 
Annex B  

 
Annex C 

Exercise 
Incident response capability monitoring 
Lessons learned 
General 
Identifying the lessons learned 
Identifying and making improvements to information 
security control implementation 
Identifying and making improvements to information 
security risk assessment and management review results 
Identifying and making improvements to the 
information security incident management plan 
IRT evaluation 
Other improvements 
Legal and regulatory aspects 
Example information security event, incident and 
vulnerability reports and forms 
Example approaches to the categorization and 
classification of information security events and inciden 

8. IEC 31010:2019. Risk 
management. – Risk 
assessment techniques  

5 
6 
6.1 
6.1.1 
6.1.2 
6.1.3 
6.1.4 
6.1.5 
6.1.6 
6.2 
6.2.1 
6.2.2 
6.2.3 
6.2.4 
6.3 
6.3.1 
6.3.2 
6.3.3 
6.3.4 
6.3.5 
6.3.6 
6.3.7 
6.4 
6.4.1 
6.4.2 
6.4.3 
6.5 
6.5.1 
6.5.2 
6.5.3 
6.6 
7 
7.1  

Uses of risk assessment techniques 
Implementing risk assessment 
Plan the assessment 
Define purpose and scope of the assessment 
Understand the context 
Engage with stakeholders 
Define objectives 
Consider human, organizational and social factors 
Review criteria for decisions 
Manage information and develop models 
General 
Collecting information 
Analysing data 
Developing and applying models 
Apply risk assessment techniques 
Overview 
Identifying risk 
Determining sources, causes and drivers of risk 
Investigating the effectiveness of existing controls 
Understanding consequences, and likelihood 
Analysing interactions and dependencies 
Understanding measures of risk 
Review the analysis 
Verifying and validating results 
Uncertainty and sensitivity analysis 
Monitoring and review 
Apply results to support decisions 
Overview 
Decisions about the significance of risk 
Decisions that involve selecting between options 
Record and report risk assessment process and 
outcomes 
Selecting risk assessment techniques 
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General 
Selecting techniques 
(informative)  Categorization of techniques 

9 ISO/IEC 62351 
Security Standards for 
the Power System 
Information 
Infrastructure 

Link  

 European Union Agency for Network and Information Security 

10 Secure group 
communications for 
incident response and 
operational 
communities 

  

 The European Telecommunications Standards Institute 

11 ETSI TS 102 165-1. 
CYBER; Methods and 
protocols; Part 1: 
Method and pro forma 
for Threat, 
Vulnerability, Risk 
Analysis (TVRA) 

4 
4.1 
4.2 
4.3 
4.4 
5 
5.1 
5.2 
5.3 
6 
6.1 
6.2 
6.3 
6.4 
6.5 
6.6 
6.7 
6.8 
6.9 
6.10 
6.11  
Annex A 
Annex B 
Annex C 
Annex D 

Introduction  
Role of TVRA  
Generic TVRA relationships 
Countermeasure strategies  
Relationship with Common Criteria evaluation  
TVRA method 
Overview  
Actors and roles  
Rationale 
Method process 
Overview  
Step 1: Identification of Target Of Evaluation (TOE)  
Step 2: Identification of objectives . 
Step 3: Identification of functional security requirements  
Step 4: Systematic inventory of the assets  
Step 5: Systematic identification of vulnerabilities and 
threat level 
Step 6: Calculation of the likelihood of the attack and its 
impact  
Step 7: Establishment of the risks  
Step 8: Security countermeasure identification  
Step 9: Countermeasure Cost-benefit analysis  
Step 10: Specification of detailed requirements  
TVRA pro forma  
The role of motivation  
Void  
Denial of service attacks  

 National Institute of Standards and Technology 

12 Critical cybersecurity 
hygiene: patching the 
enterprise. 2018 

2 
 
 
 
 
 
 
 

Scenarios 
Scenario 0: Asset identification and assessment  
Scenario 1: Routine patching 
Scenario 2: Routine patching with cloud delivery 

model 
Scenario 3: Emergency patching  
Scenario 4: Emergency workaround (and backout if 

needed 

http://iectc57.ucaiug.org/wg15public/Public%20Documents/White%20Paper%20on%20Security%20Standards%20in%20IEC%20TC57.pdf


 

 

 
3 
 
 
4 
 
 
5 

Scenario 5: Isolation of unpatchable assets 
Scenario 6: Patch management system security (or 

other system with administrative privileges 
High-Level Architecture 

Component List 
Desired Requirements 

Relevant Standards and Guidance  
Secure Update Guidelines  
Microsoft Software Update Guides 
Security Control Map 

13 SP 800-171A. 2018. 
Assessing Security 
Requirements for 
Controlled Unclassified 
Information 

3.6 
3.11 
3.12 

Incident response  
Risk assessment  
Security assessment 

14 ENISA: Good Practices 
on- Reporting Security 
Incidents 

 https://www.enisa.europa.eu/publications/good-
practice-guide-on-incident-reporting-
1/at_download/fullReport 

 

 

https://www.enisa.europa.eu/publications/good-practice-guide-on-incident-reporting-1/at_download/fullReport
https://www.enisa.europa.eu/publications/good-practice-guide-on-incident-reporting-1/at_download/fullReport
https://www.enisa.europa.eu/publications/good-practice-guide-on-incident-reporting-1/at_download/fullReport


 

 

Appendix B. Questionnaire on Cybersecurity Management 

 

List of abbreviations  

AMA  Advanced Metering Infrastructure  

AT  Awareness and Training  

CwS  Crowdsourcing   

DA  Direct Access  

DtoD   Device-to-Device communication  

I/P/NP  In-use / Planned / Not Planned  

IDS   Intrusion Detection System  

IoT  Internet of Things  

IPS  Intrusion Prevention System 

L/M/H  Low / Middle / High  

MobN   Mobile Networks 

NFC  Near Field Communication  

OR  Opportunistic Routing  

PII  Personally Identifiable Information 

PN  Push Notifications  

P/S  Publish/Subscribe   

SN   Sensor Networks 

SocN   Social Networks  

UAV   Unmanned aerial vehicles  

VN  Vehicular ad-hoc networks  

 

 

SECTION I. DATA ACQUISITION.  

SMART CITY DIGITAL TRANSFORMATION AND APPLICATION DEPLOYMENTS 

 

1.1 Indicate the current maturity level of technology infrastructure and smart city integration for 

year 2021 and planned integration maturity level for year 202532.   

 

Level Integration maturity level  Year 
2021 

Year 
2025 

1 Ad hoc and unconnected smart city pilot initiatives    

2 Citywide pilot programs    
3 Citywide implementation of IoT platform and integral solutions     

4 Citywide deployment of sensors and connected infrastructure   

5 Other (please specify here)   

                                                           
32 Please feel free to change all examples or any grey text in the table cells. (Check sign is given as example).    



 

 

1.2 What types of data are you gathering or planning to gather?  

List all smart city application deployments connected or planned to be connected to citywide data centres/repositories/data lakes  

Area of application  Utilization 
rate 

(I/P/NP) 

Data acquisition 
technique(s)33  

Communication 
channels34 

Data collected 
and/or detectors 

being used35   

Data sharing 
frequency36  

Environmental monitoring       

Weather station      

Water and sewage monitoring       

Noise monitoring       

Waste management      

Waste smart collection       

Main GHG emissions monitoring       

Other (please specify here)      
      

Outdoor services and public safety       

Smart street lights      

Smart traffic management       

Vehicle tracking system       

CCTV security monitors      

Facial-recognition system      

Other (please specify here)      
      

Indoor services and smart home       

Smart home      

Smart health      

Smart Emergency (please specify)      

                                                           
33 Multi-select list: SN, MobN, VN, UAV, DtoD, IoT, SocN, CwS, 5G, or other (select as many as apply) 
34 Multi-select list: AMA, Bluetooth, DA, OR, NFC, P/S, PN, WiFi, or other (select as many as apply) 
35 Examples: temperature, humidity, pressure, vibration, ultrasonic (noise) sensors, energy consumption, user activity streaming via video or voice data formats  
36 Scheduled (please define frequency), data streaming 24/7, other (select as many as apply) 



 

 

User-generated contents      

Other (please specify here)      
      

Smart Grids and electric vehicles       

Smart electrical energy system       

Smart thermal energy system      

Smart electrical storage      

Smart thermal storage      

Virtual power plant      

Predictive maintenance       

Grid services      

Other (please specify here)      

      



 

 

1.3 For each area of application, specify information types processed, transmitted, stored and/or accessed 

in performance of the RESPONSE project37.  

Information type Confidentiality 
impact level 

(L/M/H) 

Integrity impact 
level (L/M/H) 

Availability 
impact level 

(L/M/H) 

    

    

    

    

    

    

    

    

 

1.4 Are you carrying out or do you plan to perform data acquisition in non-controlled and heterogeneous 

environments, e.g. using street surveillance cameras, or road vehicle monitoring, energy, climate stations  

with further integration in cloud data storage?   

 

If yes, please specify if not entered in Table 1.2 

Sources of data in non-controlled and heterogeneous environments yes/no 

the flow and movement of people in the densely populated area  

reliable transmissions of vital sign data to the cloud  

seamless access and processing of IoT data  

smart parking   

real-time transportation and vehicle traffic information system  

public place monitoring system   

climate stations  

water monitoring   

other purposes (please specify here and below)  

 

1.5 For smart home scenarios, specify the metering data gathered from every apartment if any  

 
 
 
 
 
 
 
  

                                                           
37 For better categorization and measurement of the potential impact of information, please refer to Table 7 

in NIST SP 800-60 (https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf). 
Additional rows may be added if necessary  

 

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf


 

 

 

SECTION II.  DATA UTILIZATION AND DATA SHARING 

 

 

2.1 List types of data are shared within pertinent conditions 

Data types Sharing policy 

Sensitive data  

i.e. medical data The data are shared with authorized users only. The data are not 
allowed to leave this environment when it is used. 

i.e. name of the data set, the 
unique identity, publisher, 
publisher organization 

Restriction to publish metadata 

Quasi-sensitive data  

i.e. vehicle GPS data The request the permission of accessing the data by following the 
link to the private cloud store, where the data are available after 
the necessary user authorization. 

i.e. aggregated medical data The data are shared via cloud-based storage systems (e.g. private 
cloud) 

 Publishing the metadata while not the (quasi-)sensitive data 
itself. 

Open/public data  

i.e., population, air quality, water 
quality, etc. 

The data are published or shared on an open data platform, city 
dashboards, etc. 

 

2.2 List all technology platforms (cloud platform, IoT data platform, etc.) that process data and generate 

business logic to make sense of the data flowing from applications 

 
 
 
 
 
 
 

 

2.3 List the types of computing services are provided by building a structure of the cloud computing centres 

for big data analysis. 

 
 
 
 
 
 
 
 

 



 

 

2.4 List the intrusion detection systems and intrusion prevention systems being used  

Area of application38 IDS/IPS 

  

  

 

 

SECTION III. CYBER COMPETENCIES AND AWARENESS PROGRAM 

SECURITY REQUIREMENTS AND SECURITY DATA MANAGEMENT PROCESSES 

 

3.1 Indicate fully adopted security awareness and training policy and procedures 

Cyber competencies and awareness program readiness indicators yes no 

Personnel (civil engineers) declare they have a broad understanding across multiple 
physical and digital infrastructure systems including data governance and information and 
communication technologies 

  

Regular (once a year) cyber security training of personnel within pertinent subject domain   

Personnel passes periodically computer-based training, with support materials during the 
year 

  

Basic security awareness training to all information system users (including managers, 
senior executives, and contractors) as part of initial training for new users, when required 
by system changes 

  

There is an AT program lead who is working on the full-time basis and is responsible for 
development, implementation and updating the AT program 

  

Training topics are focused on general principles of cyber hygiene in smart city 
environment, phishing, social engineering, advanced persistent threat actors, suspicious 
behaviours (including demonstrations) and deployed on periodic basis 

  

Certain roles, including managers and those with significant information security 
responsibilities, comply with security training and awareness requirements.  

  

A role-based security-related training: (i) before authorizing access to the system or 
performing assigned duties; (ii) when required by system changes; and (iii) thereafter 

  

Personnel and end-users demonstrate awareness of security risks associated with their 
activities and of the applicable policies, standards and procedures related to the cyber 
security 

  

Training topics include practical exercises in awareness training aligned with current threat 
scenarios, provide feedback to individuals involved in training 

  

Department leads and teams request security reviews/audits   

Security Awareness and Training relates to the information security knowledge 
requirements for all users of information systems, and the development and delivery of 
courses and other training resources to enable and validate satisfaction of those 
requirements. 

  

The training is updated at least annually or when there are significant changes to the 
threat. 

  

The city council produces clear guidance for the end-users to secure their internal 
networks. 

  

                                                           
38 The same as in Question 1.2 



 

 

3.2 As IEEE has noted, it is the responsibility of the owner to train its citizens to protect first their data and secondly 
the integrity and security of the smart city as a whole.  Do you have any suggestion of content to include in the 
planned training modules? 

 
 
 
 
 

 

3.3 What format(s) of trainings do you think is more effective:  
 

Format • yes • no 

• Presentation slides •  •  

• Posters •  •  

• Leaflets •  •  

• Video •  •  

• Public service advertisement •  •  

• Interactive computer game •  •  

• Problem-solving exercise  •  •  

• Others: Add your options here and below •  •  

•  •  •  

 

3.4 Which of these may be the target audience for cybersecurity awareness training in your city? 

Target group • yes • no 

• Designers and developers of Smart City solutions   •  •  

• Managers of smart city operation •  •  

• IT staff involved in smart city operation and/or deployment •  •  

• Staff who process customer payment information •  •  

• IT staff involved in smart city operation and/or deployment •  •  

• CEO who need to prioritize security efforts •  •  

• Customers and citizens (end-users) •  •  

• Others: Add your options here and below •  •  

•  •  •  

  

 

SECTION IV. CYBERSECURITY-RELTED METHODOLOGY/REGULATED POLICIES 

 

 

4.1 In RESPONSE we would like to know whether the end-user is already using a Vulnerability identification or Risk 
Management methodology. If so, please indicate which. 

a. Vulnerability identification method / tool:  

b. Risk identification and assessment method / tool:  

c. Risk management method / tool:  



 

 

4.2 If Risk Assessment is used, which are the role(s) involved in it and who is responsible for the assessment? 

•  

•  

•  

•  

4.3 Which cybersecurity best practices and standards have you already adopted or willing to adopt to ensure 
cybersecurity in: 
Smart city:   

•  

•  

Data storages:  

•  

•  

End-user level:  

•  

•  

•  

 

4.4 If you  have already applied cyber security measures in your CIPs, please provide them some 
examples  

•  

•  

•  

•  

•  

•  

•  

•  

 

The shortlist of cybersecurity best practices and standards 

1. ISO/IEC 29100:2011 Information technology – Security Techniques – Privacy framework 

http://www.iso.org/iso/iso_catalogue/catalouge_tc/catalouge_detail.htmcsnumber=45123 

2. SS-ISO/IEC 27005:2013 Information technology - Security techniques - Information security risk management 

http://www.iso.org/iso/iso_catalogue/catalouge_tc/catalouge_detail.htmcsnumber=45123


 

 

3. ISO/TS 24533 Intelligent transport systems - Electronic information exchange to facilitate the movement of 

freight and its intermodal transfer - Road transport information exchange methodology 

4. NEN 7512:2005 nl Health informatics - Information security in the healthcare sector - Basis for trust for 

exchange of data  

5. NEN-EN-ISO 24534-3:2013 Intelligent transport systems - Automatic vehicle and equipment identification - 

Electronic registration identification (ERI) for vehicles - Part 3: Vehicle data 

6. NIST SP 800-60 (https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf) 

7. Cyber Security for Smart Cities - an Architecture Model for Public Transport 

https://www.enisa.europa.eu/publications/smart-cities-architecture-model/at_download/fullReport  

8. Global City Teams Challenge 2019: Smart and Secure Cities and Communities Challenge (SC3) GCTC-SC3 

Cybersecurity and Privacy Advisory Committee Guidebook. A Risk Management Approach to Smart City 

Cybersecurity and Privacy https://pages.nist.gov/GCTC/uploads/blueprints/2019_GCTC-

SC3_Cybersecurity_and_Privacy_Advisory_Committee_Guidebook_July_2019.pdf  

9. IEEE 802.21a-2012 IEEE Standard for Local and Metropolitan Area Networks: Media Independent Handover 

Services - Amendment for Security Extensions to Media Independent Handover Services and Protocol 

10. IEEE P1912 Standard for Privacy and Security Architecture for Consumer Wireless Devices - currently being 

developed  

11. IEEE 802.1X-2020 IEEE Standard for Local and metropolitan area networks-Port-Based Network Access Control  

12. IEEE 802.1AE-2006 IEEE Standard for Local and Metropolitan Area Networks: Media Access Control (MAC) 

Security; Security capabilities expanded by IEEE 802.1AEbw-2013.  

13. IEEE 802.1AR-2009 Standard for Local and metropolitan area networks - Secure Device Identity  

14. IEEE 11-2012 series IEEE Standard for Information technology-Telecommunications and information exchange 

between systems Local and metropolitan area networks-Specific requirements Part 11: Wireless LAN Medium 

Access Control (MAC) and Physical Layer (PHY) Specifications  

15. IEEE 802.15.4-2015 IEEE Standard for Local and metropolitan area networks-Part 15.4: Low-Rate Wireless 

Personal Area Networks (LR-WPANs) 

 

 

ADDITIONAL INFORMATION 

 

 

If there is any additional information that you wish to provide, please use the box below. 

 
 
 
 
 
 
 
 
 
 

 

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf
https://www.enisa.europa.eu/publications/smart-cities-architecture-model/at_download/fullReport
https://pages.nist.gov/GCTC/uploads/blueprints/2019_GCTC-SC3_Cybersecurity_and_Privacy_Advisory_Committee_Guidebook_July_2019.pdf
https://pages.nist.gov/GCTC/uploads/blueprints/2019_GCTC-SC3_Cybersecurity_and_Privacy_Advisory_Committee_Guidebook_July_2019.pdf
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