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Executive Summary 

This deliverable D12.6 Ethical Monitoring and Contingency Plan – V1 describes the Ethics related aspects, 

including the questions on legal and regulatory compliance in the context of the RESPONSE project. This 

document provides a global definition of ethics and several guidelines that could be used in the project 

and helps to define an ethical policy based on several European Union legislation (Chapter 2). The 

Quality, Risk & Ethics Manager (QREM), along with the Ethics Board (EtB) are responsible for the quality 

and timely delivery of required reports, identification of main areas of possible ethical risks and 

promotion of appropriate contingency activities. An Ethics Issues Checklist is used in order to process 

and monitor ethical issues that could emerge in RESPONSE. Several tools and legal prescriptions (e.g. 

privacy impact assessment and binding corporate rules) are mentioned that shall be used in order to 

prevent or dismiss any ethical issues (Chapter 3). 
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Chapter 1 – Introduction 

1.1 Objective 

This deliverable D12.6 Ethical Monitoring and Contingency Plan – V1 has been prepared within the T12.4 Data 

and Ethics Management and GDPR Conformation activities of the RESPONSE project. It covers the issues 

related to Ethical Monitoring and Contingency Planning (EMCP). The objectives of this deliverable are to:  

1. ensure that all legal requirements regarding ethics, personal data protection and data management 

are fulfilled, and that the consortium is in line with the most recent EU legislation (with a specific focus 

on the GDPR). It also aims to report all potential ethical and legal issues stemming from the project 

research activities as well as the involvement of subjects in the realization of the project.  

2. identify potential problems and risks related to ethics at earlier stage and to ensure that adverse 

situations will be effectively managed throughout the evolution of the project by providing the 

necessary contingency plans.  

1.2 Approach 

This document provides an overview of several texts and laws containing ethics elements that shall apply to 

the RESPONSE project. The aim of the deliverable is to provide partners several tools that can be used in order 

to prevent any ethical issues or to assess them if they arise. Several guidelines are mentioned in this deliverable 

and shall be used in order to identify ethical issues.  

RESPONSE, involving the processing of personal data, must provide information about the data protection 

provisions in its proposal. Higher ethics risks shall be determined if any of those data are involved: 

• processing of ‘special categories’ of personal data (formerly known as ‘sensitive data’)  

• processing of personal data concerning children, vulnerable people or people who have not given 

their consent to participate in the research 

• complex processing operations and/or the processing of personal data on a large scale and/or 

systematic monitoring of a publicly accessible area on a large scale 

• data processing techniques that are invasive and deemed to pose a risk to the rights and 

freedoms of research participants, or techniques that are vulnerable to misuse 

• collecting data outside the EU or transferring personal data collected in the EU to entities in non-

EU countries. 

Moreover, ethical monitoring shall not only assess matters related to personal data protection, but also ethical 

questions in general. Ethical research conduct implies the application of fundamental ethical principles to 
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scientific research. The European Charter of Fundamental Rights1 contains several principles which can be 

relevant in the context of research. These principles form the basis of important ethics guidelines but also 

support the conduct of research: right to the integrity of the person; respect for private and family life; 

freedom of the Arts and Sciences.  

1.3 Relevance to other deliverables 

Four versions of the Ethical Monitoring and Contingency Plan will be prepared throughout the RESPONSE 

project. This D12.6 is the first deliverable, whereas D12.19 Ethical Monitoring and Contingency Plan – V2, 

D12.20 Ethical Monitoring and Contingency Plan – V3, and D12.21 Ethical Monitoring and Contingency Plan – 

V4 will be prepared in M24, M42 and M60, respectively. 

This D12.6 is closely related to the D12.5 Data Management Plan, D13.1 Ethics Requirement 1, D13.2 POPD 

Requirement 2, and D12.7 Cyber Data Security and Identity Management Plan – V1, which has been delivered 

until now. The deliverables provide inputs on how all partners must act in an ethical and responsible manner, 

especially in activities of data collection and protection involving humans (for example in WP4, WP6, WP7 and 

8), use of Informed Consent form in collecting personal data through interviews, surveys, etc. as well as 

transferring such data within the EU and Non-EU member states. 

General risk assessment and contingency plans of the RESPONSE project are described in the D12.3 Quality 

Management Plan, Risk Assessment and Contingency Planning Reports – V1 (due in M12), where the risk 

management plan is described by implementing a three-step approach of risk identification, risk treatment 

(quantification and probability assessment) as well as risk mitigation. The corresponding mitigation actions to 

prevent these risks, as well as contingency plans to solve them in case of their occurrence have been carefully 

elaborated and are detailed in that deliverable. The deliverable will be updated in M24, M42 and M60.  

1.4 Structure of the deliverable 

The first part of this deliverable is dedicated to the Ethical Monitoring Plan. It contains a definition of ethics 

and a review of the existing literature that can be used in assessing ethics matters. The deliverable presents 

an overview of several European policies and helps identify aspects that are specifically related to ethics in 

order to have a comprehensive view of this subject.  

Then an Ethical Risk Management Plan is set, in order to establish the process to be used to identify, record, 

manage and monitor risk and the need for contingency planning when an identified risk cannot be completely 

avoided or mitigated.

                                                           
1 Charter of Fundamental Rights of the European Union (2000/C 364/01) 
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Chapter 2 – Ethical Monitoring Plan 

2.1 Ethical Policy 

The term “ethics” may be defined as “norms for conduct that distinguish between acceptable and unacceptable 

behaviour. Ethics is closely connected with the partnership’s duties and responsibilities towards other 

individuals and the society as a whole and refer to the respect of their dignity and rights, ensuring their well-

being and avoiding harm”2. Moral values and principles that are often referred to in ethics include justice, 

freedom, autonomy, privacy, dignity, well-being, and responsibility. 

Ethics, in the RESPONSE context, shall be seen as including questions of legal and regulatory compliance as  

well as a  branch of philosophy and shall be seen as an addition to personal data protection matters related in 

deliverable D3.2 Data Governance and RESPONSE Integrated and Interconnected City Ecosystem mandating 

cross-platform collaboration.  

As stated in the “Ethics Guide Advisor”3, ethics needs to permeate all parts of the project ‘culture’ to be 

effective. In the interests of raising and maintaining ethical awareness,  all aspects of the project’s activities 

require the maintenance of an ethical perspective. A sound ethics policy requires transparency and balance.  

Evidently some risks of harm for any project can be anticipated, but by no means all. 

All the activities implemented in the H2020 framework must comply with ethical principles and relevant 

national, EU and international legislation. Ethics advice should therefore incorporate the assurance that 

EU/national laws are complied with, as well as international ‘soft laws,’ and widely accepted ethics codes and 

guidelines. 

2.1.1 Ethics related legislation overview 

Two types of legislation such as General Data Protection Regulation (GDPR) and the national/related EU 

legislations are mostly relevant to prepare the ethical monitoring plan.  

▪ GDPR4  

Data protection is both a central issue for research ethics in Europe and a fundamental human right. It is 

intimately linked to autonomy and human dignity, and the principle that everyone should be valued and 

respected. For this principle to guide the development of today’s information society, data protection must 

be rigorously applied by the research community. 

                                                           
2 David B. Resnik, “What Is Ethics in Research & Why Is It Important?”, NIEHS, December 23, 2020 
3 European Commission, Roles and functions of Ethics Advisors/Ethics advisory boards in EC funded project, december 2012, 20 p.   
4 Regulation (EU) 2016/679 of the European Parliament and Of the Council of 27 April 2016 on the protection of natural persons with regard to the 
processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) 
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▪ National  legislation  or  related  EU  measures 

If the project uses data processed or provided by authorities responsible for preventing, investigating, 

detecting or prosecuting criminal offences, Directive (EU) 2016/6805 may also apply; 

If the project uses personal data generated or processed by electronic networks (e.g. data relating  to ‘cookies’,  

internet  usage  or  electronic  network  traffic), the EU’s Privacy Directive (currently under revision) may also 

apply; 

The EU Member States have laid down their own rules on data processing, e.g. the processing of special 

categories of data (such as genetic, biometric and/or health data)may be subject to additional national legal 

requirements,  such as prior notification of regulators or data protectionauthorities. It is your responsibility to 

ensure that your research complies with the dataprotection laws in allthe Member States in which your 

research data are processed,as well as the GDPR (See in particular Articles 9(4), 8 and 89(3) GDPR).  

2.1.2 Review of EU ethical guidelines 

Several ethics related guidelines were provided by the EU. Some of the most important guidelines relevant to 

the RESPONSE project are described in this section: 

1. Council Decision 2006/973/EC) concerning the specific programme ‘People’ implementing the Seventh 

Framework Programme of the European Community6. 

During the implementation of this specific programme and in the research activities arising from it, 

fundamental ethical principles are to be respected. These include, inter alia, the principles reflected in the 

Charter of Fundamental Rights of the EU, including the following: protection of human dignity and human life, 

protection of personal data and privacy, as well as animals and the environment in accordance with 

Community law and the latest versions of relevant international conventions, guidelines and codes of conduct, 

e.g:  

a. the Helsinki Declaration 

b. the Convention of the Council of Europe on Human Rights and Bio-medicine signed in Oviedo on 4 

April 1997 and its Additional Protocols, the UN Convention on the Rights of the Child 

c. the Universal Declaration on the human genome and human rights adopted by UNESCO  

d. UN Biological and Toxin Weapons Convention (BTWC) 

e. International Treaty on Plant Genetic Resources for Food and Agriculture  

f. World Health Organisation (WHO) resolutions. 

                                                           
5 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the 
processing of personal data by competent authorities for the purposes of the prevention, investigation, detection or prosecution of criminal offences 
or the execution of criminal penalties, and on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA 
6 2006/973/EC: Council Decision of 19 December 2006 concerning the specific programme People implementing the Seventh Framework Programme 
of the European Community for research, technological development and demonstration activities (2007 to 2013) 
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2. Decision 1982/2006/EC of the European Parliament and of the Council (Recital 30 and Article 6)7 

Research activities supported by the Seventh Framework Programme should respect fundamental ethical 

principles, including those reflected in the: 

-  Charter of Fundamental Rights of the European Union. 

-  The opinions of the European Group on Ethics in Science and New Technologies are and will be 

considered. Research activities should also consider the Protocol on the Protection and Welfare of 

Animals and reduce the use of animals in research and testing, with a view ultimately to replacing 

animal use.  

And The European Charter of Fundamental Rights: 

- Art. 3: Right to the integrity of the person;   

- Art. 8: Protection of personal data  

3. 2012, Directorate-General for Research and Innovation,  Ethical and Regulatory Challenges to Science and 

Research Policy at the Global Level8 

Recommendation 11: Following the Millennium Development Goal approach, the European Commission 

should work to engage all relevant sectors of society in contributing to the aspiration of benefit sharing. 

Recommendation 12: The European Commission should collaborate with the WHO to devise a comprehensive 

benefit sharing framework relevant to future access to human biological resources as well as global public 

health. 

4. The European Charter for Researchers, the Code of Conduct for the Recruitment of Researchers, European 

Community 2005 

Research freedom, ethical principles: researchers should adhere to the recognised ethical practices and 

fundamental ethical principles appropriate to their discipline(s) as well as to ethical standards as documented 

in the different national, sectoral or institutional codes of ethics; professional responsibility; professional 

attitude; contractual and legal obligations; accountability (researchers need to be aware that they are 

accountable towards their employers, funders or other related public or private bodies as well as, on more 

ethical grounds, towards society as a whole. in particular, researchers funded by public funds are also 

accountable for the efficient use of taxpayers’ money);  good practice in research (researchers should at all 

times adopt safe working practices); dissemination, exploitation of results, public engagement (“researchers 

should ensure that their research activities are made known to society at large in such a way that they can be 

                                                           
7 Decision No 1982/2006/EC of the European Parliament and of the Council of 18 December 2006 concerning the Seventh Framework Programme of 
the European Community for research, technological development and demonstration activities  
8 European Commission, Ethical and regulatory challenges to science and research policy at the global level, 2012, 60 p. 
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understood by non-specialists, thereby improving the public’s understanding of science. Direct engagement 

with the public will help researchers to better understand public interest in priorities for science and 

technology and also the public’s concerns.”) 

5. Guidance Note for Researchers and Evaluators of Social Sciences and Humanities Research 20109 

“Underlying ethical principles: Avoidance of exploitation, just distribution of benefits and burden, beneficence, 

respect for persons, respect for human dignity, scientific validity, social value, the rights and interests of 

research participants are overarching ethical principles of any scientific research. From the stage of research 

design to the dissemination of research outcomes these principles should be taken into account when 

identifying and dealing with the ethical issues raised by a particular research.” 

6. Advancing gender equality in the European Research Area - Council conclusions (adopted on 

01/12/2015)10 

There is a particular gender-related risk when processing personal data. Women and men live in the city 

differently e.g., their working-life routines are different and have different energy-needs. In designing data 

collection and their processing, gender gap should be avoided and well anticipated foreseen in advance. 

Moreover, gendered innovations (another priority within the ERA) can only be supported by data that is sex-

disaggregated, i.e., gender-sensitive and gender-responsible. In principle, GDPR prevents the use of personal 

data in order to discriminate based on gender. To process data as gender-neutral actually tends to mean male-

biased processing, as male tends to be default. Furthermore, the need to sex-disaggregate data is a significant 

risk to non-compliance with gender equality matters. Two solutions shall be considered when processing data, 

either taking into account sex-disaggregated data during the project, or explicitly mentioning that all the 

project data will be, by default, sex-disaggregated. The content of research and innovation should therefore 

take into account the integration of the gender dimension (sex-disaggregating data being one of the basic 

forms of contributing to its achievement). 

7. Principles  of European research ethics11 (Powerpoint presentation, European Commission DGRI Ethics) 

Ethics principles: 

• The principle of respect for human dignity 

• The principle of utility 

• The principle of precaution 

• The principle of justice 

                                                           
9 European Commission, Guidance Note for Researchers and Evaluators of Social Sciences and Humanities Research, 2010, 34 p.  
10 https://data.consilium.europa.eu/doc/document/ST-14846-2015-INIT/en/pdf 
11 https://ec.europa.eu/research/participants/docs/h2020-funding-guide/cross-cutting-issues/ethics_en.htm 
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Other important ethics related guidelines related to the scope of the RESPONSE project as well as references 

are described in Table 1. 

Table 1: Other important ethics related guidelines 

Name of the Document Reference 

European Commission, “A 

comprehensive strategy on 

how to minimize research 

misconduct and the potential 

misuse of research in EU 

funded research” 

https://ec.europa.eu/research/participants/data/ref/fp7/89797/improper-

use_en.pdf 

 

FP7 Guidance for Applicants, 

Informed Consent. European 

Commission   

https://ec.europa.eu/research/participants/data/ref/fp7/89807/informed-

consent_en.pdf 

FP7 Guidance for Applicants, 

Ethics in research and 

international cooperation, 

European Commission   

https://ec.europa.eu/research/participants/portal4/doc/call/fp7/fp7-sec-

2011-1/30556-sec_ca_common_part_en.pdf 

Commission Decision 

(2001/497/EC) of 5 June 

2001 on standard 

contractual clauses for the 

transfer of personal data to 

third countries 

https://eur-lex.europa.eu/legal-content/FR/ALL/?uri=celex:32001D0497 

Introduction to IP rules in FP7 

Projects  

http://www.iprhelpdesk.eu/ 

Council Directive 86/609/EEC 

of 24 November 1986 on the 

approximation of laws, 

regulations and 

administrative provisions of 

https://eur-lex.europa.eu/legal-

content/EN/ALL/?uri=celex%3A31986L0609 

 

https://ec.europa.eu/research/participants/data/ref/fp7/89797/improper-use_en.pdf
https://ec.europa.eu/research/participants/data/ref/fp7/89797/improper-use_en.pdf
https://ec.europa.eu/research/participants/data/ref/fp7/89797/improper-use_en.pdf
https://ec.europa.eu/research/participants/data/ref/fp7/89797/improper-use_en.pdf
https://ec.europa.eu/research/participants/data/ref/fp7/89797/improper-use_en.pdf
https://ec.europa.eu/research/participants/data/ref/fp7/89797/improper-use_en.pdf
https://ec.europa.eu/research/participants/data/ref/fp7/89797/improper-use_en.pdf
https://ec.europa.eu/research/participants/data/ref/fp7/89797/improper-use_en.pdf
https://ec.europa.eu/research/participants/data/ref/fp7/89807/informed-consent_en.pdf
https://ec.europa.eu/research/participants/data/ref/fp7/89807/informed-consent_en.pdf
https://ec.europa.eu/research/participants/data/ref/fp7/89807/informed-consent_en.pdf
https://ec.europa.eu/research/participants/data/ref/fp7/89807/informed-consent_en.pdf
https://ec.europa.eu/research/participants/data/ref/fp7/89807/informed-consent_en.pdf
https://ec.europa.eu/research/participants/portal4/doc/call/fp7/fp7-sec-2011-1/30556-sec_ca_common_part_en.pdf
https://ec.europa.eu/research/participants/portal4/doc/call/fp7/fp7-sec-2011-1/30556-sec_ca_common_part_en.pdf
https://ec.europa.eu/research/participants/portal4/doc/call/fp7/fp7-sec-2011-1/30556-sec_ca_common_part_en.pdf
https://ec.europa.eu/research/participants/portal4/doc/call/fp7/fp7-sec-2011-1/30556-sec_ca_common_part_en.pdf
https://ec.europa.eu/research/participants/portal4/doc/call/fp7/fp7-sec-2011-1/30556-sec_ca_common_part_en.pdf
https://ec.europa.eu/research/participants/portal4/doc/call/fp7/fp7-sec-2011-1/30556-sec_ca_common_part_en.pdf
https://eur-lex.europa.eu/legal-content/FR/ALL/?uri=celex:32001D0497
https://eur-lex.europa.eu/legal-content/FR/ALL/?uri=celex:32001D0497
https://eur-lex.europa.eu/legal-content/FR/ALL/?uri=celex:32001D0497
https://eur-lex.europa.eu/legal-content/FR/ALL/?uri=celex:32001D0497
https://eur-lex.europa.eu/legal-content/FR/ALL/?uri=celex:32001D0497
https://eur-lex.europa.eu/legal-content/FR/ALL/?uri=celex:32001D0497
https://eur-lex.europa.eu/legal-content/FR/ALL/?uri=celex:32001D0497
http://www.iprhelpdesk.eu/
http://www.iprhelpdesk.eu/
http://www.iprhelpdesk.eu/
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A31986L0609
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A31986L0609
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A31986L0609
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A31986L0609
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A31986L0609
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A31986L0609
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A31986L0609


 

16 

D12.6 

 Ethical Monitoring and Contingency Plan – V1 

the Member States regarding 

the protection of animals 

used for experimental and 

other scientific purposes 

Directive 95/46/EC of the 

European Parliament and of 

the Council of 24 October 

1995 on the protection of 

individuals with regard to the 

processing of personal data 

and on the free movement of 

such data OJ 23 November 

1995 No L. 281 pp. 0031-

0050 

https://eur-lex.europa.eu/legal-

content/FR/TXT/?uri=celex%3A31995L0046 

 

Directive 2006/54/EC of the 

European Parliament and of 

the Council of 5 July 2006 on 

the implementation of the 

principle of equal 

opportunities and equal 

treatment of men and 

women in matters of 

employment and occupation 

(recast) 

https://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=celex%3A32006L0054 

 

 

2.2 Organization of ethical aspects in RESPONSE 

2.2.1 Ethics Board  

The Ethics Board (EtB) provides ongoing support to the consortium concerning ethical and legal issues as well 

as instant advice when ethical dilemmas arise during a project. These will increase the quality and acceptability 

of the research outcome of the RESPONSE project. Due to the involvement of a large number of project 

partners, greater complexity and involvement of many cities, the consortium has established the EtB on 

https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A31986L0609
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A31986L0609
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A31986L0609
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A31986L0609
https://eur-lex.europa.eu/legal-content/FR/TXT/?uri=celex%3A31995L0046
https://eur-lex.europa.eu/legal-content/FR/TXT/?uri=celex%3A31995L0046
https://eur-lex.europa.eu/legal-content/FR/TXT/?uri=celex%3A31995L0046
https://eur-lex.europa.eu/legal-content/FR/TXT/?uri=celex%3A31995L0046
https://eur-lex.europa.eu/legal-content/FR/TXT/?uri=celex%3A31995L0046
https://eur-lex.europa.eu/legal-content/FR/TXT/?uri=celex%3A31995L0046
https://eur-lex.europa.eu/legal-content/FR/TXT/?uri=celex%3A31995L0046
https://eur-lex.europa.eu/legal-content/FR/TXT/?uri=celex%3A31995L0046
https://eur-lex.europa.eu/legal-content/FR/TXT/?uri=celex%3A31995L0046
https://eur-lex.europa.eu/legal-content/FR/TXT/?uri=celex%3A31995L0046
https://eur-lex.europa.eu/legal-content/FR/TXT/?uri=celex%3A31995L0046
https://eur-lex.europa.eu/legal-content/FR/TXT/?uri=celex%3A31995L0046
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32006L0054
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32006L0054
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32006L0054
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32006L0054
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32006L0054
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32006L0054
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32006L0054
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32006L0054
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32006L0054
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32006L0054
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32006L0054
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32006L0054
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February 2021, consisting of a total of eight members having different roles and responsibilities in the project. 

EtB is composed of members from the two LH cities (DM, TURKU), the responsible for data security (ISOLUT), 

the data protection responsible (UBFC), the technical and innovation manager (CERTH), a contact point for the 

fellow cities (BRU), responsible for gender aspects (SPI) as well as the Quality, Risk and Risk Manager (EIFER). 

Table 2 gives an overview of the EtB in RESPONSE project.  

Table 2: Members of the Ethics Board (EtB) 

Person Partner Responsibility in RESPONSE project 

Monjur Murshed EIFER Quality, Risk and Ethics Manager 

Nikolaos Nikolopoulos 

(Georgios Martinopoulos) 
CERTH 

Technical and Innovation Manager 

(delegate) 

Oanez Codet Hache DM Member of Dijon City 

Sini Lamoureux TURKU Member of Turku City 

Lea Kleinenkuhnen BRU Member of Fellow Cities 

Emmanuel Py UBFC Responsible for Data Protection 

Igor Kotsiuba ISOLUT Responsible for Data Security 

Catarina Milhazes SPI Responsible for Gender Aspects 

 

One of the Project Coordinators of RESPONSE act as a QREM. The main responsibilities of the QREM are to: 

• Ensure the timely delivery of the quality, risk and ethics related deliverables  

• Identify main areas of possible risks and define appropriate contingency or mitigation plans  

• Coordinate the ethics, privacy, legal and regulatory aspects of the project 

The main tasks and responsibilities of the EtB are to ensure that the project proceeds in an ethically acceptable 

manner, aligned with national or European regulations relevant to the project’s activities pertaining, among 

others, to gender issues. Τhe EtB is also responsible to deliver a detailed Ethical Monitoring and Contingency 

Plan.  
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2.2.2 Informed Consent Form 

The Informed Consent Form gives guideline to support the site managers, data controllers and processors in 

collecting data in the context of the RESPONSE project. It explains all relevant provisions and 

recommendations on how to collect and process personal data and on how to ensure transparency when 

receiving consents from the participants. The deliverable D13.1 H – Requirement No. 1 of the Response project 

describes these procedures and the Informed Consent form in detail.  

The Consent Form should be adapted to every Work Package (WP) – by the data processor - and explain its 

objectives and advancement. 

In order to collect consent, the demonstration site leaders or controllers should first describe the 

demonstration project, the role of the participant, the benefits, and the risks, including the level of privacy 

infringement that the execution of each of the Integrated Solution realization involves. In case someone wants 

to exercise his/her right to not participate, he/she will be excluded by the site leader. Then the subject will 

read the information sheet, containing all required information about the project sites and then sign the 

Informed Consent Form that are translated to the local language. The default Consent Form and the 

information sheets are in English, and they are also translated into local languages (e.g., French, Finnish and 

Swedish) and are available in RESPONSE Team Repository. The template of the Consent Form and the 

information sheet will be adjusted according to the tasks at hand at the project sites. They will be submitted 

to the European Commission on request. 

The Informed Consent Form and the information sheet can be shared with the research participants in print 

form (face-to-face meeting or as registered letter via post), online form (the tools to be used should be 

properly considered with regard to the processing of personal data) and email form.  The signing in the online 

and email form will be managed through digital signature methods such as click-to-sign and click-to-initial.  

The Informed Consent Form (see Appendix A) is used as a means to ensure accountability, discloses several 

key information such as purposes of processing, duration of processing, consent, transparency. It shall also be 

used as a means to ensure participants of the study have been made aware of their rights such as access, 

rectification, erasure and not to be subjected to automated individual decision-making, including profiling, 

etc.
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Chapter 3 – Ethical Risk Management and Contingency Plan 

3.1 Ethical Risk Management Policy 

The objective of ethical risk management policy is to establish the process to be used to identify, record, 

manage and monitor ethical risk and the need for contingency planning when an identified risk cannot be 

completely avoided or mitigated.  

The procedures to manage such risks and prepare contingency plans are the same as general risk management 

and contingency plan (as described in D12.3). The QREM, along with the EtB, are responsible for quality and 

timely delivery of required reports, identification of main areas of possible risks and promotion of appropriate 

contingency activities. He is also responsible for ethics, privacy, legal and regulatory management in the 

project. All WP leaders are responsible for identifying any ethics-related risk (similar to general risks) in their 

WPs, the task leaders or any partner involved in the project can also communicate them to the QREM and 

Project Coordinator or to the Project Steering Committee to find appropriate mitigation plans.  

After an individual assessment of the proposals, the experts meet as a panel (e.g. EtB) and  discuss and produce 

an Ethics Review Report. The Ethics Review Panel assesses the compliance with ethical rules and standards, 

relevant  European legislation and relevant international  conventions and declarations, national 

authorizations and ethics approvals, proportionality of the research methods and the applicants awareness of 

the ethical aspects and social impact of their planned research. 

According to the European Commission12, several questions shall be asked in order to determine if there are 

ethical problems:  

1. Respects the integrity and dignity of persons (that this intrinsic worth protects them from 

being used for greater perceived benefits) 

2. Follows the “Do no harm” principle. Any risks must be clearly communicated to subjects 

involved 

3. Recognises the rights of individuals to privacy, personal data protection and freedom of 

movement 

4. Honours the requirement of informed consent and continuous dialogue with research 

subjects 

5. Treats animals with respect and works under humane conditions before, during and after 

the research 

6. Designs animal research in accordance with the 3 Rs: Replacement, Reduction, Refinement 

                                                           
12 European Commission, Ethics for researchers – Facilitating Research Excellence in FP7, 2013, p. 24. 
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7. Respects the principle of proportionality: not imposing more than is necessary on your 

subjects or going beyond stated objectives (mission creep) 

8. Treats societal concerns seriously -a researcher’s first obligation is to listen to the public 

and engage with them in constructive dialogue, transparently, honestly and with integrity 

9. Tries to prevent being openly available for misuse or malignant dual use by terrorists or 

military organizations 

10. Recognises the wholeness of an individual and that any modification (genetic or 

technological) does not interfere with this principle 

11. Respects biodiversity and does not impose irreversible change that threatens the 

environment or ecological balance 

12. Builds on the understanding that any benefits are for the good of society, and any widely 

shared expressions of concern about threats from your research must be considered (with 

the acceptance that perhaps certain research practices might have to be abandoned) 

3.2 Strategy 

3.2.1 Ethics issues checklist 

According to the H2020 guidance on how to complete ethics self-assessment, a checklist shall be used every 

time ethics concerns arise. This checklist is usually used during the proposal phase of the project but can be 

utilized during the course of the project (see Appendix B). It also contains precious indications regarding 

particular categories of data that can be processed (health, ethnicity, religion, beliefs, political opinion). 

Answering those questions every time data is processed could prevent any ethical risks.  

3.2.1 Example of process 

Once an ethical risk has been identified, it shall be precisely described and assessed by the responsible of the 

WP. Figure 1 describes the process of ethical risk management. It consists of the following main parts:  

• Risk Identification 

• Risk Communication 

• Risk Management Plan 

• Risk Documentation 
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Figure 1 – Process of ethical risk identification and monitoring 

 

3.3 Tools and legal prescription 

Although privacy and ethics are not exclusive to each other, preventing any risks regarding personal data 

protection could also help avoiding ethics issues. One particular tool, implemented by the GDPR, could have 

great benefits regarding ethics management. Indeed, performing a Privacy Impact Assessment is an efficient 

way to monitor risks.  

3.3.1 Privacy Impact Assessment  

Where a processing is likely to result in a high risk to the rights and freedoms of natural persons, the controller 

shall carry out a privacy impact assessment (Figure 2). This Data Protection Impact Assessment (DPIA) is 

supposed to show the characteristics of the treatment, the risks and the measures adopted. 

The GDPR does not require a DPIA to be carried out for every processing operation which may result in risks 

for the rights and freedoms of natural persons. The carrying out of a DPIA is only mandatory where processing 

is “likely to result in a high risk to the rights and freedoms of natural persons” (Article 35(1), illustrated by 

Article 35(3) and complemented by Article 35(4)). It is particularly relevant when a new data processing 

technology is being introduced.  

In cases where it is not clear whether a DPIA is required, the WP29 recommends that a DPIA is carried out 

nonetheless as a DPIA is a useful tool to help controllers comply with data protection law. 

Even though a DPIA could be required in other circumstances, Article 35(3) provides some examples when a 

processing operation is “likely to result in high risks”: - “(a) a systematic and extensive evaluation of personal 

aspects relating to natural persons which is based on automated processing, including profiling, and on which 

decisions are based that produce legal effects concerning the natural person or similarly significantly affect 
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the natural person12 ; - (b) processing on a large scale of special categories of data referred to in Article 9(1), 

or of personal data relating to criminal convictions and offences referred to in Article 1013; or - (c) a systematic 

monitoring of a publicly accessible area on a large scale”. 

 

Figure 2 – Overview of privacy impact assessment13 

In order to provide a more concrete set of processing operations that require a DPIA due to their inherent high 

risk, the following nine criteria should be considered :  

• Evaluation or scoring, including profiling and predicting, especially from “aspects concerning the 

data subject's performance at work, economic situation, health, personal preferences or 

interests, reliability or behavior, location or movements” (recitals 71 and 91). 

• Automated-decision making with legal or similar significant effect: processing that aims at 

taking decisions on data subjects producing “legal effects concerning the natural person” or 

which “similarly significantly affects the natural person” (Article 35(3)(a)). 

                                                           
13 Accessible online at : https://www.cnil.fr/en/privacy-impact-assessment-pia 
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• Systematic monitoring: processing used to observe, monitor or control data subjects, including 

data collected through networks or “a systematic monitoring of a publicly accessible area” 

(Article 35(3)(c)). 

• Sensitive data or data of a highly personal nature: this includes special categories of personal 

data as defined in Article 9 (for example information about individuals’ political opinions), as 

well as personal data relating to criminal convictions or offences as defined in Article 10. 

• Data processed on a large scale: the GDPR does not define what constitutes large-scale, though 

recital 91 provides some guidance. In any event, the WP29 recommends that the following 

factors, in particular, be considered when determining whether the processing is carried out on 

a large scale:  

o a. the number of data subjects concerned, either as a specific number or as a proportion of 

the relevant population;  

o b. the volume of data and/or the range of different data items being processed;  

o c. the duration, or permanence, of the data processing activity;  

o d. the geographical extent of the processing activity. 

• Matching or combining datasets, for example originating from two or more data processing 

operations performed for different purposes and/or by different data controllers in a way that 

would exceed the reasonable expectations of the data subject. 

• Data concerning vulnerable data subjects (recital 75): the processing of this type of data is a 

criterion because of the increased power imbalance between the data subjects and the data 

controller, meaning the individuals may be unable to easily consent to, or oppose, the 

processing of their data, or exercise their rights.  

• Innovative use or applying new technological or organisational solutions, like combining use of 

fingerprint and face recognition for improved physical access control, etc. 

• When the processing in itself “prevents data subjects from exercising a right or using a service 

or a contract” (Article 22 and recital 91). 

The requirement to carry out a DPIA applies to existing processing operations likely to result in a high risk to 

the rights and freedoms of natural persons and for which there has been a change of the risks, taking into 

account the nature, scope, context and purposes of the processing. 

The DPIA should be carried out “prior to the processing” (Articles 35(1) and 35(10), recitals 90 and 93)23. This 

is consistent with data protection by design and by default principles (Article 25 and recital 78). The DPIA 

should be seen as a tool for helping decision-making concerning the processing. 
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The controller is responsible for ensuring that the DPIA is carried out (Article 35(2)). Carrying out the DPIA may 

be done by someone else, inside or outside the organization, but the controller remains ultimately 

accountable for that task. 

According to the French Data protection authority14, the risk level is estimated in terms of severity and 

likelihood:  

 

• severity represents the magnitude of a risk. It primarily depends on the prejudicial nature of the 

potential impacts;  

• likelihood expresses the possibility of a risk occurring. It primarily depends on the level of 

vulnerabilities of the supporting assets when under threat and the level of capabilities of the risk 

sources to exploit them. 

 

 

3.5 Risks of unauthorized transfer of data 

In principle, cross-border data transfers are prohibited, unless certain conditions are met. Article 44 and 45 of 

GDPR states that cross-border data transfers may only take place if the transfer is made to an adequate 

jurisdiction or if the data exporter has implemented a lawful data transfer mechanism.  

Cross-Border Data Transfers to a recipient in a third country may take place, without a need to obtain any 

further authorisation, if the European Commission has decided that such third country ensures an adequate 

level of data protection (an "Adequate Jurisdiction").  

The basis for this principle is that such jurisdictions provide sufficient protection for the rights and freedoms 

of data subjects without the need for further safeguards. 

Article 45 

Transfers on the basis of an adequacy decision 

 

“A transfer of personal data to a third country or an international organization may take place where 

the Commission has decided that the third country, a territory or one or more specified sectors within 

that third country, or the international organization in question ensures an adequate level of protection. 

Such a transfer shall not require any specific authorization”. 

 

 

If there is no adequacy decision surrounding cross-border transfer, such transfers remain possible if they are 

subject to appropriate safeguards. A list of appropriate safeguards is provided by article 46 of GDPR:  

                                                           
14 CNIL, Privacy Impact Assessment Methodology, February 2018, 13 p.  
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Article 46 

Transfers subject to appropriate safeguards 

 

“In the absence of a decision pursuant to Article 45(3), a controller or processor may transfer personal 

data to a third country or an international organisation only if the controller or processor has provided 

appropriate safeguards, and on condition that enforceable data subject rights and effective legal 

remedies for data subjects are available”. 

 

• Agreement betwen public authorities: Cross-Border Data Transfers between public authorities 

may take place on the basis of agreements between public authorities, which do not require 

any specific authorisation from a DPA. The public authorities must ensure compliance with 

GDPR requirements15. 

• Binding corporate rules in accordance with Article 47: The GDPR directly addresses the concept 

of BCRs. The competent DPA will approve BCRs as an appropriate mechanism for Cross-Border 

Data Transfers within a corporate group (including to members of that group that are 

established in third countries). If the BCRs meet the requirements set out in the GDPR, they will 

be approved, and no further DPA approval will be required for transfers of personal data made 

under the BCRs. BCRs must include a mechanism that shall make them legally binding. BCRs 

shall specify the purposes of the transfer and affected categories of data, reflect the 

requirements of the GDPR, confirm that the EU-based data exporters accept liability on behalf 

of the group, explan complaint procedures and provide mechanisms for ensuring compliance.  

• Model clauses: Cross-Border Data Transfers may take place on the basis of standard data 

protection clauses approved by the Commission. Cross-Border Data Transfers are permitted if 

the controller or processor adduces appropriate safeguards in the form of Model Clauses 

and do not require any further authorisation from a DPA. 

• An approved code of conduct: A Cross-Border Data Transfer may take place on the basis of an 

approved Code of Conduct, together with binding and enforceable commitments to provide 

appropriate safeguards. 

• An approved certification mechanism: A Cross-Border Data Transfer may take place on the basis 

of certifications together with binding and enforceable commitments of the data importer to 

apply the certification to the transferred data. 

If those conditions aren’t met, cross-border data transfer may still be legally possible. Two conditions, that 

might be adequate to the RESPONSE project apply:  

                                                           
15 GDPR, Article 46, 2 (a). 
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• Consent: A Cross-Border Data Transfer may be made on the basis that the data subject, having 

been informed of the possible risks of such transfer, explicitly consents. 

• Contract: A Cross-Border Data Transfer may be made on the basis that it is necessary for the 

purposes of performing or implementing a contract between the data subject and the 

controller. 

3.5.1 Territorial Scope 

The territorial scope of General Data Protection Regulation1 (the GDPR or the Regulation) is determined by 

Article 3 of the Regulation:  

 

Article 3 

Territorial scope 

 

1.   This Regulation applies to the processing of personal data in the context of the activities of an 

establishment of a controller or a processor in the Union, regardless of whether the processing takes 

place in the Union or not. 

 

2.   This Regulation applies to the processing of personal data of data subjects who are in the Union by a 

controller or processor not established in the Union, where the processing activities are related to: 

 

(a) the offering of goods or services, irrespective of whether a payment of the data subject is required, 

to such data subjects in the Union; or 

(b) the monitoring of their behaviour as far as their behaviour takes place within the Union. 

  
3.   This Regulation applies to the processing of personal data by a controller not established in the 

Union, but in a place where Member State law applies by virtue of public international law. 

 

 

Article 3 of the GDPR reflects the legislator’s intention to ensure comprehensive protection of the rights of 

data subjects in the EU and to establish, in terms of data protection requirement, a level playing field for 

companies active on the EU markets, in a context of worldwide data flows. 

3.5.2 The “establishment” criterion 

Article 3 of the GDPR defines the territorial scope of the Regulation on the basis of two main criteria: the 

“establishment” criterion, as per Article 3(1), and the “targeting” criterion as per Article 3(2). Where one of 

these two criteria is met, the relevant provisions of the GDPR will apply to relevant processing of personal data 

by the controller or processor concerned. In addition, Article 3(3) confirms the application of the GDPR to the 

processing where Member State law applies by virtue of public international law. 
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• Establishment in the Union 

Article 3(1) GDPR makes reference not only to an establishment of a controller, but also to an establishment 

of a processor. As a result, the processing of personal data by a processor may also be subject to EU law by 

virtue of the processor having an establishment located within the EU. 

In order to determine whether an entity based outside the Union has an establishment in a Member State, 

both the degree of stability of the arrangements and the effective exercise of activities in that Member State 

must be considered in the light of the specific nature of the economic activities and the provision of services 

concerned. 

Once it is concluded that a controller or processor is established in the EU, an in concreto analysis should then 

follow to determine whether the processing in question is carried out in the context of the activities of this 

establishment, in order to determine whether Article 3(1) applies. If a controller or processor established 

outside the Union exercises “a real and effective activity - even a minimal one” - through “stable 

arrangements”, regardless of its legal form (e.g. subsidiary, branch, office…), in the territory of a Member 

State, this controller or processor can be considered to have an establishment in that Member State. 

• Processing of personal data carried out “in the context of the activities of an establishment” 

Article 3(1) confirms that it is not necessary that the processing in question is carried out “by” the relevant EU 

establishment itself; the controller or processor will be subject to obligations under the GDPR whenever the 

processing is carried out ”in the context of the activities” of its relevant establishment in the Union. The EDPB 

recommends that determining whether the processing is being carried out in the context of an establishment 

of the controller or processor in the Union for the purposes of Article 3(1) should be carried out on a case-by-

case basis and based on an analysis in concreto.  

• The establishment of a controller or a processor in the Union, regardless of whether the 

processing takes place in the Union or not 

As per Article 3(1), the processing of personal data in the context of the activities of an establishment of a 

controller or a processor in the Union triggers the application of the GDPR and the related obligations for the 

data controller or processor concerned. 

3.5.3 The targeting criterion 

The absence of an establishment in the Union does not necessarily mean that processing activities by a data 

controller or processor established in a third country will be excluded from the scope of the GDPR, since Article 

3(2) sets out the circumstances in which the GDPR applies to a controller or processor not established in the 

Union, depending on their processing activities. 
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• Data subjects in the Union 

The wording of Article 3(2) refers to “personal data of data subjects who are in the Union”. The application of 

the targeting criterion is therefore not limited by the citizenship, residence or other type of legal status of the 

data subject whose personal data are being processed. Recital 14 confirms this interpretation and states that 

“[t]he protection afforded by this Regulation should apply to natural persons, whatever their nationality or 

place of residence, in relation to the processing of their personal data”. 

• Offering of goods or services, irrespective of whether a payment of the data subject is required, to 

data subjects in the Union 

The first activity triggering the application of Article 3(2) is the “offering of goods or services”. Article 3(2)(a) 

specifies that the targeting criterion concerning the offering of goods or services applies irrespective of 

whether a payment by the data subject is required. Whether the activity of a controller or processor not 

established in the Union is to be considered as an offer of a good or a service is not therefore dependent on 

whether payment is made in exchange for the goods or services provided. 

• Monitoring’s of data subjects’ behaviour 

The second type of activity triggering the application of Article 3(2) is the monitoring of data subject behaviour 

as far as their behaviour takes place within the Union. Recital 24 clarifies that “[t]he processing of personal 

data of data subjects who are in the Union by a controller or processor not established in the Union should 

also be subject to this Regulation when it is related to the monitoring of the behaviour of such data subjects 

in so far as their behaviour takes place within the Union.” 

• Processor not established in the EU 

Processing activities which are “related” to the targeting activity which triggered the application of Article 3(2) 

fall within the territorial scope of the GDPR. The EDPB considers that there needs to be a connection between 

the processing activity and the offering of good or service, but both processing by a controller and a processor 

are relevant and to be taken into account. 

3.6 Ethics risk register 

The Ethics risk register will be maintained as a specific project management document. It will be stored on 

RESPONSE project MS Team repository and must be continuously updated as soon as risks become visible. 

Once a risk is identified by the task leader or the WP leader or even a partner, it shall be submitted to the 

QREM and EtB who will assess and review it with the respective partners. 

Table 3 gives an outline of the ethics risk register of the RESPONSE project. It includes the following 

information: 
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• Ethics Risk ID: A unique ID of the ethics risk 

• Related WP: Relevancy to the WP 

• Ethics Risk Description: Explanation of the identified ethics risk 

• Probability: Describes the chances of occurring such risks as low, medium and high 

• Impact: Describes the impact of the risks as low, medium and high 

• Contingency Plan: Measures to handle the risk in case of its occurrence 

Table 3: Ethics risk register outline of RESPONSE project 

Ethics 
Risk ID 

Related 
WP 

Ethics Risk 
Description 

Probability 
(low/medium/high) 

Impact 
(low/medium/high) 

Contingency Plan 
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Chapter 4 - Conclusion  

4. Conclusion 

Ethical monitoring in the RESPONSE project mainly focuses on the risks inherent to the processing of personal 

data. The aim of the Ethical Monitoring and Contingency Plan is to have a clearer understanding of those risks 

and to help data processors act in compliance with the renewed legal regime contained in GDPR. It also aims 

to report all potential ethical and legal issues stemming from the project research activities. This implies 

therefore an extensive review of European ethical guidelines - as stated in this document – and not only 

related to personal data protection.  

The first step in ensuring that the RESPONSE project guarantees a certain level of ethics is to properly use the 

Informed Consent Form. As stated by GDPR, consent is one of the legal basis of data processing and it should 

be properly received every time personal data is collected. However, ethics goes further than collecting proper 

consent from the data subject and several risks need to be more precisely identified. 

Given the specific issues found in RESPONSE, two main concerns need to be addressed in order to ensure that 

the project meets certain ethical standards.  

The first one is related to the scope of the project. Given the number of participants included in the project, 

one of the main risks is related to the amplitude of personal data processing. Going further than a review of 

ethical guidelines, carrying out a privacy impact assessment (PIA) every time it is needed accounts for a strong 

way to ensure compliance and to prevent ethical risks.  

The second topic focuses on the risks related to potential cross-border data transfer. If the first steps of the 

project mainly focus on the implementation of the datalake by Dijon Metropole, the number of participants 

involved, established in several countries, represents a potential risk that should be assessed. A particular set 

of rules described in this document (binding corporate rules, model clause certified by a data protection 

authority) shall be followed every time a potential data transfer is considered. The territorial scope of GDPR 

guarantees a solid safeguard, as data protection authorities have a broad jurisdiction and can impose sanctions 

on data processors even if they are not located in a member state.  

QREM of the project established an Ethics Board (EtB) with 8 members in order to provide ongoing support to 

the consortium concerning ethical and legal issues and to establish a precise ethical risk management strategy. 

The board is also responsible for general risk management and contingency plan.  

As a next step, this deliverable will be updated as D12.19 Ethical Monitoring and Contingency Plan – V2, D12.20 

Ethical Monitoring and Contingency Plan – V3, and D12.21 Ethical Monitoring and Contingency Plan – V4, at 

M24, M42 and M60, respectively. 
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